Support your people

Protect the company

Comprehensive Human Cyber Risk Management &
Human Firewalls Activation

Large companies

$4M

Average cost of each
security breach
caused by insiders +
400K$ remediation

Q0%

of all security
incidents involve
internal staff

Small and medium Enhance people's alertness and
$40K cyber awareness

Average cost in oL
SMESs, 60% closes six Complete your organization

months later cyber security posture

Cyber security incidents

89% Direct result of Kymatio is the SaaS that provides everything
negligence or social

engineering fraud

necessary to
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Comprehensive Human Cyber Risk Management &
Human Firewalls Activation

Human Cyber Risk Management Employee Training
[ I |
Cyber Risk Evolution Engaging Social Engineering
Understanding Employee Continuous Cyber Interactive Vulnerability Training
Cyber Risk Level Risk Assessment. Chatbot-based Training Against SE techniques

)

Mitigation Plans Personalized
For mitigating employee cyber risk Comprehensive Deliver Targeted Awareness
and driving secure user behavior New- School Approach and well-being actions
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Comprehensive Human Cyber Risk Management & Human Firewalls Activation

Kymatio provides a new preventive approach for the
continuous management of employee cyber risk

Cybersecurity Awareness Metrics

Kymatio assesses each employee's state of awareness by focusing the
analysis on 7 key areas of cybersecurity. Subsequently, starts automated
execution of personalized strengthening measures for each employee.

Awareness

Why companies like Telefénica or
Santander are focusing their efforts

on identifying the cyber risk of their employees?
Malware Data Communications Social

Protection Engineerin .
? d How to measure whether prevention and cyber
awareness efforts are paying off?

Knowing the human cyber risks your organization
faces?

Password Workplace .
Management Compliance




Kymatio allows simulated phishing campaigns
to complete measurements on risk and
effectiveness of awareness

alSigligle

Automated phishing simulation campaigns

* Automated. With a simple initial setup Kymatio can run the phishing

simulation cycle unattended.
How many employees

* Programmable configuration. If you want, you can take full control correctly identify phishing threats?

over the scheduling of the campaigns.

* Customizable. Kymatio allows phishing campaigns to be tailored to What percentage requires

each user to effectively raise awareness. personalized strengthening actions?

* Comprehensive vision. The conjunction of the phishing results with
the rest of the information generated by the platform, allows to
achieve maximum visibility on the risk.




Comprehensive human cyber risk management

We take cyber risk management to a higher level
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Standard risk
management
strategies don't
include the human
factor

Classic training does
not improve or raise
employee alertness

Inefficient and
technology-centered
generic solutions

Maturity of the model
according to stages of
human cyber risk

Start working on
prevention based on
real data from the
organization

Targeted
recommendations

and knowledge about
the strengthening
needs

Visibility. Kymatio
provides the
necessary human
cyber risk metrics

The new risk analysis algorithms incorporate powerful psychometric tools
to determine the needs of each employee, adding to the power of artificial
intelligence a base of neuropsychology that makes it a full expert system.

Regular unattended
interactions with
chatbots for
awareness raising

Follow-up and
control over the
effectiveness of the
measures

Long-term continuous
reinforcement for

cyber security
cultural change

Continuous
assessment of human
cyber risk, awareness
level and well-being

Corporate Plan for the
Prevention of Human
Cyber Risk
Cyberrisk level Recommendations
departmentsand for Cyber Risk
employees Reduction

Level of alertand

— Data for
av;irg;oeszg Q T 9 @ Decision Making
% = =
Levelof ER j 9 Advanced solution for
permeability to y L phishing simulation
cultural change Q T
(Sentiment analysis) )

The most powerful human cyber risk scorecard on the market.
Visibility including information on social engineering, digital
exposure and determination of critical function.

Be prepared to face the greatest risk to employees and
organizations.
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