
Prepare a security 
framework and 
an emergency 
preparedness plan 
which outlines clearly 
how personal data 
is to be handled or 
secured and what 
employees should do 
if there is a breach.

As a small business, you probably already fulfil many of the requirements of the General Data Protection Regulation (GDPR). The GDPR will replace the current Data 
Protection Act next year. The implementation of the new rules will not be affected by Brexit. We’ve created a checklist setting out the main principles and steps 
that you should be considering in the lead-up to the introduction of GDPR in May 2018. 

If you process personal data or 
special categories of personal 
data, as a data controller or a data 
processor, the GDPR is likely to 
apply to your business.

Familiarise yourself 
with the 8 rights that 
individuals have under 
the GDPR and ensure 
that your procedures 
and policies can deliver 
these rights. Do an internal audit to 

determine what data you 
have – this includes how it 
comes into your business, how 
you process it, and also where 
the data is sent. This is also 
called data mapping. 

Ensure that 
all your data 
security, handling 
and processing 
arrangements are 
set out in policies 
or procedures. 
Regularly review and 
update it. 

Complete a data protection impact assessment. 
This is highly recommended as this will help you 
determine how you can comply with your obligations 
under the GDPR, particularly with large scale or high 
risk data processing.

Inform and train 
your employees 
on GDPR and how 
it will affect the 
running of your 
business. 

Ensure that your 
systems store 
personal data 
properly and 
securely. 

Prepare a 
plan/policy for 
handling subject 
access requests 
or requests 
for additional 
information under 
the GDPR and 
communicate your 
plan/policy to your 
staff.

Identify 
especially where 
personal and 
sensitive data is 
stored. 

Securely 
delete 
unnecessary 
data to 
minimise 
risk of data 
corruption or 
loss. 

Review and amend 
your privacy policies 
for your customers, 
suppliers and third 
party data processors.

Evaluate and 
review your 
data consent 
processes in 
preparation for 
GDPR. 

Where you obtain 
consent from a 
client, keep records 
of this consent.  

On all new projects or 
where you are using new 
technologies where the 
processing is likely to a 
result in a high risk, do a 
Data Protection Impact 
Assessment. 

If you buy data or buy a 
client data base from a 
third party make sure that 
you obtain documentation 
to show compliance with 
the GDPR.

Consider appointing a Data 
Protection Officer (DPO). Even though 
this is only a legal requirement for 
public authorities, where you process 
special categories of data on a large 
scale or where you do large scale 
monitoring, we still recommend that 
you appoint someone to take charge 
of your data protection obligations. 

If you offer services to 
children you need to ensure 
that you use clear and plain 
English language that they 
will understand. Additionally, 
if you supply ‘information 
society services’ to children, 
you need to be able to 
demonstrate that you have 
a system in place to verify 
individuals’ ages and to 
obtain parental/guardian 
consent where needed.

Businesses that carry out 
cross-border processing 
should identify their main 
supervisory authority and 
record this information.Consent under GDPR must be: freely given, specific, 

informed and unambiguous. Gone are the days of relying 
on assumptions, pre-ticked boxes or silence. People must 
make a positive opt-in and you must provide a simple way for 
people to withdraw their consent. 
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GDPR – our 20 point checklist for small businesses 
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