[bookmark: _GoBack]Remote Access Solution (RAS) User Guide v2.2
(using CISCO AnyConnect & Swivel)

This guide is split into 2 sections:
· How to set up remote access for the first time
· How to connect.
Please note: Users can only be authorised to have a RAS account by designated approvers from their CCG (see table below for list of approvers). 
Therefore, to request a RAS account you need to ask the relevant approver below to email you their approval.  You then need to either log a call on the service desk self-serve portal at https://itselfservice.embedhealth.co.uk/ and attach the approvers email to the call, or alternatively forward the approver email to it_servicedesk@embedhealth.co.uk.
You will know the Service Desk have actioned your request when you receive 2 emails from swivel@nyh.org.uk , which you should keep, but ignore the content until you go through the following user set up guide.
	CCG

	Approver

	Hull
	andrew.parsons@nhs.net, Lee.pepper@nhs.net

	East Riding of Yorkshire
	nicky.lowe@nhs.net, paul.laing@nhs.net, r.fieldsend@nhs.net

	North Lincolnshire
	peter.lequelenec@nhs.net, garyjohnson@nhs.net

	North East Lincolnshire
	john.mitchell1@nhs.net, r.fieldsend@nhs.net

	York
	abigail.combes@nhs.net, m.ash-mcmahon@nhs.net

	Harrogate
	aleccowell@nhs.net

	Scarborough
	dwestmoreland@nhs.net

	Hambleton Richmondshire and Whitby
	carol.johnston2@nhs.net

	Bassetlaw
	Any Manager

	Barnsley
	Any Manager

	Sheffield
	danny.bailey1@nhs.net





Setting up RAS for the First Time
In order to use RAS, the following must be in place:
1	The RAS application (and correct version) should already be installed on your laptop. To check if the correct version is installed, please follow these steps:
1. From the Windows System Tray, next to the clock, click on the RAS Icon (see graphic below) and select About

 [image: https://support.managed.com/AvatarHandler.ashx?radfile=%5cDepartments%5c36%5canyconnect%5cvpn%5fanyconnect%5ftaskbar%2epng]
2. The window below should be displayed showing that Version 4.7 has been installed.
[image: ]
If the application hasn’t been installed or the version is different to the above then you will need to contact the Service Desk on either 0345 140 8000 or online at https://itselfservice.embedhealth.co.uk/.
2	You should have received 2 emails from swivel@nyh.org.uk, as follows:
· Welcome email – This email welcomes you to the service and should be ignored.
· Authentication email – This email contains a QR code 
If you haven’t received the 2 emails you will need to contact the Service Desk on either 0345 140 8000 or online at https://itselfservice.embedhealth.co.uk/.

3	You need to install an App on your smartphone, as follows:
For iPhones, use your phones App Store, and for Android phones, use your phones Play Store App, and search for ‘Swivel’.
[image: ]
Please note that there are several Swivel applications in the mobile stores. You must install the purple ‘AuthControl Mobile’ on your phone (see below).
[image: Image result for authcontrol mobile app]
Once the above app has been installed, open it and select Scan QR Code. Then scan the QR code in the aforementioned Swivel Authentication email on your laptop screen. Once the QR code has been successfully scanned your phone will start displaying a 6-digit PIN which will change every 60 seconds (see below).  Initial set up is now complete.
	

		[image: http://dev.yhcs.org.uk/swivel-assets/QR.jpg]
		

	[image: ]

	QR Code contained in your Authentication email




	


 
	




	

	





Logging into RAS
Please note that you can only connect via a network external to the corporate network e.g home wi-fi, tethered to a phone, etc.  No connection is possible whilst you are using the corporate network, so please ensure you are connected to an external network first, and then follow these steps:
1. From the Windows System Tray, (at the bottom of your laptop screen, next to the clock), click on the RAS icon (see below) and select Open AnyConnect.

[image: https://support.managed.com/AvatarHandler.ashx?radfile=%5cDepartments%5c36%5canyconnect%5cvpn%5fanyconnect%5ftaskbar%2epng]
 
2. The RAS Client will launch a dialog box like the one below. Please ensure that BRIGG Swivel VPN Service is selected

[image: ]
 BRIGG Swivel VPN Service

3. You will then be asked to login with your Windows username and password.
(i.e. your normal laptop login credentials).
[image: ] BRIGG Swivel VPN Service




4. You will then be prompted for your one-time code. This is created on the mobile App.
[image: cid:image010.jpg@01D545F5.E07FE5C0][image: ]

You should now be securely connected to your network.
5. To disconnect from RAS, from the Windows System Tray, next to the clock, click on the RAS icon (see graphic below) and select Disconnect.

[image: https://support.managed.com/AvatarHandler.ashx?radfile=%5cDepartments%5c36%5canyconnect%5cvpn%5fanyconnect%5ftaskbar%2epng]
If you have any problems, please contact the Service Desk on either 0345 140 8000 or online at https://itselfservice.embedhealth.co.uk/.
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