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Internet Security – Make sure your children are as safe as possible

The Internet is filled with websites that are inappropriate for anyone, much less children. Children get into trouble online all the time, even when they are not looking for it. Misspelling a website address, or clicking a risqué ad can be very dangerous. 
Online bullying, predatory adults, and illegal downloading of copyrighted content are other threats.
Though we cannot make the Internet itself ‘kid-safe’, we can at least make inappropriate sites harder to access. Setting up parental controls and content filtering on computers, tablets, smartphones, and other gadgets is easy. More important, these precautions empower your devices to protect your child from digital dangers when you are not around to supervise.

Talk to Your Children and set Boundaries and Expectations.
Let your children know what is expected of them. Explain to them that you are trying to keep them safe and that you expect them to be responsible. Let them know that while you trust them, you will still verify that they are following the rules and that their online use can and will be monitored. Explain that internet access is a privilege that should not be abused and that it can and will be taken away if they do not meet your expectations.
Put their PC in an Open Area of the House that is Well Frequented.
It's hard for your child to visit "bad" websites if he/she has to use the PC in the kitchen. If the PC is in a well frequented area where you can see it, your children are less likely to attempt to go to unauthorised sites. Children may love having a PC in their room, but consider moving it somewhere less private so you can keep an eye on what is going on.
Very Important
The first thing you all need to do is make sure all the family have their own logons as parental controls only apply to users and not the computer. 

Enable Windows’ excellent Family Safety features
Starting with Vista, every copy of Windows includes parental controls that allow you to control and monitor PC usage based on which account is signed into the PC. The controls let you limit how long specific accounts can use the PC and which games and programs they can run (based on content ratings), and let you introduce stringent Web filtering. You can also view activity reports on those accounts—or have them emailed to you—and centrally manage the settings for all protected accounts and PCs on the Family Safety site (https://account.microsoft.com/family/about).
For Windows Vista and Windows 7 PCs, you must download and install the Family Safety application, a part of the free Windows Essentials software package (https://support.microsoft.com/en-us/help/18614/windows-essentials), to use all the Parental Controls features. The Parental Controls features are built into Windows 8, where they remain grouped under the moniker ‘Family Safety’.
To enable and adjust Parental Controls settings in Windows Vista or 7, click Start, “type” parental controls and press Enter. In Windows 8, go to the Start Screen, “type” family safety, select Settings, and open Family Safety.
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Configuring Apple/ Mac devices

To get started with parental controls in Mac OS X 10.5 and 10.6, open the Apple menu in the top-left corner, click System Preferences, and in the System section, open Parental Controls. In OS X 10.7 and later, accounts with parental controls must be set as a ‘Managed with Parental Controls’ account. If you have not yet created such an account, Mac OS will walk you through the process for doing so.
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Lock down their iOS devices
Apple also includes parental controls in iOS (available on iPhones, iPod touches, and iPads), it refers to these settings as Restrictions. You can block access to certain apps, such as the Safari Web browser, the Camera, and FaceTime video chatting; and you can block users from performing basic tasks, such as installing or deleting apps. In addition, you can restrict access to content, based on ratings or content type, and require a PIN to make purchases on the device—perfect for keeping young children from charging new apps to your credit card without your permission.
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Don’t forget about social networks
For children on Facebook, Twitter, or other social networking sites, consider reviewing their privacy and security settings. Ideally, of course, you either share admin rights to the social networking accounts of your minor children, or you have established rules that allow you to have access upon request.
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Once you have access to a child’s social network account, make posts and most other content on the profile viewable only by people who are friended or approved. You might also want to enable some optional security features to help protect the account from being hacked. 

Stop your children from posting in public: Your next stop on the Facebook Privacy Settings to-do list is the 'Who can see my stuff?' section of the Privacy Settings menu. Make sure the 'Who can see your future posts?' option is set to Friends.
Facebook allows you to change content visibility on a post-by-post basis. You can, for example, create status updates that are publicly available or visible only to two or three specific people. But the smartest option is making post visibility friends-only by default, mitigating the damage of any potentially humiliating photos you child might upload by accident.

Lock down their Timeline: Finally, take a moment to safeguard against the threat of embarrassing photos or video popping up in your Timeline without your knowledge by fine-tuning Facebook’s Timeline Review.
Go to the Timeline and Tagging Settings menu (if you’re still in the Privacy Settings menu, you can find the other settings menus on the left side of the screen). Now that you are reviewing the Timeline Settings, scroll down and turn the option titled 'Review posts friends tag you in before they appear on your timeline' to On.
The three simple changes described above will go a long way toward improving your Facebook privacy, but a bunch of other potentially useful privacy settings are scattered throughout Facebook’s Account Settings menus. Take the time to read through them. Facebook is one of the biggest social networks on the planet, and knowing how to control your information is the best way to control how the world views you.
Tidy up Twitter
Because Twitter is a bare-bones communication service for exchanging photos, videos, and short text messages, it does not give you many opportunities to share private data inadvertently. But although you remain responsible for the lion’s share of the data in your feed, Twitter still has a few potential privacy leaks that you can quickly plug.

Don't link Twitter to Facebook: First, you should probably unlink your child’s Twitter account from Facebook and any other social networks. Not only is it risky, you could have their Twitter username popping up in their Facebook timeline—and thus they will be associated with real-world Facebook information such as their name, location.
Simply log in to Twitter, click the grey gear icon in the top-right corner of the screen, and make your way to the Profile section of the Settings menu. Scroll down to the Facebook section, and you will see the option to disconnect your Facebook account from Twitter for good.

Turn off geotagging: Second, turn off Twitter’s geotagging system to ensure that you are not including your location in every update.
Twitter disables location sharing by default, but you should still double-check this status. Enter your account settings and uncheck the Add a location to my Tweets option. While you’re there, click the Delete all location information setting for good measure.
[bookmark: _GoBack]
Go private: Finally, consider setting their Twitter profile to private. It’s simple enough to do—just enter your child’s account settings and check the box next to Protect my tweets—and it ensures that their updates are not publicly visible. This setting affords you much greater control over where their updates go because their followers cannot retweet them, and new followers have to request your child’s permission before Twitter will allow them to start following your child.

Hopefully this document will assist you in keeping your children safer on the internet.
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