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Logo

Description
Teen chat room website, with a demographic aimed specicially at teenagers.

Category
MESSAGING

Website
https://www.321chat.com/teen/

Date added
Oct-2017

4Chan

An anonymous message board and content hosting platform. Often associated with
"Trolling" - a term used to blanket unpolite behaviour and sarcastic comments.

Agent

Agent Chat and video calls is like most other instant messaging sites and allows the
user to send messages, pictures and documents to contacts.
A recent report in Cheshire highlights this site being used for uploading videos of
sexual acts being performed by what appear to be minors.
Also messages were being exchanged in relation to possible availability of underage
females.

MESSAGING

https://agent-chat-andvideo-calls.en.uptodown.com/android

Jul-2017

Airdrop

Popular file sharing app that lets users transfer files to different devices via wi-fi. Is
available on Andriod and Apple products. Has been seen recently in incidents
whereby teens have used it to securely send self-generated indecent images to each
other.

CONTENT SHARING

https://play.google.com/store/apps/details?id=com.airdrop.
airdroid.shareit.xender.filetransfer&hl=en_GB

May-2017

Amino

AMINO - COMMUNITIES, CHAT, FORUMS, AND GROUPS is an app that lets users
access and contribute to communities about a range of subjects, including bands,
books, genres, and activities. ... When you tap a community, you can view its
description, community guidelines, and the number of registered users in that group.
There are risks as there is a chat facility and obviously would be an ideal platform for
grooming to take place.

MESSAGING

https://www.aminoapps.com/

Apr-2017

Animal Jam

Online children's game that has over 70 million registered players. Animal Jam takes
place in a fictional area known as Jamaa, containing various biomes and cartoon
player-created animals. Players can create an animal with an anonymous 3-part
name, such as "Crashing Magicshark", dress it up with virtual clothing, and control it
in the gameplay environment. The game also contains a private chat area where
players can communicate with one another.

GAMING

https://www.animaljam.com/

Sep-2017

Ask.fm

Ask.fm is a Q&A-based site (and app) that lets users take questions from their
followers, and then answer them one at a time, any time they want. In any case, it
gives youngsters another reason to talk about themselves other than in the
comment section of their own selfies. Although Ask.fm may not be as huge as
Instagram or Snapchat, it's a big one to watch, for sure. With such a big interest from
youngsters, it absolutely has the potential to become the go-to place for Q&A
content.

MESSAGING

http://ask.fm/

Jan-2017

Badoo

Badoo is a dating-focused social networking service, founded in 2006 and
headquarters in Soho, London. Like many other social network sites, you have
several options to filter through interests and types to find someone to befriend,
date or chat with on Badoo. The advanced filter allows you to pick a range of ages
and distances from where you live. Badoo performs well at finding people for you to
connect with locally. On the advanced filter, you can look for more specific traits like
body type, kids, education and star sign.

DATING

https://badoo.com/

Jan-2017

CONTENT SHARING www.4chan.org

Feb-2017

A messaging system connecting users of World of Warcraft and other content
created by Blizzard. Users details are tied to their own individual account which is
also used to log into these games.

MESSAGING

www.battle.net

Feb-2017

BBM

BlackBerry’s BBM is an instant messaging app. You have your own unique 4 digit PIN
and other people can only add you as a contact using this. As well as instant
messaging, you can have group chats, voice calls and share voice notes and pictures.

MESSAGING

https://www.bbm.com/en/

Jan-2017

Bigo

BIGO LIVE is a live video streaming app for iOS and Android developed by BIGO
TECHNOLOGY PTE. LTD in Singapore. It allows users to live stream anytime and
anywhere with their mobile phones. And people can follow other users and send
digital gifts to other users.

MESSAGING

https://www.bigo.tv/

Sep-2017

Battle.net

Bin Weevils

Bin Weevils is an online virtual world where you can play free online games, chat
with friends, adopt a virtual pet, grow your own garden and watch cartoons. You can
send messages to other players in the game.

GAMING

http://www.binweevils.com/

Jan-2017

Blendr

Blendr is a geosocial networking application and social discovery platform - basically,
a dating site - for Android, the iPhone, iPod touch, iPad, and Facebook. It's designed
to connect likeminded people within close proximity. Blendr is made by the creator
of Grindr and is powered by Badoo.

DATING

https://blendr.com/

Jan-2017

Bobbin

Anonymous messaging app that enables you to have private conversations and
exchanges images between different users.

https://play.google.com/store/apps/details?id=com.bobbinc
hat&hl=en_GB

Sep-2017

MESSAGING

Boom Beach is a game where players free enslaved islanders and unlock secrets. You
can play on your own or team up with players around the world.

GAMING

https://boombeach.com/

Jan-2017

Dating app aimed specifically at gay men. Chat, flirt, meet and date fellow
homosexual males. The app has chat and photo sharing features.

DATING

http://boyahoy.com/

Jun-2017

Bumble

Bumble is a location-based social and dating application which facilitates
communication between interested users. In heterosexual matches, the app permits
only women to start a chat with their male matches, while in same-sex matches
either party can message first, though all free users must reply to messages within 24
hours or the match disappears.

DATING

https://bumble.com/

May-2017

Burn Note

Burn Note is a messaging app that erases messages after a set period of time. Unlike
many other apps of this sort, it limits itself to text messages; users cannot send
pictures or video. That may reduce issues such as sexting -- but words can hurt, too.

MESSAGING

https://burnnote.com/

Jan-2017

Boom Beach

BoyAhoy
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Cake

1-on-1 live video chat and streaming to all your friends and fans. Discover, flirt and
Video chat with new friends from around the world. With a single button press, you
are secretly connected with and ladies and guys from around the globe.

MESSAGING

https://itunes.apple.com/gb/app/cake-video-chat-meet-newfriends/id1097494881?mt=8

Feb-2017

Call of Duty: Black Ops
Zombies

Call of Duty: Black Ops Zombies is a game where players fight against zombies in a 50level zombie gauntlet. Players can battle alone or in teams of up to 4.

GAMING

http://play.mob.org/game/call_of_duty_black_ops_zombies.
html

Jan-2017

Chat app that enables you to communicate with random matches. Like Omegle but
for mobile, ChaCha enables you to random video chat with strangers around the
world. Meet people in 69 different countries, across 5 different continents.

MESSAGING

https://play.google.com/store/apps/details?id=com.exutech.
chacha&hl=en_GB

May-2017

Advertised as the largest 'cool tean chat rooms' on the web.

MESSAGING

http://www.chat-avenue.com/teenchat.html

Jan-2017

Chat Gum

Messaging app designed for chatting and meeting new friends. The community also
contains topic specific chat rooms. Every message you send to the chat room will be
read by the group currently online in the room. For a more personal touch, you can
send a private message.

MESSAGING

http://chatgum.com/

Sep-2017

Chat Hour

Virtual place chat website and app. A short excerpt from the official wesbite states
"Adult Chat Looking for a virtual fling? It's time to be flirty and have a sexy adult
chat. All chatters must be 18 or over." However, there have been examples of adults
using the chat rooms to exchange indecent images of children.

MESSAGING

http://www.chathour.com/account/log_in

Jul-2017

ChatIM

Instant messaging app available on the Android platform. The app supports one to
one and group messaging. The app has the functionality to send images, files, GPRS,
stickers and emoticons.

MESSAGING

http://www.androcid.co/chatim-android-chat-app-clone/

Nov-2017

Chat Iw

Free chat rooms without registration. Online chat which provides its users maximum
functionality to simplify the search for contacts and discussions in real time. Allows
you to find your soul mate and build relationships quickly with single women and
men. There’s the possibility to interrupt a discussion group at any time to start a
private conversation.

MESSAGING

https://www.chatiw.uk/

Jul-2017

Chatous

Similar to Omegel, Chatous is an app that enables you to start chats with strangers
from around the world. You can engage in converstaions and share photos, videos
and audio messages.

MESSAGING

https://chatous.com/#

Sep-2017

Chatroulette is a website which lets you talk to another person anywhere in the
world. When you go onto the site, Chatroulette connects you to someone at
random. You can talk to people via video or text.
Unknown data sharing protocol at present – contact SPoC so information can be
obtained prior to submitting an application.

MESSAGING

http://chatroulette.com/

Jan-2017

ChatStep

ChatStep is a secure, private and web based disposable chat room. ChatStep is
incredibly easy to use. You can create a room from the home page by typing in any
name you like, then your nickname, and an optional password. Then, simply send
your friends the room name and they can join up. When you leave, everything is
deleted from the servers. Similar to CryptoCat, ChatStep doesn't log messages,
images, or user information.

MESSAGING

https://chatstep.com/

Aug-2017

Clash of Clans

Clash of Clans is a combat game where players build their own armies (clans) and
battle against other armies from around the world. You can join forces with other
armies or simply battle against others on your own.
Unknown data sharing protocol at present – contact SPoC so information can be
obtained prior to submitting an application.

GAMING

https://clashofclans.com/

Jan-2017

Club Penguin

Club Penguin is an online multiplayer game where you can explore a virtual world
using a cartoon penguin character. You can also talk to other players.
Unknown data sharing protocol at present – contact SPoC so information can be
obtained prior to submitting an application.

GAMING

http://www.clubpenguin.com/

Jan-2017

ChaCha

Chat Avenue

Chatroulette

Logo

Cryptocat is an open source desktop application intended to allow encrypted online
chatting available for Windows, OS X, and Linux.[2] It uses end-to-end encryption to
secure all communications to other Cryptocat users. Cryptocat allows its users to set
up end-to-end encrypted chat conversations. Users can exchange one-to-one
messages, encrypted files, photos as well as create and share audio/video
recordings. All devices linked to Cryptocat accounts will receive forward secure
messages, even when offline.

MESSAGING

https://crypto.cat/

Aug-2017

Combines instant messaging and content hosting. Made popular since the
integration with games such as MineCraft, League of Legends, and World of
Warcraft.

MESSAGING

www.curse.com

Feb-2017

Cyber Dust

End to end encrypted messaging app. Not only are the messages locked away and
inaccessible even to Cyber Dust but, similar to Snaps on Snapchat, they are also
deleted from the users' device immediately after they have been read.

MESSAGING

https://www.usedust.com/

Jan-2017

DeviantArt

DeviantArt is an online community where you can post your art and comment on
other people’s work.

Cryptocat

Curse

CONTENT SHARING http://www.deviantart.com/

Jan-2017

Discord

A Voice-Over-IP (VoIP) and messaging program popular with gamers. Clients connect
via their own account and can post media content in additon to communicating with
other members. A server can be set up by anyone for free and is persistent after all
clients have logged out.

MESSAGING

www.discord.com

Feb-2017

Disqus

Disqus is a worldwide blog comment hosting service for web sites and online
communities that uses a networked platform. The company's platform includes
various features, such as social integration, social networking, user profiles, spam
and moderation tools, analytics, email notifications, and mobile commenting.

MESSAGING

https://disqus.com/

Jan-2017

Dot429

Dot429 is a professional community designed for the gay, lesbian, transgender and
bisexual community and those who support them. The site provides a variety of
content, including updates on issues and stories related to the LGBTA community.
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CONTENT SHARING http://fourtwonine.com/

Jan-2017

