TCP’S GUIDE TO SOCIAL MEDIA

BY MR GLAISTER



WHAT IS SOCIAL MEDIA?

SOCIAL\MEDIA (NOUN)

WEBSITES AND APPLICATIONS THAT ENABLE USERS TO CREATE AND
SHARE CONTENT OR TO PARTICIPATE IN SOCIAL NETWORKING.




QUIZ

GENERALLY, HOW OLD DO YOU HAVE TO BE, ACCORDIN!
THE LAW, TO HAVE A SOCIAL MEDIA ACCOUNTURP THE

10 YEARS OLD

13 YEARS OLD

16 YEARS OLD

18 YEARS OLD



QUIZ

WHAT PERCENTAGE OF CHILDREN HAVE AT LEAST
SOCIAL MEDIA ACCOUNT BY THE AGE OF TEN?

30-40%
40-50%
50-60%

60-70%



QUIZ

WHAT PERCENTAGE OF CHILDREN USING SOCIAL M
HAVE SENT A MESSAGE TO A STRANGER?

13%
33%
43%

53%



QUIZ

HOW MANY CHILDREN HAVE EXPERIENCED
SOMETHING UPSETTING ON A SOCIAL MEDIA SITE

ONE IN TEN
ONE INFIVE
ONE IN FOUR

ONE IN TWO



QUIZ

HOW MANY COUNSELLING SESSIONSRIDLINHAVE
WITH CHILDREN RELATED TO ONLINE ISSUES LAST YE.

5,000
8,000
10,000

12,000



QUIZ
HOW MANY CHILDREN HAVE BEEN VICTIMS
OF CYBERULLYING?

ONE IN TEN
ONE INFIVE
ONE IN FOUR

ONE IN THREE
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Cyber bullying Sexting CSE online == Qwverall online safety and abuse




The NSPCC asked around 1,700 children aged 11 to 18 to review the top social networking sites, apps and games
that young people are using. The top sites are compiled from a range of sources: research with young people,
counselling sessions with Childline that mention social networks, and the top apps listed on Google Play and
iTunes. Due to changes in popularity, different sites are reviewed each year, meaning that the results are not
directly comparable between years. However, they highlight the type of content that children are seeing online.

Each young person reviews up to five social networks and are asked to say whether they have come across
inappropriate content on each network. Only sites that receive at least ten reviews from young people are included
in the results. The table shows the percentage of reviews where young people said that they had seen each
category of inappropriate content across any of the social networks.

% of young people’s reviews that reported
seeing inappropriate content

Type of content 2015/16 2016/17

Violence and hatred 26 30
Sexual content 22 21

Bullying 30 19

Adult or illegal 24 17

Suicide and self-harm 12 12




In England and Wales the age of the victims is unavailable. This means that some of the offences will relate to
adults, but we do not know how many. Across all four nations, we do not know the age of the offender; and cases
of producing and sharing self-generated sexual imagery (sexting) by under 18s may also be included within
these figures.
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FACEBOOK

Facebook is one of the most popular social networks for children. It is often the social network they come to first.
So, what are the dangers associated with Facebook?

Facebook is not private

Anything posted online, whether it’s an image or a comment, stays in cyberspace forever. A Facebook post'is only as
good as a friendship. A friend today may be gone tomorrow. What happens with that post or image then? That “no-
longer” friend may disseminate it to others. Images can be photoshopped and then sent to others.

Friending
Many kids think of friends lists as a badge of popularity and don’t always know in real life who these friends are. “70
percent of kids will accept “friend” requests regardless of whether they know the requester,” found an FBI report.

Online Predators

There are many “online predators” working hard to engage kids online. Facebook is one of the venues where predators
try to “friend” children and establish a relationship.

Online predators often pose as teenagers, so kids may think they’re chatting with a 16-year-old but they could be
chatting with a much older person.

Kids may inadvertently post identifying information that may make them easy targets for online predators. Sixty-nine
percent of 13- to 17-year-olds have updated their status on social networking sites to include their physical location.
Fifty-two percent of teens have given out personal information online to someone they don’t know offline.



SNAPCHAT (83

Snapchat has grown hugely in popularity over the past few years. Who hasn’t seen someone with a pair of
dog ears and a long tongue sticking out of their mouth?

A big draw for Snapchat is that when photos are sent using it they are not automatically saved to the end
user’s phone like with WhatsApp and this can lead to a sense of complacency about its use.

Just because the image is not saved does not mean the end user cannot screenshot the image and then
send it on using Snapchat or other social media or even manipulate the image using photo editing software
before sharing it.

More recently Snapchat unveiled an update called Snapchat Map where users can reveal their very precise
location to others on the app. This obviously brings up concerns regarding strangers being able to see
exactly where users are located.

As with Facebook it is important that children are careful about who they “friend” on this app as with all
social media, it is entirely possible that someone is not who they say they are.



TWITTER 9

UK children buck the European trend when it comes to Twitter; it is much more popular here than on the
continent.

What’s wrong with Twitter?

A People can tweet anything — some of this content is unsuitable for children and there doesn’t have to
be any warning in the tweet to indicate this.

There are a lot of fake profiles — someone can easily impersonate someone else and make statements
under their name “fake news” etc.

Once a tweet is public, it’s public.

It is also important to note that with a public Twitter profile, tweets that are written are visible to
people not using Twitter as well to those on the app.

Twitter has a private message feature which has similar connotations to Facebook Messenger — ensure
only people that are known in real life are added.

Do Do o  Io



WHATSAPP ()

WhatsApp is the most popular messaging service in the world with an estimated 30 billion messages sent
every day. It allows the sending of text, images, sound, video, documents and locations.

It is unusual compared to other social networks in that it sets its age limit at 16.

WhatsApp links to the contacts in the user’s phone and so technically only people whose phone numbers
you already have can message you on WhatsApp. In reality, WhatsApp allows the setting up of groups in
which any member of the group can invite anyone from their contacts — once in the group everyone has
access to all the phone numbers in that group.

While Facebook, YouTube and other familiar networks impose strict limitations on posting inappropriate
content such as nudity or pornography, with the exception of a vaguely worded request to label
inappropriate content, WhatsApp provides no such limit on adult content.

WhatsApp doesn’t require users to set passwords, a feature that could present a danger. If a friend — or
not-so-friendly acquaintance — gets a hold your phone, they could send rogue messages to anyone that
appear to be from you.



WHATSAPP ()

Lastly, the real danger with WhatsApp goes well beyond passwords and pictures. Online
predators often use a wheeetheyridentifyaedtatgatl | e d
vulnerable or unprotected children on “safe” platforms like Facebook. Once they’ve
established a connection, developed a rapport and made the child feel comfortable with
their new “friend,” they suggest moving the conversation over to a more private

messaging platform like WhatsApp.

Here, the discussion often devolves into something inappropriate or becomes
exploitative. WhatsApp is even more attractive to predators because it allows users to
share their contacts and even their location with other users.



INSTAGRAM

A very popular photo sharing app with roughly half a billion users worldwide. It allows people to edit and
“improve” photographs and share them with others.

As with all social media it is important to have Instagram’s privacy setting correct or all of the content that
is uploaded to it is viewable by anyone. Always check what information you may be inadvertently be
sharing in the background of your pictures.

As with Snapchat, Instagram has a location feature which would enable people to locate where someoneis
when they upload a photo.

As with Twitter, it is possible to set up fake accounts on Instagram and post under someone else’s name.
Another thing they have in common is people can post anything — explicit content, racism etc.

There is an instant messaging service alongside the main home feed which again is open to exploitation.

Instagram is often seen as harmless and fun compared to Facebook but there are some stories that show a
different side:

A nine-year-old girl groomed via Instagram, who sent naked pictures of herself to an adult male (she would
be guilty of distributing child pornography); an 11-year-old boy who was groomed in less than 20 minutes
via Instagram, and sent explicit images of himself to a “girl” of 13 (in reality, a suspected adult male
paedophile, though the case is unsolved); a 12-year-old girl who sent explicit images to another 12-year-
old, which were then passed around the school.



YOUTUBE = &

Dan TDM, Miranda Sings, PewDiePie etc. these are all famous YouTubers. They’ve used the social media
platform to create a career and most importantly for us, inspired young people to follow in their footsteps;
beauty blogger Zoella for example has been reported to make £50,000 a month!

As with the other social media platforms we have discussed a big issue here in content — YouTube does
have pretty stringent filtering but it relies heavily on users reporting it. There is a chance that your child
could view something inappropriate. There is a risk of radicalisation —as an open platform YouTube can be
used by anyone for any purpose, it is important to know what videos you child is watching.

Online bullying can take place on YouTube —the comments sections can be very nasty places indeed and
could expose children to inappropriate language.

Disturbingly some people are trying to trick children:

If you're not paying much attention, it might look like an ordinary video featuring Peppa Pig, the cheeky
porcine star of her own animated series. But soon after pressing play on this particular YouTube clip, the
plot turns dark. A dentist with a huge syringe appears. Peppa's teeth get pulled out. Distressed crying can
be heard on the soundtrack.
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Computi nd Ohline Safety

Are you worried about online abuse or
the way someone has been
communicating with you online?
Click below to make a report to one of

CEOP's Child Protection Advisors




Child Exploitation and Online Protection command
CEOF

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

If you need to hide this site -i.

quickly, just click here
Quick exit

Make a report to one of CEOP's Child Protection Advisors

Should | make a report
to CEOP? =

If you're worried about online abuse or

the way someone has been

communicating online, let CEOP know.
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What happens when |
make a report? =
One of our experienced Child Protection

Advisors will be there to make sure you
get the help that you need.

How can CEOP help
me? =

Online abuse affects many children and
young people every day, CEOP has
helped thousands of people in need of




WHAT CAN WE DO?

Ensure that your ISP’s (Internet Service Provider) parental controls are set up. If you’re not sure how to do this, a
Google search will point you in the right direction.

Apple and Android devices come with settings to allow parents to restrict what can be downloaded and accessed — |
have copies of how to do this.

Talk to your children about the reasons why they want a social media account — it is your decision, despite peer
pressure.

If you do decide to allow your child on social media, set up the most stringent privacy settings that are on offer. | have
guides for the 6 platforms we have discussed tonight.

Talk frequently to your child about their internet usage, check their phone/tablet/computer. Ask them questions about
what they are doing.

Limit their time on electronic, internet enabled devices — maybe one charge per week?

As much as possible have your children use their internet enabled devices away from their bedrooms — living rooms,
kitchens, dining rooms — somewhere where there is “through traffic.”

Set up the lines of communication with them regarding if they see something they don’t like online — it is important
that they don’t feel like they will be punished for viewing something that someone else has uploaded.



