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Beeford.: (VC)

Primary School




E-Safety Scheme of Work 

EYFS
	Objectives
	Possible Activities / Resources
	Links to ICT Medium Term Plans

	· To identify people who can help them when they are using ICT. 
· To recognise that some choices might be right and others wrong. 
· To understand that some technologies should only be used when adults are present. 
· To understand that ICT can be used for fun, for learning and for communicating with others. 
· To recognise the difference between real and imaginary experiences. 
· With support, use a simple password to access ICT equipment.

	·  Discuss Hector’s world poster / AUP / general rules for using equipment. 
· Playing online games / with technological toys (e.g. beebots/microscopes) and discuss use of technology at home (ipads/phones…)
·  Play games that mimic real life e.g. cbeebies / playing with toys that replicate real-life equipment.  
· Log on to class password for FSU computers copying from a password card. 
	- Continuous provision / E-Safety Day


KS1
	Objectives
	Possible Activities / Resources
	Links to ICT Medium Term Plans

	· To know what to do if they encounter something inappropriate online. 
· To understand that they should not share personal information on the internet. 
· To recognise that they need to know who they are sharing information with. 
· To use a password to access school computers.
· To send / receive an email as a class. 
· To use the internet for fun learning and communicating with others, making choices when navigating through sites. 
· To recognise adverts on the internet and understand how to ignore them. 
· To begin to understand that not everything you read on the internet is true. 
· To know that there are different ways of communicating with people online. 

	- Discuss AUP / SMART rules / Hector’s world poster and icon and practise using icon. 
- E-Safety videos/materials e.g:
http://www.thinkuknow.co.uk/5_7/ 
http://kidsmart.org.uk/teachers/ks1/
http://www.disney.co.uk/DisneyOnline/Safesurfing/child-certificate.html?
http://www.childnet.com/resources/kia (including cyber-bullying)
- Individual passwords to access school computers. 
- Class outlook email – teacher scribing emails and monitoring. 
- Using class email / browsing given websites or CD-ROMs. 
- Examples of children’s s:
http://www.bbc.co.uk/cbbc/find 

http://www.kidsclick.org 

http://www.askforkids.com 
http://www.searchbox.co.uk/kids 

http://kids.yahoo.com http://primaryschoolict.com 
http://www.mediasmart.org.uk/lesson - resources about advertising – free when register
- Navigate websites and know how to return to home page (if advert is on page) / use Hector button if a pop-up. 
- Look at spoof websites e.g. http://webfronter.com/rbkc/tomatospider/
- Discuss email when using school email and 
online networks using e-safety video:
https://www.thinkuknow.co.uk/Teachers/Lee-And-Kim/
	- When teaching internet skills: Cycle A - Famous People, Great Fire of London, Islands. Cycle B – Transport, Mini-beasts.
- Class Email opportunities: 
  Email famous person (Cycle A – Sum 1)
  Email Christmas message (Cycle B – Aut 2)
- E-Safety day
- Throughout
- Email opportunities (see above)
- Email opportunities (see above)
- When teaching internet / CD ROM skills (see above)
- Online games listed on medium term plans: Cycle A – Aut 1 / Spr 2 and Cycle B – Spr 2/ Sum 2
- When teaching internet skills (see above)
- Cycle B– Spring 2 – Minibeasts
- Email opportunities (see above)



LKS2
	Objectives
	Possible Activities / Resources
	Links to ICT Medium Term Plans

	· To understand the need for rules to keep them safe when exchanging information online. 
· To understand the importance of keeping personal information / passwords private. 
· To understand that if they make their personal information available online, it may be seen and used by others. 
· To recognise the effect their writing or images might have on others (including bullying) and act accordingly. 
· To know that some words or pictures cannot be copied from the internet because they belong to somebody (copyright). 
· To understand that the internet contains fact, fiction and opinion and begin to distinguish between them.
· To recognise that information on websites may not be accurate or reliable and may be used for bias, manipulation or persuasion. 
· To know that book-marking is a quick way to find safe sites again. 
· To begin to identify when emails should not be opened and when an attachment may not be safe. 
· To understand how to create ‘strong passwords’ and manage these so they remain ‘strong’. 

	- Discuss AUP / SMART rules / Hector’s world poster and icon and practise using icon. 
- E-Safety videos/materials e.g:
http://www.thinkuknow.co.uk/8_10/
http://www.bbc.co.uk/cbbc/topics/stay-safe (includes cyber-bullying)
https://www.thinkuknow.co.uk/teachers/resources/?tabID=2

http://www.disney.co.uk/DisneyOnline/Safesurfing/child-certificate.html?
http://www.childnet.com/resources/kia (including cyber-bullying)
- Story about effects of cyber-bullying:
http://kidsmart.org.uk/teachers/ks1/sourcesDuck/projet/DigiDuck-eBook.pdf
· http://archive.beatbullying.org/dox/resources/resources.html - Beat Bullying resources (including cyber-bullying)
· http://www.digizen.org/digicentral/copyright.aspx - lesson plan / PowerPoint about copyright
· Explore spoof Websites for evaluation e.g. Dog Island Free Forever: www.thedogisland.com
http://webfronter.com/rbkc/tomatospider/
- Discuss accuracy of other websites using following checklist:
http://www.eduplace.com/kids/usingweb/g6-8_step5.html 
· Compare facts from a range of websites to confirm facts. 
- http://www.ikeepsafe.org/educators/more/google-digital-literacy-tour/ - video ‘Detecting Lies and Staying True’. 
- Use book-marking when researching. Examples of children’s search engines:
http://www.bbc.co.uk/cbbc/find 
http://www.kidsclick.org 
http://www.askforkids.com 
http://www.searchbox.co.uk/kids 
http://kids.yahoo.com http://primaryschoolict.com 
· Use school email account to send/receive emails with attachments. Link to e-safety rules/SMART rules. 
- http://www.bbc.co.uk/cbbc/clips/p00nxzb5 - Horrible Histories Video Be Careful what you Download
- https://www.getsafeonline.org/index.php/protecting-yourself/spam-and-scam-email/ - info about email dangers
· Videos about strong passwords available at http://www.teachingvideos.co.uk/index.php/videos/viewcategory/45/internet-safety
· Give example passwords for children to discuss and rate before creating their own safe passwords and discussing regular updating (see cooking up passwords pdf file)

	- E-Safety day
- When teaching internet skills: 
Cycle A: Once Upon a Time, Festivals of Light, Ancient Egypt, Holidays, Ancient Egypt. 
Cycle B: Adventures into Space, Buildings and Homes, The Vikings.  
- Email lessons: 
Cycle A – Once Upon a Time – Email an author
Cycle B – Houses and Homes – Email partner school about their homes
Email partner school in France rather than always sending written letters
- Links to PSHE/SEAL curriculum linked to bullying
- When researching from the internet (see internet skills above) 
- Confirming facts during internet research lessons (see above)
- Dog Island website could link to Holidays topic (Cycle A)
- Tomato spider website – habitats – Beautiful Beeford (Cycle A)
- Links to Literacy curriculum – persuasive texts
- During internet browsing lessons (see above)
- Email lessons (see above)
- E-Safety day
- Regular updates of password (termly)


UKS2
	Objectives
	Possible Activities / Resources
	Links to ICT Medium Term Plans

	· To understand the potential risks of providing personal information online. 
· To understand safety issues associated with communication tools such as mobile phones, instant messaging, social networking (including age restrictions for such sites).
· To explore and discuss both the positive and negative impact of the use of ICT in their own lives and those of their peers and family. 
· To recognise the potential risks of using internet communication tools and understand how to minimise those risks (including scams and phishing)
· To understand how to create ‘strong passwords’ and manage these so they remain ‘strong’ (repeated for LKS2) 
· To recognise the difference between the work of others which has been copied (plagiarism) and restructuring and re-presenting materials in ways which are new and ‘unique’. 
· To recognise the reasons why people might publish content that is not accurate and understand the need for critical evaluation of websites. 

	- Discuss AUP / SMART rules / Hector’s world poster and icon and practise using icon. 
- E-Safety videos/materials e.g:
http://www.thinkuknow.co.uk/8_10/
http://www.bbc.co.uk/cbbc/topics/stay-safe
https://www.thinkuknow.co.uk/teachers/resources/?tabID=2

http://www.childnet.com/resources/kia (including cyber-bullying)
http://www.bbc.co.uk/cbbc/topics/stay-safe - E-Safety videos / games from CBBC (including cyber-bullying)
· http://archive.beatbullying.org/dox/resources/resources.html - Beat Bullying resources (including cyber-bullying)
· Phishing scam video (see e-safety resources folder)
- https://www.getsafeonline.org/index.php/protecting-yourself/spam-and-scam-email/ - info about email dangers
· Videos about strong passwords available at http://www.teachingvideos.co.uk/index.php/videos/viewcategory/45/internet-safety
· Give example passwords for children to discuss and rate before creating their own safe passwords and discussing regular updating (see cooking up passwords pdf file)
- http://www.tes.co.uk/teaching-resource/The-Alleyktz-plagiarism-6190696/- video about plagiarism 
· http://www.digizen.org/digicentral/copyright.aspx - lesson plan / PowerPoint about copyright
- Explore spoof websites for evaluation:
Victorian Robots: www.bigredhair.com/robots/index.html
Google Pigeon Technology: www.google.com/technology/pigeonrank.html
All about Explorers http://www.allaboutexplorers.com
· Compare facts from a range of websites to confirm. 
- Discuss accuracy of other websites using following checklist:
http://www.eduplace.com/kids/usingweb/g6-8_step5.html 
- http://www.ikeepsafe.org/educators/more/google-digital-literacy-tour/ - video ‘Detecting Lies and Staying True’. 

	- E-Safety day
- During internet researching lessons: 
Cycle A – The Victorians, Water Worlds, Keen to be Green, Ancient Greece. 
Cycle B – WW2; Lights, Camera Action; A World of Cracking Ideas; Spaced Out, Aztecs/Tudors; That’s Life. 
- During email lessons: 
Cycle A – Keen to be Green (linked to recycling)
Cycle B – World of Cracking Ideas – Email an Inventor
- Links to PSHE/SEAL curriculum – bullying
- Internet lessons (see above)
- Email lessons (see above)
- E-Safety day
- Regular password updates (termly)
- When using internet to research information (see above). 
- When using internet to research information (see above) – evaluate websites and check accuracy of information. 
- Victorian robots website – Cycle A – Victorians Topic
- Google Pigeon Technology – Cycle B – A World of Cracking Ideas
- All About Explorers – Angry Aztecs / Tudor Travellers




