










Safety 
and 
privacy 
controls 
on social 
networks

The main social network 
providers offer lots of tools 
and resources to help 
younger users have a safer 
and more private online 
experience. Be aware that 
each of them stipulates 
that users should be at 
least 13 years old

TOP TIP
On many platforms you can 
access safety and privacy 
controls via the 
three dots icon.

FACEBOOK

Facebook’s privacy settings let 
users control who sees their 
posts and timeline.
1. Click or tap Account at the top 
of any page and select Privacy 
Settings in the drop-down menu 
for further instructions. 
2. To block another user, select 
the gear icon to the right of their 
timeline, then select Report/Block.
3. To report abusive or offensive 
content, click or tap Report 
near the post, timeline or page.
bit.ly/FB_security

INSTAGRAM

Users can set their posts to private. 
1. Go to the user’s profi le by 
selecting the person icon. 
2. Then choose the gear icon (iOS) 
or the three dots icon (Android) and 
turn on the Private Account setting. 
3. You can also block and remove 
followers by tapping their user 
name, then the three dots icon 
and selecting Block User.
bit.ly/IG_tips4parents
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 SNAPCHAT

Snapchat has two privacy settings: 
one for who can send your child 
Snaps and another for who can 
view their Stories. 
1. To change these privacy settings, 
tap the gear icon in the top right of 
the Profi le screen to access Settings. 
2. To change Who Can Send Me 
Snaps within Settings, tap Send Me 
Snaps and choose either Everyone 
or My Friends. 
3. To change Who Can View My 
Stories within Settings, tap View My 
Story and select either Everyone, 
My Friends or Custom. 
4. Any changes will be saved when 
you press the back button.
bit.ly/SC_privacy

TWITTER

Users can protect their tweets so 
they are only visible to the Twitter 
followers they have approved. How 
you do it depends on the device 
that you’re using.
1. On a computer, go to Security and 
Privacy Settings and scroll down to 
the Tweet Privacy section. Tick the 
box next to Protect My Tweets and 
click the blue Save button. 
2. On a smartphone, go to Me and 
select the gear icon (iOS) or the 
overfl ow icon (Android). Select 
Settings and choose the account 
you’d like to edit. For iOS devices, 
go to Protect My Tweets and tap 
On. For Android devices, go to Other 
and tick the Tweet privacy box.
bit.ly/TW_help

YOUTUBE

1. To set up YouTube’s Restricted 
Mode on a computer, scroll to the 
bottom of any page, click the drop-
down menu in the Safety section 
and select On. If you’d like Restricted 
Mode to be enabled for anyone using 
your browser, don’t forget to lock it. 
2. To set up Restricted Mode on a 
smartphone, expand the menu in the 
top left and tap the gear icon (iOS) 
or Menu, then Settings and General 
(Android). Next, select Restricted 
Mode Filtering and choose between 
Strict or Don’t Filter (iOS) or under 
Restricted Mode, tick the box to 
enable it (Android).
bit.ly/YT_safety

BBC iPLAYER

The Parental Guidance Lock lets 
you control which BBC content your 
child can access. If a programme has 
been fl agged with parental guidance 
(for violence, sex or strong language), 
it will feature a clear label and a 
G symbol. On a computer, mobile 
and tablet device you’ll see a red 
bar containing the G symbol on the 

NETFLIX

There are four maturity levels in 
Netfl ix parental controls: Little 
Kids, Older Kids, Teens and Adults. 
In each case parents can set up a 
dedicated profi le in which only TV 
series and fi lms that are suitable for 
the specifi ed age range will appear. 
1. To activate parental controls, 
log in to your Netfl ix account on 
a computer, go to Your Account 
then select Manage Profi les. 
2. Set up a separate profi le for 
your child, click Edit, then change 
the parental control setting in the 
drop-down menu. 
3. It can take up to eight hours for 
changes to parental controls to 
take effect – if you sign out of 
your account and back in again, 
this may speed up the process.
4. Be aware that you can’t lock 
these settings – your child can 
switch to another profi le and use that. 
bit.ly/NF_controls

How can you avoid your primary 
schooler watching an episode 
of Breaking Bad while you’re out 
of the room? The main providers 
offer parental controls to block 
inappropriate programmes and fi lms.

Safe mode on 
video websites

Blocking 
unsuitable 
TV, fi lm and 
radio content

TOP TIP
Encourage your child to 
use strong passwords – 
a combination of upper case 
and lower case letters, 
symbols and numbers.

programme page. When you press 
play on a G-rated programme on 
your mobile, tablet or computer, 
you will have the option to set up 
parental guidance.

On a computer
1. To set your PIN, hit the Play button 
and if you’re over 16 select Confi rm, 
then Continue.
2. When prompted, turn on Lock and 
enter a four digit PIN and press Play.

On a mobile or tablet
1. To set your PIN, hit the Play button 
and select the option Set Up Parental 
Guidance.
2. When prompted, confi rm you 
are over 16, enter a four digit PIN, 
set a secret answer to aid password 
recovery and press Activate.
3. Each time you watch something 
that isn’t suitable for kids, you’ll be 
asked to enter your PIN again. If your 
family uses more than one device or 
web browser to watch BBC iPlayer, 
you’ll need to set a PIN for each.
bit.ly/iplayer_lock
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Parental 
controls on 
your child’s 
devices

On a smartphone, tablet 
or games console, you 
can use parental controls 
to manage a range of 
functions, including 
access to websites, app 
stores and apps, as well  
as location services and 
in-app purchases

iOS

1. To enable restrictions on your 
child’s iPhone or iPad, tap Settings, 
General, Enable Restrictions and 
enter a passcode. 
2. Decide which features you’re happy 
for your child to access and, using the 
toggle buttons, turn the rest off.  
bit.ly/iOS_support

ANDROID™ 

1. To set up a restricted user account 
on an Android smartphone or tablet, 
go to Settings and select Users in the 
Device section.
2. Tap Add User or Profile, then  
select Restricted Profile and enter  
the passcode. 
3. Tap the round icon next to New 
Profile to change the name of the 
profile, then tap OK. 
4. Go through the list of features  
your child can access and, using  
the toggle buttons, choose whether 
you’d like them on or off.
android.com

TOP TIP
You can set up parental controls 
for app stores on your child’s 
device to prevent them from 
purchasing or downloading  
apps inappropriate for their age.  
bit.ly/GP_controls
bit.ly/App_store_controls

WINDOWS PHONE

1. Go to the Windows Phone website 
and select My Family.
2. Sign in using your own Microsoft 
account (if you don’t have an account, 
you can create one).
3. Click Get Started on the My Family 
set-up page, and then click Go to add 
your child’s name.
4. Enter the Microsoft account your 
child uses to sign in on their phone.
5. To change the app download 
settings, click your child’s name  
on the My Family homepage, click 
Change Settings and choose from  
the options provided. 
bit.ly/WinPhone_support

Smartphones and tablets
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Vodafone Guardian helps to protect 
your child from inappropriate calls, 
messages and online content. Simply 
download the free app from Google 
Play and customise the various 
settings. You’ll be asked to enter a 
parent contact number so that you 
receive a text if Vodafone Guardian is 
deactivated and when an emergency 
call is made. 

Vodafone Content Control helps to 
prevent young people from accessing 
inappropriate content and services, 
such as violent games, adult content 
and gambling websites. 

Go to the Vodafone website to log 
in to or register your online account 
and turn on Content Control. Please 
note, it works only on the Vodafone 
network and not on wifi .
vodafone.co.uk

Many children and teenagers enjoy 
playing on games consoles. As well as 
being fun, some experts say gaming 
helps to improve their refl exes and 
keep their brains active. But it also 
has its risks. Young people sometimes 
spend too long in front of the screen 
or access inappropriate content. And 
if they take part in multiplayer gaming 
they might be contacted by strangers.

If your child is a keen gamer, you’ll 
be pleased to know that the main 
games consoles include parental 
controls to help you manage which 
games they play, how long they can 
play for and whether they can play 
against other people. For example, 
safety features on Xbox One let you 

restrict games, apps and fi lms by age 
rating. And on PlayStation 4 (PS4) you 
can also disable video and voice chat.

For more information and step-
by-step guides to setting up parental 
controls for gaming, go to your 
search engine and type in the name 
of your child’s games console (eg 
“PlayStation”, “Nintendo”, “Wii” or 
“Xbox”) + “parental controls UK”.

TOP TIP
Not all public wifi  (eg in cafes) 
has web fi lters so you’ll need 
to make sure you protect 
your child’s mobile devices 
when they leave the house. 
However, you can be sure that 
access is safe in locations that 
display the 
Friendly WiFi 
symbol.

TOP TIP
If you’re worried that a stranger 
has contacted your child and 
acted inappropriately towards 
them, turn to page 45 for advice 
on how to report it to the police 
and other authorities.

vodafone.com/parents

How can 
Vodafone 
help?

Games 
consoles
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Parental 
controls 
on your 
home 
internet

Did you know that 
many internet service 
providers in the UK offer 
free parental controls? If 
you’re a BT, Sky, TalkTalk 
or Virgin Media customer, 
you can decide which 
kind of online content 
your family can access. 
As you have to choose to 
switch on these controls, 
here’s a quick overview  
of each one and links  
to more information

Virgin Media’s Web Safe works on  
any device that is connected to its 
home network. Provided free in 
broadband packages, it includes 
Child Safe, which helps to block 
websites unsuitable for younger 
users, and Virus Safe, which blocks 
websites that may have viruses 
and other security issues. 
bit.ly/VM_security

Parental controls are available  
to anyone with a Vodafone 
Broadband service and protect  
all devices connected to your  
home network. Once you’ve  
opted in, the controls prevent 
access to inappropriate online 
content, such as violence and 
gambling, as well as to websites 
that could pose security threats. 
bit.ly/VF_safety

BT Parental Controls come free  
with any BT broadband package. 
There are three pre-set filters,  
plus the option to create your  
own and even set filters for certain 
times. As well as safeguarding any 
device connected to your BT Hub  
at home, BT Parental Controls work  
at BT wifi hotspots (eg in cafes).
bit.ly/BTParentalControls

HomeSafe is free to all TalkTalk 
customers and lets you customise 
filtering preferences from nine 
different categories and block 
individual websites. The Homework 
Time tool restricts access to 
content that might distract children 
during core homework hours.
bit.ly/TTprotect_your_family

Sky Broadband Shield works on  
all devices connected to your  
Sky home broadband and comes  
at no extra cost. You can choose 
between three age categories  
(PG, 13 and 18) or customise the 
protection according to your needs. 
The Watershed feature lets you  
set tighter controls at specific  
times of the day, when your child 
might be online. 
bit.ly/skybroadbandshield

INTERNET MATTERS
Launched in 2014, Internet 
Matters provides advice for 
parents about online safety 
and a range of other issues 
relating to digital technology. 
internetmatters.org
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If something does go wrong online, 
you need to know what action you 
can take. As with any concerns you 
might have about your child, you’ll 
have your own way of talking about 
it with them and dealing with it. For 
more serious digital issues, you might 
also feel that you need to report it. 

Here we give you an overview 
of the main ways you can report 
inappropriate (eg bullying) and 
potentially illegal online content. 
While reporting content to an online 
service provider doesn’t guarantee 
it will be removed, many of them take 
safety and security very seriously so 
they will investigate and take the 
appropriate action.

It’s worth bearing in mind that 
making a formal report could help 
improve the experience for all users 
of that service and may also help 
to protect other young people 
from worry and harm. If you sense 
that your child or another child 
is in immediate danger, call 999 
or contact your local police.

Ask FM
If your child comes across 
inappropriate content on 
Ask.fm, click the fl ag next 
to the post and select the 
reason why it’s inappropriate. 
safety.ask.fm 

Disney Club Penguin
To report a mean or 
inappropriate player, just 
click on their Penguin 
avatar and then the M 
icon. This action will alert 
the dedicated moderating 
team, who will then 
investivate and take 
action where necessary. 
bit.ly/CPsafety 

Facebook
Facebook has tools for 
reporting inappropriate 
behaviour, including 
suspected grooming, on 
every piece of content. 
bit.ly/FB_report

Google
If you’ve set up Google 
Safe Search but your 
child is still able to access 
inappropriate content, 
you can report it to Google 
for investigation.
bit.ly/google_report

Instagram
To report a post, tap the 
three dots below it, then 
select Report Inappropriate 
and follow the instructions. 
There’s more information at 
Instagram’s Privacy and 
Safety Center, which you can 
access via its Help Center.
bit.ly/IGhelpcenter

Moshi Monsters
To report an inappropriate 
pinboard message and 
remove it from public view, 
click the X or M button 
on the message. 
bit.ly/MM_help

PlayStation
You can report unwelcome 
messages via the XMB menu.
Under Friends, select the 
message on PS3, or highlight 
the message you’d like to 
report on PS4. Press the 
Triangle button, and select 
Grief Report on PS3, or 
Submit Grief Report on PS4.
bit.ly/PS_Grief_Reporting 

Twitter
To report an abusive post, 
click or tap the three dots 
next to the tweet, select 
Report and choose It’s 

Abusive or Harmful. To report 
a user’s profi le, click or tap 
the gear icon on their profi le 
and follow the same process. 
In both cases, you’ll be asked 
to provide more information.
bit.ly/TW_help

Vodafone
To report inappropriate 
content or conduct related 
to your child’s Vodafone 
mobile, click on Contact 
Us at the bottom of the 
Vodafone website to see 
your options.
bit.ly/VFsupport 

YouTube
If you think a video violates 
YouTube’s Community 
Guidelines, you can fl ag it by 
clicking on the More button 
below the video player, then 
highlighting and clicking the 
Report button in the 
drop-down menu. You’ll then 
need to click on the reason 
for fl agging the video and 
provide further details.
bit.ly/YT_fl agging

Report
online
concerns

National 
Crime Agency, 

CEOP Command
CEOP is the child 
protection section of the 
National Crime Agency. 
If someone has acted 
inappropriately towards 
your child or another 
young person online (eg 
engaged in sexual chat or 
insisted on meeting up), 
you should report them 
directly to CEOP. 
bit.ly/CEOP_report 

Internet Watch 
Foundation

If anyone in your family 
comes across online child 
sexual abuse or criminally 
obscene adult imagery, 
notify the Internet Watch 
Foundation. Reports are 
confi dential and can be 
made anonymously. Click 
Report Criminal Content 
Here and follow the 
on-screen instructions. 
iwf.org.uk

ParentPort 
To report 

something you’ve seen on 
TV, online, in a fi lm, in an 
advert, in a video game 
or in a magazine that is 
unsuitable for children, 
go to Make a Complaint. 
Select an option and 
follow the instructions.
parentport.org.uk

THE PARENT ZONE 
The Parent Zone can help 
with any parents’ dilemmas 
and queries, including those 
about technology.
theparentzone.co.uk

REPORT YOUR CONCERNS TO 
10 OF THE MAIN ONLINE SERVICE PROVIDERS

REPORT YOUR CONCERNS TO THE POLICE AND OTHER AUTHORITIES
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For more parenting advice 
and inspiration, visit 
vodafone.com/parents

Online vulnerability, p5
A.K. Przybylski et al: A Shared 
Responsibility: Building Children’s 
Online Resilience 
(Oxford Internet Institute, The 
Parent Zone, Virgin Media) 
bit.ly/onlineresilience

Switching off, p7             
Multitasking: Switching Costs 
(American Psychological 
Association) 
bit.ly/APA_multitasking

Internet safety, p10
One Week of Violent Video Game 
Play Alters Prefrontal Activity
(Radiological Society of North 
America) 
bit.ly/RSNA_video_games

A.K. Przybylski et al: A Shared 
Responsibility: Building Children’s 
Online Resilience 
(Oxford Internet Institute, The 
Parent Zone, Virgin Media) 
bit.ly/onlineresilience 

Social Media Pictures may Lead 
to Negative Body Images
(University of Strathclyde)
bit.ly/neg_body_images

Kinder communities, p13
Friendship in a Digital Age 
(UK Safer Internet Centre)
bit.ly/digital_friendship

GlossaryReferences

4G – a mobile communications 
standard (preceded by 3G) that 
allows quicker internet access 
from a smartphone or tablet. 

app or application – a software 
program that can run on computers 
and mobile devices, allowing users 
to play games, read news, use social 
network sites and so on; not part of 
the operating system software.

broadband – a high-speed 
internet connection. Types of 
broadband include ADSL (which 
uses copper phone lines), cable 
(fibre-optic cables) and 3G or 4G 
(mobile broadband).

the cloud – a network of servers 
that allows you to access online 
services and store data remotely.

digital native – a term that is 
often used to suggest that young 
people understand computers 
better than older people (which
may not be true!).

instant messaging – a system 
for exchanging typed messages  
in real time, using either a phone’s 
text messaging system or a 
downloaded app, such as Snapchat 
(where messages disappear after 
a few seconds) or Whatsapp (where 
you can message groups).

the internet – a global network 
connecting millions of computing 
devices.

ISPs (internet service 
providers) – companies that 
supply broadband services. 

router – a hardware device that 
sends data from a local area network 
to other connections, allowing only 
authorised machines access.

search engine – a tool, such  
as Google or Bing, that indexes 
millions of websites and searches 
them so that you can find  
information when you enter  
a word or phrase.

selfie – a picture of yourself, 
usually taken on a smartphone, 
that you might commonly post 
on social media.

sexting – the exchange of sexually 
explicit photos and/or messages via 
text, email or Bluetooth.

smartphone – a mobile phone that 
performs many of the functions of a 
computer. Smartphones typically 
have a touchscreen and the ability  
to connect to the internet as well as 
an operating system that is capable 
of running downloaded apps.

streaming – playing online 
multimedia files (audio or video) 
without downloading them first.

troll – a person who posts offensive, 
off-topic or inflammatory comments  
online (known as trolling).

vlog – short for “video blog” (and 
“blog” is short for “web log”). Those 
who post video blogs regularly 
online are known as vloggers.

wifi – radio waves that let you  
get online without wires. Most 
computing and mobile devices 
now have built-in wifi receivers that 
allow them to find and connect to 
wireless routers.

the world wide web (or web) –  
a system of servers hosting websites 
that can be accessed from a web 
browser; forms part of the internet  

YouTube – a video sharing service 
that allows users to post and watch 
videos online.
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Mental health, p16
Conception Statistics, England  
and Wales, 2012
(Office for National Statistics)
bit.ly/conception_stats

Under Pressure: Childline Review 
(NSPCC)
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Radicalisation, p18
Islamic State: the Changing Face 
of Modern Jihadism 
(Quilliam Foundation)
bit.ly/modern_jihadism
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School Bullying is Nothing New, 
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(American Psychological 
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bit.ly/STIR_abuse
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The Vodafone Foundation operates in 27 countries around the world.  
The network of Foundations and social investment programmes are focused on 

combining charitable giving with technology and the expertise of the company to 
make a difference in the communities in which Vodafone operates. This approach 

is known as Mobile for Good. Under Mobile for Good, the Vodafone Foundation 
supports educational projects such as Digital Parenting to provide parents with 

information that will help them to understand the latest technologies and better 
support and protect their children in an increasingly digital world.

The Vodafone Foundation received recognition as a UK registered charity 
from the Charity Commission for England and Wales on 4 December 2001, 

UK registered charity number 1089625. For more information about 
the Vodafone Foundation visit Vodafone.com.

“The Vodafone Foundation believes 
that communications technology 

can address some of the world’s most 
pressing issues. In an increasingly digital 
world, we understand the importance 
of educating people to understand the 
latest technologies, how they can be 
used safely and ultimately harnessed 

for the benefi t of society.”
Andrew Dunnett

Director of The Vodafone Foundation
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