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Open Policy Agent (OPA)

Open Policy Agent (OPA) is a popular open-source general purpose 
policy engine that allows to define, manage, and enforce policies.

Statements:
● It is a service responsibility to enforce a decision.
● It is OPA responsibility to decide.
● Rego is a policy language.
● OPA can utilize random external data in JSON.
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OPA use cases

● Cloud security and compliance
● Enforcing data access control policies
● Authorization for Kubernetes, containers, and service mesh



Decision

Terraform Plan
in JSON

OPA Policies
in Rego



Validate Plan Post-plan Apply

• Validate
Terraform files

• Check Terraform
files format

• Validate
Rego files

• Check Rego
files format

• Create
Terraform Plan

• Executes OPA 
against
Terraform Plan

• Apply
Terraform Plan

GitLab CI/CD Pipeline



https://play.openpolicyagent.org/


https://academy.styra.com/collections


Live demo
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https://github.com/korniichuk/opa-linux-autumn-2024


https://about.me/korniichuk


https://savelife.in.ua/en/donate-en/#donate-army-card-once


tinyurl.com/LINUXPL



Q&A session
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