
Cloud Web Services (authentication & infrastructure)
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Client App authenticates
with the auth service,
providing User ID and

Password. It gets a token
back (AuthSvcToken).

Client App connects to Login
Server with User ID, display
name and AuthSvcToken.

Login Server replies with its
own token, ReviewAuthToken

Login Server connects to Auth
Service using an API Key to verify

the user's ID and token.
Once verified it creates and stores

its own internal token.

Account DB
contains User ID
and display name

Review Web Server
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Each app
has its own

SQL account

Admin App requires
you to log in to
the Cloud Web

Services portal and
run from there.

Cloud Web Services is a third party cloud solution.

It provides authentication to access the services/DBs
as well as hosting. This is trusted and attacks

against CWS are out of scope.
Auth Service is a third party

authentication solution.

This is trusted and attacks
against Auth Service are out

of scope.

WE ARE ANGRY

This is a fictional application. You are part of the team brought on to improve security.

The premise of the application is that you post reviews about products and services
across a huge range of categories. The angrier and funnier the better. Users can then
rate them up. You can also search for reviews against a product/service or category.

TECHNICAL DETAILS

The authentication is handled by a third party so we don't risk password or personal
data breaches. Instead we get tokens from, which we can verify. We then use our own

tokens to reduce calls to the third party (its expensive!).

Once logged in with their token, the client app can post, search, read and rate reviews.
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