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Nuclias Unity User Manual Introduction

Introduction

Nuclias Unity is a centralized cloud network management platform designed to simplify the deployment, configuration, and
monitoring of switches and access points across multiple sites.

This guide provides clear, step-by-step instructions to help you set up and manage your Nuclias Unity deployment. Whether
installing a single device or multiple access points and switches, follow the procedures in order to ensure a smooth setup and
reliable network operation.

Nuclias Unity is a cloud-managed platform accessible through Google Chrome or Microsoft Edge web browsers. Before
accessing Nuclias Unity, ensure you have an active internet connection, then open your web browser and enter the required
URL to begin.

Given URL: https://login.unity.nuclias.com/

¥ <N Nuclias Unity

G (<n hit gin.unity.nuclias.com

Before you begin managing your network through Nuclias Unity, please complete the following two critical
steps to ensure successful device adoption and management. All compatible devices must be running a
firmware version that supports Nuclias Unity cloud management. Please check the D-Link support website for
your specific device model and install the minimum required firmware version as indicated in the compatibility
document.

Ensure your D-Link switches and access points are listed on the official Compatible Device List for Nuclias Unity.
Refer to the PDF available at the link below:

Given URL: https://www.dlink.com/tw/zh/-/media/product-pages/nuclias/nuclias-unity/compatible-products-for-nuclias-
unity-solutionv16.pdf
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Creating an Account

To access Nuclias Unity, you need a valid email address and password. Before signing in, you must first register your email
address to activate your Nuclias Unity account.

Enter your email and password, then click Sign In to access Nuclias Unity.

You haven't registered your email account for Sign In. Please click ‘Create Now' to register your name and email address for

Nuclias Unity.

< nuclias

unit

Sign In

Email

name@example.com

Password

=
Remember Me Forget Password

- Sign In

Don’t have an account? |Create Now
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To create your Nuclias Unity account using the web browser, enter your Name and a valid Email address, as
a six-digit verification code will be sent to it.

Create a strong password for the Organization, Site, and connected Devices. Make sure the password follows
the rules listed below.

Password Rules (Important and Must Follow):

« Length: The password must be 8-30 characters long to ensure sufficient security.

Composition: Must contain ALL of the following:

« Must include at least one uppercase letter (A-Z), one lowercase letter (a-z), and one number (0-9).

- Allowed at least one Special Characters: ~!@ # S A&*{}[1()_-+=.]:;"" <, >/\

Security Restrictions:

« Cannot be the same as the user name.

- Cannot be the same as default login accounts (e.g., “admin”) or default IP addresses.

« Must be non-consecutive characters (e.g.,“1111",“aaaa” are not allowed).

Note: If a non-compliant password is set, the device may reboot and cause abnormal operation.

Enter your password following the rules, then enter it again in the Confirm Password field. Review and agree
to the Terms and Conditions, then click Next to continue.

<nuclias

unit

Create Account

Email*

Password* @

Min. 8 characters with a combination of uppercase letters, lowercase
letters, numbers, and symbols.

Confirm password*

| have read and agree to the Terms and Privacy*

| agree to receive promotional and product updates from D-Link

Next

Have an account? Sign In Now

ries.
hts reserved.
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Click Send the verification code to your registered Email account, when you receive six-digit verification code fill into the

verification code box.

< nuchas

unit

Verify E-mail

Verify your Email address to create your new account

test@dlinkcorp.com
Verification code expires after 10 minutes

Enter verification code

BEA@NE

Have an account? Sign In Now

S subsidiaries.

tion. All rights rese

If you have not received the email, wait a few more seconds for the verification code to arrive before completing your account

registration.
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After creating your user account, open a supported web browser and enter the Nuclias Unity URL in the address bar.

On the login page, enter your registered email address and password, then click Sign In to access the platform. Once logged in,
you can begin configuring your organization, sites, and devices.

< nuchas

unit

Sign In

Email

name@example.com

Password

=»
Remember Me Forget Password

Sign In

Don’t have an account? Create Now
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Once you have successfully logged in, you will be prompted to create an Organization name, followed by a Site name.

The Organization and Site structure forms the foundation for managing your network, devices, and configurations within the
Nuclias Unity platform. Enter the required information and proceed to continue the setup process.

< nuclias °
unity Q —

Please select your Organization, or create a new one.

Organization = Role S Created <

No entry in the table, you can create a new organization.

® Add Organization

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences

Enter the required organization details in the configuration page:

« Name - Enter a name to identify your Organization.

o Country - Select the country where the network is deployed.

o Time Zone - Choose the appropriate time zone for accurate scheduling and logs

«  NTP Server - Specify the Network Time Protocol (NTP) server to synchronize system time.
« Inventory Device Account - Enter Username and Password for connected devices.

Please set a username and a password that comply with the specified requirements.

After completing all required fields, click Save to apply the settings and proceed.

Add Organization

Organization Name
Select Country | select a Country
Time Zone Select a Time Zone

NTP Server ntpl.nuclias.com

Inventory Device Account

UserName*

Password*

Cancel

An Inventory Device Account is maintained at the organizational level to manage devices before they are
deployed to specific sites. It provides centralized control over procurement, staging, and distribution, ensuring
consistent oversight at the management level.
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After successfully creating your Organization Name, the system will automatically proceed to the next step, where you will
create a new Site for your organization.

On the Site configuration page, locate and click Add Site, as shown in the image below. This will open the site setup page,
allowing you to enter the necessary site details and complete the creation process.

N <nuclias o
= ity sy 2
@ (&8 tese B Sites
=3
Name = Role 5
)
o
o No entry in the table, you can create a new site.
Tt

P

O

D-Link is a registere

All other trademarks belong

Enter the required site details in the configuration page:

« Name - Enter a name to identify your site.

e Country - Select the country where the network is deployed.

o Time Zone - Choose the appropriate time zone for accurate scheduling and logs

«  NTP Server - Specify the Network Time Protocol (NTP) server to synchronize system time.
«  Site Username and Password - Enter the organization-level login credentials.

Please set a username and a password that comply with the specified requirements.

After completing all required fields, click Save to apply the settings and proceed.

Add New Site x

Site Name l
Select Country ( -
Time Zone ( v )

NTP Server | ntpl.nuclias.com

Address

Device Account

UserName* |

Passwor ax ( =

Each site has a dedicated Device Account with a common password shared by all devices assigned to that site. This provides
site-level credential management, enabling users to access any device within their location (e.g., all 10 devices at a site would
share one password).
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Device Configuration

Device Configuration

To begin configuring your switches, you need to know the device’s default IP address, username, and password. Follow the
step-by-step instructions below to initiate switch configuration.

1. Basic Information Required Before Configuration

Parameter Default Value

Default Switch IP Address 10.90.90.90

Default Switch Username admin

Default Switch Password admin

Note: If the device default IP address is not 10.90.90.90, reset the device to its default settings before proceeding.

2. Network Requirements for Accessing the Web-Based GUI
To access the switch’s web-based interface, the PC must be on the same subnet as the switch.

If the switch has the default IP 10.90.90.90:

. The PCIP must be set to: 10.90.90.X
« Where X=1-89 or 91-254 (e.g., 10.90.90.100)
«  Subnet Mask: 255.0.0.0

3. Requirements for Nuclias Unity Cloud Device Discovery
For the switch to be discovered by the Nuclias Unity cloud platform:

«  D-Link Discovery Protocol (DDP) must be enabled.
- DDPis disabled by default and must be manually enabled to allow cloud discovery.

4, Default IP Mode of D-Link Switches
«  Default Mode: Static IP
- To obtain an IP address automatically, enable DHCP on the switch.

Once the switch is properly configured with the correct IP settings and DDP is enabled, it can be discovered and managed
through the Nuclias Unity cloud management platform.

Page 10



Nuclias Unity User Manual Device Configuration

Connecting to the Switch

Ensure your PCis connected to the switch using an Ethernet cable. Before accessing the switch’s web-based interface, you must
configure your PC with an IP address and subnet mask that are compatible with the switch’s default IP settings.

If the switch has the default IP address 10.90.90.90, configure your PC with the following settings:

« IP Address: 10.90.90.X (where X is 1-89 or 91-254, for example, 10.90.90.100)
«  Subnet Mask: 255.0.0.0

Refer to the picture below for an example of how to configure your PC IP address and subnet mask.

Note: Proper IP configuration is required to establish communication between your PC and the switch before accessing the
web-based GUI or enabling cloud discovery.

IP Address for Switch: 10.90.90.90
Subnet: 255.0.0.0

IP Address for PC: 10.90.90.100
Subnet: 255.0.0.0

Now enter your switch IP address (10.90.90.90) into your web browser, as shown in the picture below.

) 10.90.90.90

@ 10.90.90.90
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Logging Into the Switch

After you enter the switch’s IP address in your web browser, a login dialog box will appear. Enter the following default credentials
to access the switch’s web-based interface:

Username: admin

Password: admin

Before proceeding, you may also select your preferred language from the available options to navigate the interface more
comfortably.

Note: It is recommended to change the default password after your first login to ensure network security.

Enter your username and password

User Name \admin |
Password [#eeed ]
Language | English G |

Login l l Reset

After entering your username and password, the Smart Wizard page will appear. Do not select DHCP mode at this stage, as it
will break the connection between your PC and the switch. Simply click Exit, as shown in the picture below, to proceed to the
main dashboard for further configuration.

Welcome to Smart Wizard

The wizard will guide you for basic configurations for the IP Information, SNMP, and User Account.
@ If you do not want to change the settings, click on "Exit" to go back to the main page.

Step 1 of 3: The wizard will help to complete settings for System IP address, Netmask, and
Gateway)|

8 (255.0.0.0)
192 . 168 -
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Device Configuration

When you click Exit in the Setup Wizard, the switch dashboard will appear as shown below.

D-Link

Building Networks for People

D-Link

IWS-1250-105P

LD e e T

G P e 06

bieas

Refesh Inierval

Device Information
# DNS250-105F

@ s Device Tyge
4 [§ Venamer System Name
5 L2Feares System Losaon
B ; eaes System Contact
: g Ecot RO Verson
i ssouty Fimuare Version
B o Hardvare Verson
& Ventorng
Y Green Utlization

CFU

Average 5%

OM3-1250-0SP Vuit-Gigabit Etemet P0= Smart Managed Suich

Switch

100001
V1.00.004
M

1IAC Address
IF Address
ask
Gateay
System Time
Seiial Number

I et

Flash

9%

Nemory
536K

[z

001250220001
192.168.100.107
266,255,255
192.168.100.1
0304440101 2023
00AEC12345500

Click Management from the drop-down menu on the left side. Then select DHCP and choose D-Link Discovery Protocol

Settings. By default, it is disabled, so enable it and click Apply to save the changes.

D-Link

Building Networks for People

& Save %! Tools

® DMs-1250-28P

® [@ System

= (@ Management

® User Accounts Seftings
* Password Encryption

@ sNwP

& RMON

{# DHcP

% DHCP Auto Configuration
% DHCP Auto Image Settings
® TelnetWeb

® Session Timeout

% D-Link Discovery Protocol Setting
L2 Features

L3 Features

QoS

ACL

Security

OAM

Monitoring

Green

CEETEERER

)-Link

Refresh Interval

dmin - 192.168.1

DDP Global Settings

I D-Link Discovery Protocol State

@Enabled O Disabled I

Report Timer

DDP Port Settings

From Port eth1/01  ~

(A
ToPort [etntion

Status

Apply

’?bled v Apply

eth1/0/1
eth1/072
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/6
eth1/07
eth1/0/8
eth1/0/9
eth1/0/10
eth1/0/11
eth1/0/12
eth1/0/13

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
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After enabling DDP, you also need to enable LLDP to ensure proper device discovery and communication.

Now, Go to L2 Features from the top-left drop-down menu, select LLDP Global Settings, and enable LLDP State, LLDP Forward
State, LLDP Trap Status, and LLDP-MED Trap State. Then click Apply, as shown in the image below.

DLink ™™ . alasaanaaals .

Building Networks for People DMS-1250-12TP

= Save v X Tools Logged in as Administrator, admin

LLDP Global Settings
* DMS-1250-12TP
@ System LLDP State @Enabled O Disabled
% @ Management LLDP Forward State @Enabled O Disabled
= L2 Features LLDP Trap State @ Enabled O Disabled
@ e LLDP-MED Trap Statt @ Enabled O Disabled Appl
2 VLAN Configuration Wizard cadsdl Lo iaane pely
= 8021Q VLAN
2 Asymmetric VLAN LLDP-MED Configuration
% VLAN Interface
Ex- @ VLAN Tunnel Fast Start Repeat Count (1-10) 4 times Apply
“ @ GVRP ——a
% @ Auto Surveillance VLAN
# @ Voice VLAN LLDP Configurations
“ @ sTP
% @ ERPS(G.8032) Message TX Interval (5-32768) 30 sec
2 Loopback Detecti
B oo Beck Do e cion Message TX Hold Multplier (2-10) a7
2 Link Aggregation
# @ L2 Multicast Control Relnit Delay (1-10) 2 sec
& LLoP TX Delay (1-8192 2 sec Appl
= LLDP Global Settings AG A L oeev |
2 LLDP Port Settings
= LLDP Management Address L LLDP System Information
2 LLDP Basic TLVs Settings
2 LLDP Dot TLVs Settings Chassis ID Subtype MAC Address
= LLDP Dot3 TLVs Settings Chassis ID 40-86-cb-ad-0b-10
=) LLDP-MED Port Settings SvelaniNams S
Byt St o ton) System Description DMS-1250-12TP Mult-Gigabit Ethernet PoE Smart Managed Switch
LLDP Local Port Information
> LLDP Neighbor PortInformatic System Capabilties Supported Repeater,Bridge
& L3 Features System Capabilies Enabled Repeater,Bridge
# @ ARP

After enabling LLDP, you also need to enable DHCP so the switch can obtain an IP address automatically when the switch
connected to the internet.

Now, go to L3 Features in the drop-down menu at the top-left corner, click IPv4 Interface, select DHCP under IP Settings, and
click Apply, as shown in the picture below.

DLink

Refresh Interval

Building Networks for People NS 1250-980
I= Save + X Tools™ -
| 1Pv4 Ints onfiguratio
* DMS-1250-28P IPv4 Interface Settings ‘ DHCP Client
#- @ System
#- @ Management Interface vian1 Back
# @ L2 Features
=- @ L3 Features Settings
% @ ARP
5 IPvd Interface State [ Aoy
% IPv4 Static/Default Route
3 I1Pv4 Route Table
% IPV6 Interface IF-Sttings.
% IPv6 Neighbor
} PG Stalic/Default Route GetIF:Form
) IPv Route Table IP Address [10 .90 . 90 . 90 ]
% DNS Server Settings ——
5@ Qos Mask 265. 0.0 .0 Apply
®- @ ACL
- @ Security
- @ OAM
- @ Monitoring
- @ Green
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At this stage, your PC will be disconnected from the switch, and the switch is now ready to connect to the internet to obtain an
IP address automatically.

Before continuing, make sure your setup is connected to the internet. You may use a D-Link router or a USB dongle to provide
internet access. Confirm that your PC, switch, access point, and mobile phone are all connected to the same network. This
ensures that all devices can communicate properly during configuration.

Now use your web browser on the PC to log in to Nuclias Unity. Ensure the PC is connected to the internet, and verify that your
Organization and Site Name are displayed.

Note: By default, DHCP should be enabled on the access point. If it is not enabled, please log in to your access point and enable
DHCP.

Next, launch the Nuclias Unity app and ensure your Android or iOS mobile device is connected to the internet.

Below is a simple environment setup featuring a PoE switch and an Access Point, which will be discovered and managed through
Nuclias Unity.

The diagram also shows how your existing network connects to the internet.
Ensure that all devices are connected to the same network, as illustrated in the connection diagram below.

{nuclias %

unity

Internet

D-Link Router

- —.
= - IP Address: 192.168.1.10
(e ===2]
PoE Switch
IP Address: 192.168.1.20 {nuclias IP Address: 192.168.1.30
nity
Labtop Access Point

L
A4

IP Address: 192.168.1.40
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Software Installation

Nuclias Unity App

Download the Nuclias Unity app from the QR code for download application or use the Google Play Store (Android) or the
Apple App Store (i0S), and ensure that you install the recommended or latest supported version.

Before launching the app, confirm that you have already created your Organization and Site Name through the Nuclias Unity
web browser interface.

Ensure your mobile device is connected to the internet. For device discovery and management, your mobile phone must be
connected to the same network environment as your switches and access points, with active internet access.

Once these requirements are met, open the Nuclias Unity app and log in using your registered Email Address and Password.
Note: If your mobile device is not connected to the same network as the target devices, the Nuclias Unity app will not be able
to detect or discover them.

Download QR Code:

Nuclias Unity

Quick Setup

Quick and simple deployment of network
devices to Nuclias Unity
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Log in to the Nuclias Unity app using your registered email address and password. Ensure that the credentials match the
account you created earlier. Once logged in, the app will connect to your Nuclias Unity organization and allow you to begin
discovering and managing your devices.

< nuclias

unit

SignIn

Username

name@example.com

Password

=

Remember Me Forget Password

Sign In
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After successfully logging in to the Nuclias Unity app, the system will prompt you to select your Organization and Site Name,
as shown in the image below.

On the selection screen, choose the appropriate Organization Name from the list. Then, select the corresponding Site Name
associated with that organization.

After confirming your selections, tap Next to proceed to the next step and continue with device discovery and management.

Nuclias Unity X Nuclias Unity Pt

Select an Organization and a Site to manage Select an Organization and a Site to manage
your devices. your devices.
Select an Organization Select an Organization

N Unity_Test_GMD v
Select a Site Select a Site

LV GMD-Test b4

If you do not have an Organization to select i you dosot hewean Oiganizaticn'to select,
y 9 ' please add and manage your Organization

please add and manage your Organization 4 : .
through the Nuclias Unity Portal Website. Heaughahe Sucliss. Lty Rormal Websize:
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To discover connected devices using the Nuclias Unity app, ensure that the Scan (Multicast) option is enabled. This option is
enabled by default and allows the app to automatically detect devices within the same network environment.

If you want to scan a specific IP range, enable the IP Range (Unicast) option and manually configure the required IP address
range. When using Unicast scanning, you must enter the correct IP range that corresponds to the subnet where your devices are
located. If you are unsure of the correct IP range, consult your IT administrator for assistance.

To configure the IP address range, enter the starting and ending IP addresses as shown in the example below. For instance, you
may define a range from 192.168.0.1 to 192.168.0.255.

If additional IP ranges are required, click Add an IP Range and enter the necessary details. After completing the configuration,
click Next to proceed to the next step.

After configuring the IP address range, the app will scan the network and display the discovered devices, as shown in the image
below.

From the list of detected devices, select the device you wish to manage through Nuclias Unity. Then, click Authenticate to
begin the adoption process and proceed to the next step.

4 Nuclias Unity £ Device Found o

8 devices have been found. Please select
device(s) for operation.

Search for Nuclias Unity supported device
within your connected network.

O DXS-1210-16TC 10.90.90.90 a
V2.03.008 64:29:43:91:fa:20
Scan (Multicast)
O DAP-X30600U 192.168.11.81 a
1.07 be:22:28:e7:26:30
IP ni
nange (U et) (D O DAP-X3060W 192.168.11.110 a
1.00 bc:22:28:e7:af.00
From [ 192.168.0.1 ‘IO[ 192.168.0.255 ] (-]
° DAP-X3060 192.168.11.159 a
1.01 00:25:50:60:49:39
@ Add an IP range
O DMS-1250-28P 10.90.90.90 8
V1.03.005 dciea:e7:cc:27:70
O DAP-E9560 192.168.11.117 a
1.00 bc:22:28:e7:af:20

O DMS-1250-12TP 192.168.11.91 a

V1.03.005 bc:22:28:e7:9d:eb
O DGS-1100-24PV2 10.90.90.90 8
v4.00.B021 28:3b:82:00:22:02

Selected 1 devices
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During the authentication process, enter the device’s username and password in the required fields.

If authentication fails, it may indicate that the device credentials have been changed from the default settings. In this case,
perform a hardware reset on the device to restore the factory default settings, and then repeat the adoption process.

By default, both the username and password are set to“admin.”You may also configure a new username and password according
to your security requirements.

After entering the correct credentials, click Apply to authenticate and adopt the device into Nuclias Unity.

After successfully authenticating the device, a notification will appear at the top of the screen indicating the number of devices
ready to be managed through Nuclias Unity.

Tap the notification to review the authenticated devices, then proceed with the adoption process to add them into your Nuclias
Unity network for centralized management.

£ Device Found < 4 Device Found &
5 devices have been found. Please select 8 devices have been found. Please select
device(s) for operation. device(s) for operation.
° DAP-X3060 192.168.0.173 a 1 of 8 devices have been authenticated, N
1.01 00:25:50:60:49:39 tap to continue.
. O DXS-1210-16TC 10.90.90.90 a
Login : V2.03.008 64:29:43:91:fa:20
admin ‘ O DAP-X30600U 192.168.11.81 8
- 1.01 bc:22:28:e7:a6:30
{ﬁdmin I\ O DAP-X3060W 192.168.11.110 8
1.00 hc:22:28:e7:af:00
O DMS-1250-28P 10.90.90.90 8
_ i V1.03.005 dceae7:cc:27:70
Apply
O DAP-E9560 192.168.11.117 =

( Cancel ) 1.00 bc:22:28:e7:af:20

~ DMS-1250-12TP  192.168.11.91
@ &

V1.03.005 be:22:28:e7:9d:eb
O DGS-1100-24PV2 10.90.90.90 a8
Selected 2 devices A NN 291 70 2h-07-NN37:N7

Selected 0 devices

Authenticate
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After authentication, select the desired device from the list of authenticated devices.

Before proceeding with adoption, click Turn On DHCP, as shown in the image below. This step enables DHCP on the device,
allowing it to automatically obtain an IP address from the network’s DHCP server. Ensure that your network has an active DHCP
server available.

Once DHCP is enabled, click Adopt to add the device to your Nuclias Unity Organization and Site.

After clicking Adopt, a success notification will appear confirming that the device has been successfully adopted. The adopted
device will then be associated with your selected Organization and Site Name.

Click Done to complete the process. If you need to adopt additional devices, repeat the same steps for each device.

To verify that the devices are online and properly managed, log in to Nuclias Unity through a web browser and check the device
status under your Organization and Site.

)

£ Device Found A 4 Device Found e Device Adoption

8 devices have been found. Please select 8 devices have been found. Please select
device(s) for operation. device(s) for operation. DAP-X3060 192.168.11.101

® Push Successful 00:25:50:60:49:39
& Device Authenticated (] \2) Device Authenticated (%]

192.168.11.159 192.168.11.159
. !
00:25 50‘60:49:39J ° DA 00:25:50:60:49:39

@ DAP-X3060

m Turn On DHCP m
Adopt Adopt
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Nuclias Proxy

Nuclias Unity Proxy is a dedicated software appliance designed to act as an intermediary bridge between the Nuclias Unity
cloud platform and specific high-end on-premises network devices.

Here are the key details about Unity Proxy based on the provided documents:

Software-Based Solution: It is not a hardware controller. The Unity Proxy software must be installed on a PC running **Windows
10 or a later version (64-bit)**.

The supported device of Unity Proxy will be more and more in the future. Suggest to put “Resource Center” URL let user can
download Unity Proxy and also can check Compatible Products.

Pre-configuration Requirements: switches managed via Unity Proxy require manual pre-configuration before they can be
adopted. This includes enabling the D-Link Discovery Protocol (DDP), enabling the IP SSH Server State, generating an RSA Host
Key (e.g., 2048-bit), and setting the IPv4 interface to DHCP. It also requires a third-party component called Npcap (version 1.86
or higher) to function properly.

DDP Enable - Enables the D-Link Discovery Protocol (DDP), allowing the device to be automatically discovered and managed
by compatible network management systems.

Ps _ o 2v3a dvSa v 2w 7a 180194 20v21a22v23u2dv 25a26w 27a28v Refresh Interval
D-Link =T '

Building Networks for People

Wizard @ Online Help

DDP Global Settings
* DMS-1250-28P
@ System D-Link Discovery Protocol State @ Enabled O Disabled I
- (@ Management T = Apply
2 User Accounts Settings = ———
= Password Encryption
= @ SNMP DDP Port Settings
= @ RMON
#- @ DHCP From Port eth1/0/1 v To Port eth1/0/1 Y% Status Enabled e Apply
& DHCP Auto Configuration
% DHCP Auto Image Settings
. Toneumes e s
) Session Timeout eth1/0/1 Enabled
- 2 DoLink Discovery Protocol Setting e S
& @ L2 Features
% @ L3 Features eth1/0/3 Enabled
® @ Qos eth1/0/4 Enabled
- ACL th1/0/5 Enabled
- @ Security £ fEbe
- @ OAM eth1/0/6 Enabled
- [@ Monitoring eth1/0/7 Enabled
# @ Green
eth1/0/8 Enabled
eth1/0/9 Enabled
eth1/0/10 Enabled
eth1/0/11 Enabled
eth1/0/12 Enabled
- eth1/0/13 Enabled
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SSH Global Setting: Enable — Enables Secure Shell (SSH) access, allowing secure remote management of the device through
an encrypted command-line connection.
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Generate Host Key - Select the Key Modulus with the maximum bit (2048) value for stronger security, then click Generate to

create the key data.
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Click Generate, then a Success message will appear.
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After generation, the key data will b

e displayed.

Device Setup

&

*EUEREN .

Building Networks for People

o man g sed o
Rrp fage

Wiy Diacs

[ Pkt

Refresh Interval

Logout

= ce Configuration

DMS-1250-28P
@ System

@ Management
@ L2Features
| 4

@@ &

L3 Features
@ ARP
2 IPv4 Interface
% IPv4 Static/Default Route
> IPv4 Route Table
% IPV6 Interface
% IPv6 Neighbor
% IPv6 Static/Default Route
% IPv6 Route Table
2 DNS Server Settings
Qos
ACL
Security
OAM
Monitoring
Green

BEEE

TEEREW

B-&

‘ DHCP Client

IPv4 Interface Settings

Interface vian1
Settings

State I Enabled I
IP Settings

Get IP Form DHCP ~

IP Address [0 - 90 - 90 - 90

Mask 255- 0 - 0 - 0

Apply

Before install and use Nuclias Unity Proxy, you need to turn off the firewall on your Windows PC. Navigate to Firewall & Network

Protection on your Windows PC, th

Home
QO  Vvirus & threat protection

& Account protection

en Turn Off the Microsoft Defender Firewall.

12 Private network

Networks at home or work, where you know and trust the people and
devices on the network, and where your device is set as discoverable.

Active private networks

I ) Firewall & network protection

I 2 @@@@@@RRFrances

B  App & browser control

O Device security

3

Device performance & health

&  Family options

©

Protection history

@ Settings

Microsoft Defender Firewall

Helps protect your device while on a private network

e

Incoming connections

Prevents incoming connections when on a private network

@) Blocks all incoming connections, including those in the list of allowed
apps.

Have a question?

Get help

Help improve Windows Security

Give us feedback

Change your privacy settings

View and change privacy settings
for your Windows 11 Pro device.

Privacy settings
Privacy dashboard

Privacy Statement
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Proxy Installation

Install Nuclias Unity Proxy on your computer to connect the local network with the Nuclias Unity cloud platform.

"Ml D-Link Muclias Unity Proxy Setup = =

Welcome to the D-Link Nuclias Unity
Proxy Setup Wizard

The Setup Wizard will install D-Link Mudias Unity Proxy on
your computer. Click Mext to continue or Cancel to exit the
Setup Wizard.

Agree to the Terms and Conditions, then click Download to install and redirect to NCAP install page.
NOTE: Before launching the Nuclias Unity Proxy software, you must first agree to the Terms and Conditions, then click the URL to

download the NCAP file and install the NCAP driver. This must be done before finishing the proxy installation; if the proxy
installation is already complete, ensure the NCAP driver is installed prior to launching the software.

"Ml Muclias Unity Proxy Setup = =

Warning Messages : n UCI las

Please review the following description carefully.

Mudlias Unity Proxy (Windows version) uses a third-party component, Mpcap, on the DDP layer 2
device discovery function. Mpcap is independent from any of Mudias Unity Proxy serwvices, if you
would like to use this function, please read Mpcap Copyright / End User License Agreement carefully
and completely before you download and install.

Please read the Mpcap License Agreement carefully and completely before downloading and
installing.

Npcap NP‘CAP CDPTRIGI—H’ ,|" EMD USER LICEMSE AGREEMEMT

| HI understand and agree to the content of warning messages and MPCAF COPYRIGHT f EMD
USER LICEMSE AGREEMEMT abowve and hereby agree to download Mpcap 1. 75.

Download:}https: /inpcap. com/fdist fnpcap-1. 75.exe

If you do not install Mpcap, the layer 2 discovery function will be disabled, Mevertheless, you still can
use layer 3 discovery to configure the IP address range, then to find and adopt devices.Please
restart the Mudias Unity Proxy service to activate the DDP layer 2 discovery function if yvou installed
Mpcap. Thank you very much for your cooperation.
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Proxy Installation

The installer will suggest a default path, such as C:\Program Files\NCAP Driver. We recommend using this location. To change it,
click Browse, select your desired folder, and click OK. When ready, click Next to continue.

Sl D-Link Muclias Unity Proxy Setup = =

Destination Folder <n ucl iaSt

| Click Mext to install to the default folder or dick Change to choose another.
Install D-Link Mudlias Unity Proxy bo: :

1

IC:‘IPrcgram Files\D-Link,

Change...

cack conce!

Click Install to begin installing the Nuclias Unity Proxy. The installation progress will be displayed on screen. This process may
take a few minutes. Please wait for it to complete.

=

A D-Link Muclias Unity Proxy Setup

-
Ready to install D-Link Nuclias Unity Procy < n uc' Ia
r

Click Install to begin the installation. Clidc Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

—

Back o Install Cancel
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Proxy Installation

Once the installation is complete, click Finish to exit the setup wizard. The Nuclias Unity Proxy is now installed on your system.
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To confirm the software was installed successfully, go to the search bar on your taskbar and type Nuclias Unity Proxy. If the
application appears in the search results, the installation is complete and ready to use.
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NCAP Installation

Navigate to the location where you downloaded the NCAP driver file. Double-click the file to begin the installation process.

i Mpcap 1.75 Setup — pode
License Agreement

Please review the license terms before installing Mpcap 1. 75.

Press Page Down to see the rest of the agreement.

I
MPCAP COPYRIGHT f EMD USER LICEMSE AGREEMEMT I

Mpcap (https: /fnpcap. com) is a Windows packet sniffing driver and
library and is copyright {c) 2013-2022 by Nmap Software LLC {"The NMmap
Project™. All rights reserved.

Ewven though Mpcap source code is publidy available for review, itis

not open source software and may not be redistributed or used in other
software without special permission from the Mmap Project. The
standard (free) version is usually limited to installation on five

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Mpcap 1.75.

Select and enable all required options as needed, then click Install to begin installing the NCAP driver. Wait for the installation
process to complete.

{3 Npcap 1.75 Setup — W

Installation Options
Please review the following options before installing Mpcap 1.75

B Restrict Npcap driver's access to Administrators only
B support raw 802. 11 traffic (and monitor mode) for wireless adapters

B Install Mpcap in WinPcap APL-compatible Mode

« Back Install Cancel
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NCAP Installation

Once the installation is complete, click Finish to exit the setup wizard. The NCAP driver is now installed on your system.

{51 Npcap 1.75 Setup —

Finizhed
Thank you for installing Mpcap

g

NMEP CRG

Mpcap has been installed on your computer.

Click Finish to dose this wizard.

Mullsoft Install System «3.07

< Back Cancel
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Launch Proxy

Go to the search bar on your taskbar and type Nuclias Unity Proxy. Select the application from the search results to launch it.
Ensure you have a valid account to log in. Enter your credentials, then click Next to proceed.

Note: Before launching the Nuclias Unity Proxy software, you must first agree to the Terms and Conditions, then click the URL
to download the NCAP file and install the NCAP driver. This must be done before finishing the proxy installation; if the proxy
installation is already complete, ensure the NCAP driver is installed prior to launching the software.

{nuclias

unity

Welcome

Welcome to the Nuclias Unity Proxy installation.

This installation wizard will help you to setup a probe,
allowing devices manageable by Nuclias Unity cloud using local SNMP and SSH protocol.

Check more information on this website.

Now you'll be asked to use your Nuclias Unity account to authorize this probe.

Log in to your Nuclias Unity cloud platform and verify that you have created an Organization and a Site. These are required
before proceeding.

<nuclias

unity

Sign In

Email

Password
=

Remember Me Forget Password

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
Al other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved

Terms | Privacy | Cookie Preferences
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Launch Proxy

In the Nuclias Unity Proxy window, select the appropriate Organization from the dropdown menu. Create a new Unity Proxy or
select an existing one from the list, then click Adopt to continue.

< nuclias
unity

Select the Home Organization

Select an Org where you need this probe belongs to

test ~

This probe can later be used for scan and adding device to selected organization and its sites, from Nuclias Unity web
portal.

Check the Summary section to confirm the status shows Online and that the proxy is successfully linked to your Organization.
Before proceeding, ensure that the Organization Name and the last five digits of the Unity Proxy ID are correctly displayed
and match your records.

el

unity

Status Summary

Linked Organization

Organization: test

Unity Proxy ID: 909a4d79-28ba-4311-8bc8-afc99f5d4e6

Device ID: 45b09d20-7de6-4f89-b8d5-a85ea2ad6dde

Status: Online
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Add Device

Go to the Nuclias Unity cloud platform and select the appropriate Organization from the menu.

<nuclias a e
m
unity
Please select your Organization, or create a new one. Search Q,
Organization s Role s Created <
test Super Admin 2026-03-27 16:47:27
« < Page 1 of1 > » Results per page: 20 v

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences
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Add Device

From the left-side menu bar, navigate to Devices.

< nuclias a

unity

Jo

BB test v Sites

© CETED

* o 0@

Name s Role s
test Admin
« < Page 1 of1 > » Results per page: 20 v

8
Q-

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. Al rights reserved.
Terms | Privacy | Cookie Preferences

In the Device session, ensure the device name appears along with the last five digits of the Proxy ID, and
confirm the status is Online.

. nuclias a

Jo

BB test - Devices

All Access Points Switches Inventory Unity Proxy o ®

SRR ..

s

Status = Device Name T site Sync Status =

@ Unity Proxy 5D4E6 - synced

« < Page 1 of1 > » Results per page: 20 v

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences
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Add Device

Click Add Device, then select Discover to begin searching for available devices.

Al @D  Access Points  Switches  Inventory  Unity Proxy @) ® ADD DEVICE
& Provision A
a = o Z
a

& Discover

<

Status s Device Name s |i:e Sync |ta:us s

@] Unity Proxy 5D4E6 - synced

« < Page 1 of1 > » Results per page: 20 v

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. Al rights reserved.
Terms | Privacy | Cookie Preferences

In the Proxy Device list, locate and select the Unity Proxy using the last five digits of its Unity Proxy ID for identification.

Discover Settings

Proxy Devicel| Unity Proxy SD4E6

Layer 2
() Layer 3(1P)

Select
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Add Device

Click Start Discover to begin searching for available devices in Nuclias Unity.

< nuclias
unity

BB test - Devices

Access Points Switches Inventory Unity Proxy § @ ADD DEVICE
Status Auth Model Name

No Entity in the table

Start Discovery

Settings

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.

All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.

Terms | Privacy | Cookie Preferences

MAC Address

Jo

Once discovery is complete, the connected devices will appear in the list. Their initial status will show as Unmanaged.

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. Al rights reserved.
Terms | Privacy | Cookie Preferences

, .
{nuclias
unity
| &8 orea ' Devices
Al @ Access Points  Switches @ Inventory Unity Proxy (® ADD DEVICE
© Scan Completed [ ®Start l l&Discovery Settings ]
Status Auth Model Name MAC Address IP Address
@) nmanaged ) @ o) DGS-1250-28X 00:ad:24:77:fb:40 10.32.2.198
T P .00
@) Inmanaged ) @ DGS-1210-10MP 1c:5f:2b:66:81:00 10.32.5.62

Jo
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Select the device, go to the Action menu, and choose Adopt to begin managing it in Nuclias Unity.

=
Jo

{nuclias

unity

Devices

Access Points  Switches Inventory  Unity Proxy €2)  (® ADD DEVICE

® Authenticate
Start £ Discovery Settings

& IP Settings
sftus Auth Model Name MAC Address IP Address
© Adopt
E} DGS-1250-28X 00:ad:24:77:fb:40 10.32.2198
a DGS-1210-10MP 1c:5f:2b:66:81:00 10.32.5.62

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences

Enter a username and password for the adopted device, then click Next to continue.

Device Adoption

DGS-1250-28X @ 00:ad:24:77:fb:40 10.32.2.198

@ SSH Authentication
Please enter valid SSH credentials.

SSH Username

SSH Password o

Please ensure the devices' IP settings allow them to reach the controller before proceeding. Incorrect IP settings may
prevent the devices from being adopted successfully.

Add to site Integrated Test
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Add Device

The adopted devices will now display a Success status.

Device Adoption

MAC address

e DGS-1250-28X @ 00:ad:24:77:fb:40 10.32.2198 Success

Confirming they have been successfully added and are being managed by Nuclias Unity.

Device Adoption

DGS-1250-28X @ 00:ad:24:77:fb:40 10.32.2198 Success

Close
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If the device status still shows Registering or Unsynced, wait a few minutes or refresh your browser to allow time for the

connection to update.

& 1+

{nuchas

% unity-qad nuck oo st devioes

‘l'rmr-nl.' PR Tost .

Eame O 9
g =&

4 i Pagend admmark. of [HUnk Corponmion ind s Svariaa ltudines

A o T bt 1 et epettve oarn 83005 D

oy 1 ] 0 &
20 | MR- -
Sraturg »  Dwvice Hame ¥ Conmeciviy T Sm » Sy Smhs * L@
NG5~ 1250 TENF 5 I o e spacud
" B ol v » Pewlipwpage 20 v

Uik Corpaod o, U Fhes hived

After a few minutes or refreshing the page, the device status will update to Online and Syncing, indicating it is now properly

connected and synchronizing with Nuclias Unity.

Devices

« < Page 1 ofl > » Resultsperpage: 20 v

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences

Al @  AccessPoints  Switches @)  inventory @B  unity Proxy @ @ o) @ 9
Status *  Device Name T site *  Syncstatus $  Connectivity *  LastSeen B
@] DMS-1250-12TP 9D:EB unsynced [ ] 2026/03/30 17:37:25
@] DXS-3610-54T 2C:60 Integrated Test synced | ] Online
(@] Offline DGS-1250-28XP 48:10 unsynced | ] 2026/03/30 11:45:53
@] DGS-1250-28X FB:40 Integrated Test synced B Onine
@] DXS-1250-28YP 913 Integrated Test synced I Onine
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Portal Overview

The D-Link Nuclias Unity portal is a centralized, cloud-based network management platform designed to simplify the
deployment, monitoring, and configuration of switches and access points across multiple sites. The intuitive web interface
allows administrators to manage their entire network infrastructure from a single location

Platform Structure

Nuclias Unity uses a hierarchical management structure consisting of Organization, Site, and Devices. The Organization serves
as the top-level structure, Sites represent individual physical locations or branches, and devices such as switches and access
points are assigned within each Site. This design enables scalable and efficient multi-site network management.

User Interface Layout

The portal interface is organized into three main areas: the Top Navigation Bar, the Left Navigation Menu, and the Main
Workspace Panel. The top navigation bar allows you to select the Organization and Site, view notifications, and access user
profile settings. The left navigation menu provides quick access to key management sections such as Dashboard, Topology,
Devices,Wi-Fi Planner, Events, Clients, Firmwar Managements, Settings, and Resource Center. The main workspace panel
displays configuration pages, monitoring data, and device management controls.

Dashboard Overview
The Dashboard provides a real-time summary of your network status. It displays the number of connected switches and

access points, their online or offline status, traffic statistics, top devices and SSIDs by usage, wireless uplink and downlink
activity, as well as alerts and notifications for quick monitoring and troubleshooting.

Device Management

The Devices section allows administrators to view and manage all adopted devices within a Site. From this page, you can
monitor device status, check CPU and memory usage, review PoE power consumption, and access configuration options for
individual switches and access points.

Topology View

The Topology section provides a visual representation of the network layout. It shows how devices are interconnected
through wired and wireless links, displays device names or MAC addresses, indicates online or offline status, and offers zoom
and filtering tools for easier navigation and troubleshooting.

Configuration and Profiles

The Settings and Profiles sections allow administrators to configure wireless SSIDs, wired network settings, port profiles, and
captive portal options. These centralized configuration tools ensure consistent policy deployment and simplified network
management across all managed Sites.
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Interface Overview

Nuclias Unity uses a hierarchical structure based on Organization and Site to simplify multi-location network management.

Organization and Site Overview

Organization

An Organization is the highest-level management entity within Nuclias Unity. It represents your entire business, institution, or
network environment. All Sites, devices, configurations, and administrative settings are managed under an Organization.

The Organization level allows you to:

- Define global administrative credentials

- Manage multiple Sites under one structure

«  Maintain centralized control and visibilit

«  Apply consistent policies across locations

Each deployment must have at least one Organization.

Site
A Site represents a specific physical location or branch within the Organization, such as a headquarters, campus building, retail

store, or remote office. Devices such as switches and access points are assigned to a Site. Network settings, monitoring data, and
configurations are managed at the Site level.

The Site structure allows you to:

«  Separate networks by location

«  Manage devices independently per branch
«  Monitor traffic and performance per Site

«  Apply location-specific configurations

This Organization and Site structure ensures scalable, flexible, and efficient management for single-site and multi-site
deployments.

»
{nuclias o o
=2
Please select your Organization, or create a new one. Q,
Organization s Role s Created 5
1234567 Super Admin 2026-02-24 09:57:20
Frances Test Super Admin 2026-02-2514:27:42
0202 Super Admin 2026-02-02 13:50:16
« <« Page 1 ofl > » Resultsperpage: 20 v
2 >
<nuchas o e
£~y
[ €8 0202 D Sites
a
Name *  Role B
DGS-1100 Admin
BPTD-Johnson Admin
BPTD-Allison (TW] Admin
BPTD-Allison (JP) Admin
AISID Admin
AISID_Endurance Admin
« < Page 1 ofl > » Resultsperpage: 20 v
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The Dashboard provides a centralized, real-time view of your network within the selected Organization and Site. It displays
device status, traffic usage, topology, and key performance indicators, with customizable widgets for monitoring selected
network performance metrics.

Nuclias Unity User Manual

This section enables administrators to monitor switches, access points, and overall network health, quickly identify issues, and

ensure stable network operation.

< nuclias
Inity

([@owz B (wsoeras. @ © ashbora

200 Site network status

| Wireless Traffic Usage
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The Site Network Status section provides a real-time overview of device and client activity within the selected Site. It displays
the total number of switches and access points, along with their current Online and Offline status for quick health monitoring.

This section also shows the total number of connected clients across the network, allowing administrators to monitor user
activity and overall network load. By consolidating device and client information in one view, the Site Network Status helps
ensure efficient monitoring and faster troubleshooting.

ooo Site network status

Internet Switch Access Point Client
Online Online Online

3 Total 1 Total 3 Total
Offline 4 Offline 2 Offline 19
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The Access PointOverview providesasummary of clientconnections and trafficactivity acrossallmanaged access points within the
selectedSite.Itdisplaysthetotalnumberofconnectedwirelessclientsandtheoveralltrafficusage,includinguplinkanddownlinkdata.

This overview helps administrators monitor wireless network utilization, evaluate client distribution, and ensure optimal
performance across access points.

Wireless Clients by RSSI = -70 dBm

This section displays the number of wireless clients with an RSSI value greater than or equal to -70 dBm, indicating strong signal
strength and stable connection quality. Monitoring RSSI levels helps administrators assess wireless coverage performance and
identify potential signal or placement issues.

Wireless Clients by Band

This section displays the distribution of wireless clients across different frequency bands, such as 2.4 GHz, 5 GHz, and 6 GHz. It
helps administrators understand band utilization, optimize load balancing, and ensure efficient wireless performance.

Top 5 Wireless Clients and Access Points by Traffic

This section displays the top five wireless clients and access points ranked by traffic usage. It helps administrators identify high-
bandwidth users and heavily utilized access points for better monitoring and performance optimization.

Wireless Traffic Usage

This section provides an overview of total wireless traffic across the selected Site, including uplink and downlink data. It enables
administrators to monitor bandwidth consumption, analyze usage trends, and ensure efficient wireless network performance.

Access Point Channel Utilization

This section shows how access points are using available channels across the 2.4 GHz, 5 GHz, and 6 GHz bands. It helps
administrators monitor channel congestion, optimize channel allocation, and improve overall wireless network performance.

©5 Access points Overview €3 Wiretess Ciients by RSS! = 70 dgm € wiretess Ciients by Band

o)
® =55 0
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This section provides a summary of each SSID’s performance, including total traffic usage, number of connected wireless clients,
and client activity. It enables administrators to monitor usage patterns, evaluate network load per SSID, and optimize wireless
performance and user experience.

Top 5 SSID by Traffic

This section displays the top five SSIDs ranked by total traffic usage. It helps administrators identify the most heavily utilized
wireless networks and monitor bandwidth distribution across SSIDs.

Top 5 Access Points by Wireless Clients

This section displays the top five access points with the highest number of connected wireless clients. It helps administrators
monitor client distribution, identify heavily loaded access points, and optimize wireless capacity planning.

Wireless Client Activities

This section provides insights into wireless client behavior, including connection duration, traffic usage, and activity trends. It
helps administrators monitor user activity, identify unusual patterns, and ensure optimal wireless network performance.
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The detailed information about each managed switch includes CPU usage, memory usage, and PoE power consumption.
Monitoring these metrics helps administrators assess device performance, detect potential overloads, and ensure stable and
efficient network operation.

Top 5 PoE Power Consumption

This section displays the top five switches consuming the most PoE (Power over Ethernet) power. It helps administrators monitor
power usage, manage PoE resources efficiently, and identify devices that may require attention due to high power consumption.

Top 5 CPU by Usage

This section shows the top five switches or devices with the highest CPU usage. It helps administrators identify devices under
heavy processing load, monitor performance trends, and take proactive measures to prevent network issues.

Top 5 Memory by Usage

This section displays the top five switches or devices with the highest memory usage. Monitoring memory utilization helps
administrators identify devices under heavy load, optimize performance, and prevent potential network slowdowns or failures.

PoE Power Consumption

This section shows the total PoE power being consumed by all connected devices, measured in watts. It helps administrators
monitor power usage, ensure sufficient PoE capacity, and manage energy distribution efficiently across the network.
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Topology

The Topology section in Nuclias Unity provides a graphical representation of your network infrastructure within the selected
Site. It visually displays how switches, access points, and connected devices are interconnected through wired and wireless links.

The topology shows device names or MAC addresses, indicates online and offline status, and allows administrators to zoom,
search, and filter devices for easier navigation. This visual layout helps simplify network monitoring, troubleshooting, and overall
infrastructure management.

Nuclias Unity User Manual

To access the Topology view after logging in, click Topology from the left-side menu bar. This will open the graphical network
overview for the selected Organization and Site.

Jo

< nuclias a

unity

| B8 mp-ore1 - | MP-ORGT-S... ' Topology

online @) offiine @@ Search by o ™
. .
DGS-1250-52XMP FC:78 DX$-3410-32SY 98:00
(00:AD:24:88:FC:78) (64:29:43:AC:98:00)
® Online @ Offline Dormant @ Warning Wired Line e \\jired Line High Traffic ======-- Wireless Line @ Expand @ Collapse
oniine () offiine @ Search by Q, )

Isolated Device (Developing Only)

DGS-1210-10MP
97:20
(40:86:CB:08:97:20)

@ Online @ Offline

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All ather trademarks belong to their respective owners.@2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences

Page 46



Nuclias Unity User Manual Portal Overview

The topology diagram displays all discovered and connected network devices, including Access Points, Switches, and other
managed devices within the selected Organization and Site. Each device is clearly indicated along with its current status,
showing whether it is Online or Offline, helping administrators quickly identify connectivity issues or inactive equipment.

Device relationships can manually mapped to illustrate how network components communicate with each other. This graphical
overview simplifies troubleshooting by enabling users to trace connections and identify potential problem points within the
network infrastructure.

At the bottom of the topology page, users can choose how connections are displayed by selecting either:
Wired Links — Shows physical Ethernet connections between switches and other wired devices.

Switching between these options allows administrators to generate a connection diagram tailored to either the wired or wireless
network environment for easier analysis and monitoring.

If you want, | can also make a short version, step-by-step procedural version, or a Ul tooltip version depending on how formal
your manual needs to be.
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In the Topology, you can visually see how network devices are connected to one another within the network infrastructure. Each
device is displayed with key information, including its Connection Relationships, Online or Offline Status, Device Name, and
MAC Address, allowing administrators to quickly identify and verify devices.

This visual layout helps users understand network structure at a glance, making it easier to monitor device availability, confirm
connectivity, and troubleshoot potential network issues.
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In the top-right corner, click the Eye icon to select how device information is displayed in the connection diagram. You can
choose to show either Device Names or MAC Addresses, allowing you to customize the topology based on your monitoring
or troubleshooting needs.

< nuclias o 8

ﬂbemo_sm ' Demo ' Topology

Online Offline Seanch by a @

Description

@ Device Name

@ MAC Address

T
K == @
DMS-1260-12TP 0B:T0
(40:BECERADLD8: 70}

(BC:22:28.720CA0)

DXS-1210-10MP 6F:00
(DC:EAET3FBF00)

DAP-X3060 49:24
(00:25:50:60-49:24)

.
= — —
DMS-1250-18P 25:20 DXS-3130-289 07:00
(DCEAETDT25:200 (DCEAET4A0T-00)

@ Online @ Offline Dormant & Warning

Wired Line s Wired Line High Traffic -~ Vireless Line @ Expand @ Collapse

In the top-right corner, use the search bar to filter devices by specific models. You can also apply filters to display only Online
or Offline Devices, allowing you to quickly check device status within the topology.

Click the plus (+) or minus (=) icons to Zoom In or Out of the topology, allowing you to either see all connected devices at a
glance or focus on specific devices and connections in greater detail.
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In the Topology section, select any connected device to view detailed information about its status and performance. A panel
will appear displaying the following options:

General: View basic device information such as device name, model, IP address, firmware version, and operational status.

Clients: Access information about connected clients, including client name, MAC address, IP address, connection type, and
signal strength for wireless devices.

Settings: Modify device settings directly from the topology view, allowing quick configuration changes such as port settings,
VLAN assignments, or wireless parameters without navigating away from the visual map.

Statistics: Monitor traffic statistics for the selected device, including Tx/Rx traffic volume, packet counts, and bandwidth
utilization to assess performance and identify potential network issues.

This integrated view enables network administrators to efficiently manage devices, monitor connected clients, adjust
configurations, and analyze traffic patterns directly from the network topology interface.
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The Devices page provides centralized management and monitoring for all network devices adopted into Nuclias Unity,
including switches and access points. From this section, administrators can view device status, configure settings, and monitor
performance across the selected Organization and Site.

Device Overview

The Devices page displays a complete list of all managed devices within the selected site. Each device entry provides key
perational information, allowing administrators to quickly understand network status and device health.

Displayed information typically includes:
«  Device name and model

«  Device type (Switch or Access Point)
«  Online or offline status

« IP address and MAC address

- Firmware version

«  Device uptime

«  Connected client count

«  Current operational status

This overview enables administrators to quickly identify devices that require attention or troubleshooting.

Device Status Monitoring

Administrators can monitor real-time device conditions directly from the Devices page. Status indicators help quickly
determine whether devices are functioning normally.

Common status indicators include:

«  Online — Device is connected and operating normally.

. Offline — Device is unreachable or disconnected from the network.
«  Provisioning — Configuration is being applied.

«  Updating — Firmware upgrade is in progress.

These visual indicators allow fast identification of network issues.

Device Management

Selecting a device opens its detailed management panel, where administrators can perform configuration and monitoring
tasks such as:

«  Viewing device information and statistics
+ Managing network settings

+  Monitoring traffic usage

«  Checking connected clients

«  Rebooting devices remotely

«  Updating firmware

«  Editing device name or location

Changes applied through Nuclias Unity are automatically synchronized with the selected device.
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Search and Filter Options

To simplify device management in large deployments, the Devices page includes search and filtering tools.
Administrators can:

«  Search devices by name or model

«  Filter devices by status (Online or Offline)

«  View devices by type (Switches or Access Points)

«  Quickly locate specific devices within the network

These tools help improve operational efficiency when managing multiple devices.

Device Adoption Status

Devices must be authenticated and adopted before they can be managed through Nuclias Unity. Once adopted:
«  Devices appear under the selected Organization and Site.

- Configuration settings can be applied remotely.

+  Monitoring and analytics become available.

If a device appears offline after adoption, verify network connectivity and device configuration.

Device Actions

Administrators can perform bulk or individual actions directly from the Devices page, including:

«  Adopt devices

+  Reboot devices

«  Upgrade firmware

+  Remove devices from management

«  Refresh device status

These actions allow efficient centralized control without accessing devices locally.
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Field Description

Status Displays the current operational state of the device, indicating whether it is online or
offline.

Device Name The assigned name used to identify the device within Nuclias Unity.

Connectivity Shows the device’s connection type and current network connection status.

Site Indicates the Site where the device is deployed and managed.

Sync Status Displays whether the device configuration is synchronized with the Nuclias Unity
platform.

Last Seen Shows the most recent time the device communicated with the management platform.

MAC Address The unique hardware identifier assigned to the device’s network interface.

Local IP The IP address assigned to the device within the local network.

Model Name Identifies the specific model of the device.

Tag A customizable label used to group or organize devices for easier management.

2.4 GHz Ch Displays the wireless channel currently used by the 2.4 GHz radio.

5 GHz Ch Displays the wireless channel currently used by the 5 GHz radio.

6 GHz Ch Displays the wireless channel currently used by the 6 GHz radio (if supported).

Clients Shows the number of connected clients currently associated with the device.

Traffic Usage (24HR) Displays the total network traffic transmitted and received by the device over the past
24 hours.

CPU Usage (%) Indicates the current processor utilization of the device.

Memory Usage (%)  Shows the percentage of memory currently being used by the device.

Uplink Devices Identifies the upstream device providing network connectivity.

Uptime Displays how long the device has been running since its last restart.

JoinOn Shows the date and time when the device was adopted into Nuclias Unity.
Description A customizable field for adding notes or additional information about the device.
Address Displays the physical location or installation address assigned to the device.
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Portal Overview

The Devices option provides detailed information for both Access Points and Switches, allowing you to monitor status,

performance, and connectivity from a centralized view. It also displays the number of connected devices, helping
administrators quickly monitor network activity and client connections. From the left-side menu, go to Devices and select
Access Points to view and manage your access points.
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Select any Access Point from the list to view detailed information and configuration settings for the selected device. It
provides detailed information under the General, Clients, Settings, and Statistics sections for the connected Access Point.
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The General section contains information about the Device details, Network settings, Wireless SSIDs, and Radio configuration.

Device

Site

Sync Status
Model

Hardware ersion
Firmware \fersion
CPU Utilization
Mermory Utilization
PoE Power Usage
Uptime

Address

Device Tag

Time Zone

Device Account

Joined On

Parameter

new tw

synced
DAP-E9560

Al

v1.10B99r999

2%

36%

0d 02h 16m 465
555

-0

Asia/Taipei
Username: admin
Password: sessssssss

2026/02/26 11:43:50

Description

Lo

Site Displays the site where the device is currently assigned.

Sync Status Indicates whether the device configuration is synchronized with Nuclias Unity.
Model Shows the device model name.

Hardware version Displays the hardware revision of the device.

Firmware version

Indicates the current firmware running on the device.

CPU Utilization

Shows the current percentage of CPU usage.

Memory Utilization

Displays the percentage of memory currently in use.

PoE Power Usage

Indicates the amount of Power over Ethernet (PoE) power being consumed.

Uptime

Shows how long the device has been operating since the last reboot.

Address

Displays the configured physical location or address of the device.

Device Tag

Shows the assigned tag used for device identification or grouping.

Time Zone

Indicates the time zone configured for the device.

Device Accout

Username - Shows the login username configured for the device.

Password — Indicates the password associated with the device account

(hidden for security purposes).

Joined On

Shows the date and time when the device was added to Nuclias Unity.
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Network -
Public IP 36.22415177
Local IP 192.168.1.126
Management VLAN 1
Parameter Description
Public IP Enter the administrative username that is used to access the
configuration settings for all access points in the network.
Local IP Enter the administrative password that is used to access the
configuration settings for to all access points in the network.
Management VLAN Check the box to enable the console function.
Wireless SSID -
Mame == Band == Client
al.elick S5GHz 0
a2 5GHz 0
More...

Parameter Description

Name Displays the SSID (wireless network name) broadcast by the Access Point.

Band Indicates the wireless frequency band used by the SSID (2.4 GHz, 5 GHz,
or 6 GHz).

Client Shows the number of wireless clients currently connected to the SSID.

Action Provides available management options for the SSID, such as viewing

details or modifying settings.
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Radio -
2.4GHz 5GHz 6GHz

Channel Auto

Channel Width Auto

Mode Auto

Transmit Power 100

Clients [v]

RSSI Threshold -
Channel Displays the wireless channel currently used by the radio.
Channel Width Indicates the channel bandwidth (e.g., 20 MHz, 40 MHz, 80 MHz or

160MHz).

Mode Shows the radio operation mode (e.g., 802.11a/b/g/n/ac/ax/be).
Transmit Power Displays the current transmission power of the radio.
Clients Shows the number of clients connected to this radio.
RSSI Threshhold Indicates the minimum signal strength (RSSI) required for clients to

maintain a stable connection.

The Clients section provides detailed information about each wireless client connected to the Access Point. It includes the
following fields:

Genera Clients

Client v sSD P

No data

Client Displays the name or identifier of the connected device.

SSID Shows the wireless network (SSID) the client is connected to.

IP Displays the IP address assigned to the client.

Signal Indicates the signal strength (RSSI) of the client’s connection to

the Access Point.
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The Settings section contains configuration details for the connected Access Point, organized into the following categories:

Device - Provides device-related configuration options and basic system settings.

Network - Displays and allows configuration of network parameters and connectivity settings

Radio - Includes wireless radio configuration settings for the 2.4 GHz, 5 GHz, and 6 GHz bands.
Management - Contains management and administrative settings used for device control and access.

Genera Clients Settings
L]
Device -
Device Name | DAP-X30600U AB:30 |
Address | 555 |
NetWork -
Management VLAN 1
[1~4094)

Parameter Description

Device Name Displays the assigned name of the device for identification and
management purposes.

Address Shows the physical location or configured address of the device
within the network deployment.

Management VLAN Indicates the VLAN ID used for device management traffic and
administrative access.
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The Wireless Resource function in Nuclias Connect helps provides real-time RF management of the wireless network. Navigate
to Configuration > Profile Settings > [Site] > [Network] > Wireless Resource. Click the 2.4GHz or 5GHz tab to view existing

settings.

Radio -
2.4GHz 5GHz

Override

Channel Auto w
Channel Width Auto w
Wireless Mode Auto W
Tx Power 100% W
RSSI Threshold Disable w

Parameter Description

Channel Displays the wireless channel currently used by the radio.

Channel Width Indicates the bandwidth of the wireless channel (e.g., 20 MHz, 40
MHz, 80 MHz, or 160 MHz).

Wireless Mode Shows the wireless standard supported by the radio (e.g.,
802.11b/g/n/ax for 2.4 GHz,802.11a/n/ac/ax for 5 GHz, or 802.11ax
for 6 GHz).

Tx Power Displays the transmission power level used by the radio to

broadcast wireless signals.

RSSI Threshold Defines the minimum signal strength required for clients to
maintain a stable wireless connection.
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The Management section provides administrative controls used to manage and maintain the device within the network. It
allows administrators to perform device-level actions such as locating the device physically and removing it from the current
Site when required.

Locate Device - Activates the device identification feature (such as LED blinking) to help physically locate the device within the
deployment area.

Remove from Site — Removes the device from the current Site, stopping centralized management under the selected Site but
not from the Organization.

Management -

Locate Device

Let device lights up all LEDs in green. It device doesn't receive the stop action,
the LED will back to normal state after 5 minutes.

Con ) Com )

Remowve from Site

Remove device from current site but remain in the organization.

Ramave
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The Statistics section provides performance and traffic monitoring information for the device. It includes real-time and historical
data related to CPU usage, memory utilization, and network traffic.

«  CPU Monitor - Displays the current processor utilization of the device, helping administrators evaluate system performance.

«  Memory Monitor — Shows memory usage to ensure sufficient resources are available for stable operation.
«  Uplink Traffic — Indicates the amount of data transmitted from the device to the network or internet.
«  Downlink Traffic — Displays the amount of data received by the device from the network or internet.

This information helps administrators monitor device performance and identify potential network or resource issues.

General Clients Settings Statistics
CPU/Memory Monitor () Last 24 Hours
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From the left-side menu bar, go to Device and select Switches. Here, you can view the total number of connected switches,
along with their status, model, MAC address, and other device details. This section allows you to monitor and manage all

switches connected to the network.

, .
<nuclias
I
[ B 020 n [ newtw n Devices
Al Access Points switches () I@
0 Status ¥ Device Name T Sie ¥ SyncStatus *  Connectivity ¥ LastSeen *  MACAddress
U DXS-1250-28YP 9A13  new tw synced N o BC:22:28E7:9413
O DMS-1250-12TP OD:EE  new tw synced I O BC2228E79DE8
« < Page 1 oft > » Resutsperpage 20 v

Local IP :

1921681248

1921681160
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Jo

g -

Tag :

DXS-1250-28YP
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If switch support remote access then the navigate have General Settings and Statistic. Others the navigate have General, Ports,

Settings and Statistics.
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Under General, users can view information about the Ports, Device, and Network. The Ports section shows information about
Port Numbers, Port Speed, and Port Types.

General Settings Statistics

W Copper IFiber 100 Gbps 40 Gbps [l 25 Gbps

W 10 Gbps 2.5/5 Gbps 1 Gbps 10100 Mbps Disabled
Disconnected [ Error ® Blocking + Uplink m™ Mirror

» Aggregating # PoE/PoE+ # PoE++ (60W) +% PoE++ (90W)

Parameter

Port Number

Description

Displays the identification number assigned to each physical port on the switch.

Copper Indicates that the port uses a copper Ethernet interface (RJ-45) for network
connectivity.

Fiber Indicates that the port uses a fiber optic interface (such as SFP/SFP+/QSFP) for high-
speed optical connectivity.

100 Gbps Shows that the port supports or is operating at a maximum data transfer speed of 100
Gigabits per second.

40 Gbps Indicates that the port supports or is operating at 40 Gigabits per second.

25 Gbps Indicates that the port supports or is operating at 25 Gigabits per second.

10 Gbps Indicates that the port supports or is operating at 10 Gigabits per second.

2.5/5 Gbps Indicates that the port supports multi-gigabit speeds of 2.5 Gbps or 5 Gbps.

1 Gbps Indicates that the port supports or is operating at 1 Gigabit per second.

10/100 Mbps Indicates that the port supports 10 Mbps or 100 Mbps Ethernet speeds.

Disabled Indicates that the port has been manually disabled and will not pass any network

traffic.

Disconnected

Indicates that no device or cable is currently connected to the port.

Error Indicates that the port has encountered an operational issue or fault that may affect
connectivity.

Uplink Indicates that the port is used to connect the switch to an upstream network device
such as another switch or router.

Mirror Indicates that the port is configured for port mirroring, allowing traffic to be copied

for monitoring or analysis.

Aggregating

Indicates that the portis part of a Link Aggregation Group (LAG) to increase bandwidth
and provide redundancy.

PoE/PoE+ Indicates that the port supports Power over Ethernet (PoE) or PoE+, allowing it to
supply power to connected devices such as IP cameras, access points, or VolP phones.

PoE++ (60W) Indicates that the port supports high-power PoE++ with a maximum power output
of 60 watts.

PoE++ (90W) Indicates that the port supports ultra-high-power PoE++ with a maximum power

output of 90 watts for devices requiring higher power.

Page 64



Nuclias Unity User Manual

Portal Overview

The Device section contains information about the physical details of the connected switch, including hardware-related

information and device identification.

Device

Site

Sync Status
Model

Hardware Version
Firmware Version
CPU Utilization
Memory Wtilization
PoE Power Usage
Uptime

Address

Device Tag

Device Account

Joined On

Parameter

AISID

unsynced
DX5-3130-28

Al

V1.31.001

20%

43%

0.0/0W

0d 22h 30m 46s
Stanley_333

-0

Username: admin
Password: ssssssssss &

2026/03/03 1212:58

Description

Site Displays the site where the switch is currently assigned or deployed within
the network.

Sync Status Indicates whether the switch configuration is synchronized with the controller
or management platform.

Model Shows the model number of the connected switch.

Hardware Version

Displays the hardware revision of the switch.

Firmware Version

Indicates the current firmware version running on the switch.

CPU Utilization

Shows the percentage of CPU resources currently being used by the switch.

Memory Utilization

Displays the percentage of memory currently in use on the switch.

PoE Power Usage

Indicates the total amount of Power over Ethernet (PoE) power currently

being used by connected devices.

Uptime Shows the amount of time the switch has been running since the last reboot.
Address Displays the IP address assigned to the switch.
Device Tag Shows the label or tag assigned to the device for easier identification and

management.

Device Account

Indicates the account or organization associated with the device in the

management platform.

Joined On

Displays the date and time when the switch was added to the management

system.
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The Network section contains all the information related to the switch’s network connectivity, including IP addresses, subnet
mask, gateway, DNS servers, management VLAN, and uplink device.

Network -
Public IP 36.224.7175

Local IP 192.168.2.15

Subnet Mask 255.255.255.0

Gateway 192.168.2.254

Primary DNS Server 0.0.0.0

Secondary DNS Server 0.0.0.0

Management VLAN 2

Uplink Device -

Public IP Shows the public IP address assigned to the switch for
external network access.

Local IP Displays the local (private) IP address of the switch within
the internal network.

Subnet Mask Indicates the subnet mask used to define the network
segment of the local IP.

Gateway Shows the default gateway IP address used by the switch to
communicate outside the local network.

Primary DNS Server Displays the IP address of the primary DNS server used for
domain name resolution.

Secondary DNS Server Displays the IP address of the secondary DNS server used as
a backup for domain name resolution.

Management VLAN Indicates the VLAN assigned for switch management traffic.

Uplink Device Shows the device to which the switch is connected for

uplink or upstream network connectivity.
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The Settings function contains information about the Device Name and management details. From here, you can manage the
device using options such as Remote Access, Locate Device, and Remove Device.

Device Name - Displays the name assigned to the switch, which can be customized for easy identification and management
within the network.

Address - Shows the physical or network location of the switch, such as its IP address or the site location where it is deployed,
for identification and management purposes.

Management
Remote Access — Open a direct remote web or terminal session via the secure management tunnel.

Note: If the device is managed via Remote Access, it will not synchronize with the platform’s configuration profiles other than
the device login credentials. All settings must be configured remotely via CLI or Web interface.

Locate Device — Let device lights up all LEDs in green. If device doesn't receive the stop action, the LED will back to normal
state after 5 minutes.

Remove from Site - Remove device from current site but remain in the organization.

General Settings Statistics
Device -
Device Mame | DXS-3130-28 ASFF [
Address | Stanley_333 |
Management -

Remote Access

Open a direct remote web or terminal session via the secure management tunnel.

Commn ) o

Locate Device

Let device lights up all LEDs in green. If device doesn't receive the stop action,
the LED will back to normal state after 5 minutes.

( Start )( Stop )

Remove from Site

Remowve device from current site but remain in the organization.

Remowve
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The Statistics section provides detailed insights into the performance and health of the switch, helping administrators monitor
and optimize network operations. It includes:

« CPU Usage - Displays the percentage of CPU resources used over the last 24 hours, helping identify periods of high
processing load or potential bottlenecks.

«  Memory Usage - Shows memory consumption trends over the last 24 hours, allowing you to monitor for potential memory
overloads or inefficient resource usage.

o Uplink Traffic — Provides real-time and historical data on the traffic flowing from the switch to upstream devices, including
throughput and utilization trends.

«  Downlink Traffic — Shows traffic data for all devices connected downstream to the switch, helping track bandwidth usage,
detect congestion, and plan capacity.

« Traffic Graphs - Visual representation of uplink and downlink traffic over time for easier analysis and monitoring.

o Alerts & Thresholds - Some systems may provide notifications if CPU, memory, or traffic exceeds predefined thresholds,
allowing proactive management.

This section is essential for network monitoring, troubleshooting, and performance optimization, ensuring the switch and
connected devices operate efficiently.

General Settings Statistics
CPUMemory Monitor L) Last 24 Hours
Weage (92) B Ccru B Memory

1200 NS0 2000 O30 O c0C O8:00
Traffic
Rate [(Kps) B UplLink W@ Downlink
3o, OO
0,000
25, 000

0D 20200 Q0000 04900 OEzOD
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Wi-Fi Planner Pro
What is WiFi Planner?

WiFi Planner is a tool used to help users design and optimize wireless network coverage before actual deployment. It helps
estimate how many access points (APs) are needed, where they should be placed, and what kind of coverage users can expect
in a specific area.

Why is WiFi Planner important?

A good WiFi network is not only about installing APs. If APs are placed in the wrong locations, users may experience weak
signal, dead zones, interference, or poor performance. WiFi Planner helps reduce these problems by giving a visual plan in
advance.

What can WiFi Planner do?

WiFi Planner can usually help users:

« Import or draw a floor plan

- Define walls, rooms, and obstacles

«  Set coverage requirements

«  Place APs on the map

- Simulate signal coverage

- Estimate the number of APs required

« Improve AP placement for better performance

Who uses WiFi Planner?
It is mainly used by network planners, system integrators, installers, and IT administrators who want to build a reliable wireless
network in offices, schools, hotels, retail stores, or other indoor environments.

User need to click WiFi Planner Pro in Nuclias Unity side menu to access WiFi Planner Pro.

To access the Wi-Fi Planner Pro tool in Nuclias Unity, navigate from the Dashboard to Wi-Fi Planner Pro on the left
side menu bar. This feature provides a comprehensive solution for designing, planning, and optimizing wireless network
deployments.

< nuclias _ a A

v Dashboard @ Last 24 Hours
B8 Dashboard

©
oS Topology

& Devices o I:{j

Internet Switch Access Point Client
Online Online Onlire

Wi-Fi Planner Pro

3 Total 0 Total 8 Total

Q Events Offine 3 Offline 0 offine 2

D Clients
[T ————

a @ New @ Edstirg © Disconnectec
16} Settings

Q)" Support

iew (@ Wireless Clients by RSS! = 70 dBm @ Wireless Clients by Band

@ >=-55 o
0 8 70 1-55 0
S\ & 87 0
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Wi-Fi Planner Pro

Administrators can create floor plans, place virtual access points, and simulate Wi-Fi coverage to ensure optimal signal
strength and performance before physical installation. Key capabilities include:

«  Floor Plan Import: Upload building floor plans to create accurate site maps for network planning.

o Access Point Placement: Drag and drop access points onto the floor plan to model optimal positioning for maximum
coverage.

« Signal Heatmap Visualization: View simulated Wi-Fi coverage heatmaps to identify potential dead zones and adjust
access point placement accordingly.

«  Site Survey: Perform predictive site surveys to assess signal strength, interference, and channel utilization.

+ Deployment Recommendations: Receive intelligent recommendations for access point placement based on site
dimensions, materials, and user density.

Wi-Fi Planner Pro helps network administrators streamline wireless network design, reduce deployment costs, and ensure
reliable Wi-Fi performance across the deployment site.

D-Link Wi-FiP,

I8 Add New Floor Plan

v Office

10F

Drag & drop
your picture here

(file format *.png,*.jpg,*.gif,up to 10M)

Click to choose a picture

T
Privary Paliry
D-Link Wi-Fi Planner
E8 Add Project X
=
" _ Wi-Fi Regulation
o i United States v
o ‘ i Name*
ol
[
i

Updatetromvarzrzoze

Privacy Policy,
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Getting Started
Create a Project

Start by creating a project folder. Then upload an image of the floor plan for your Wi-Fi project. The floor plan can be provided
by the customer or drawn by you.

D-Link Wi-FiPlanner 720 & MP-ORG1/MP-ORGI-SITE1 Help | Intro
ER I
v Office =
Office / 10F
10F = = @
gl A
5 =
E ‘ B I L J L Label
S
P-X306f u LQ—_L?‘L-XIM
b " T
(C F“' Al
1 db| | F o "
{C C Band
A X[ [
| O eSO O

VO 25 5t S 11 MC P ] j
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Zone Type

Next, define the Wi-Fi coverage zone and access point exclusion zone. Mark obstacles such as walls or doors, and indicate
special zones like closed office spaces or warehouses. This helps the WFP produce a more accurate simulation.

Defining Zones, Obstacles, and Areas

D-Link Wi-Fi Planner 72z & MP-ORG1/ MP-ORGT-SITET Help | Intro

@ UB 4l Office(United States)

v Office = Zone f J’/\L
10F = Wi-Fi Coverage zone . ﬂ L \\/ @
E AP Exclusion Zone . l I/
E 0 o] -
R )
poonsg_ o :
L= |
@ f*- @] Al
e D H— 26
-b o Nl 8] .
| I B |
1 1
s N P e | —-| [_J L :

Privacy Policy
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Defining Zones, Obstacles, and Areas

special zones like closed office spaces or warehouses. This helps the WFP produce a more accurate simulation.

D-Link Wi-Fi Planner

PRO

Obstacle Type

Next, define the Wi-Fi coverage zone and access point exclusion zone. Mark obstacles such as walls or doors, and indicate

& MP-ORG1/MP-ORGT-SITE1 Help | Intro
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Area Type

Next, define the Wi-Fi coverage zone and access point exclusion zone. Mark obstacles such as walls or doors, and indicate
special zones like closed office spaces or warehouses. This helps the WFP produce a more accurate simulation.

Defining Zones, Obstacles, and Areas
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Placement Settings

Once all conditions are set, the built-in AP Placement Advisor will suggest the number of access points required and
recommend their placement for optimal Wi-Fi planning.

Placing Access Points with Advisor

D-Link Wi-Fi Planng]

BB B B q

< & MP-ORG1/MP-ORGT-SITE1 Help | Intro
*/ Advisor X

v Office = AP Model for Auto Placement B M
10F = Grid
Radio for Placement Calculation 56 v :?‘
abe
Transmit Power (dBm) Full Power (22) v
Layer
Minimum Signal Strength -70dBm v @%
All
Note: -65dbm and above is recommended. 246
Band
Wi-Fi Coverage of Defined Area —_————— @ 100% &
DAP-X3060
0 2
Privacy Policy
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Heat Map

Once the calculation is complete, you will see the number and placement of access points, along with AP details and a heat map
showing the simulated Wi-Fi coverage.

Reviewing Deployment and Heat Map

D-Link Wi-Fi Planner 2zo & MP-ORG1/MP-ORG1-SITET Help | Intro
8 08 <l Office(United States)
~ Office =

10F =

Changing to a Different Model

If the Advisor’s suggestion is not satisfactory, click on any access point on the floor map to change it to a different D-Link model.
You may adjust its parameters as needed.

& MP-ORG1/MP-ORG1-SITET Help | Intro
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10F Gl
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Max Coverage 38.12m2 Max Coverage 37.47 m2
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2.46
Privacy Policy
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Generating Reports

WEFP can provides reports in two formats : PDF and Word files.

Key items included in the report are:
« APinventory list

+ AP details

« AP location map

«  Wi-Fi heat map

D-Link Wi-Fi Planner 2z0 & MP-ORG1/MP-ORGT-SITET Help | Intro
& DOWNLOAD REPORT Overview Save as PDF
Overview Project Overview
= 10F
Environment Setting Name Number of Floor Plan  Number of AP AP Model Details
AP Location
AP List Office 1 6 DAP-X3060%6

Signal Coverage
Floor Plan Overview

Name Floor Plan Coverage Area Number of AP

Indoor: 6
AP Model Details:
DAP-X3060%6

Total Floor Plan:1
Total APs: 6(Indoor)

Privacy Policy

One Last Thing Before You Start

Before using this tool in your wireless projects, please note the following precautions:

Simulation = Reality:
The WFP result is a simulation of Wi-Fi planning before deployment and should not replace an actual post-deployment survey.

Environment Matters:
WEFP is not suitable for outdoor environments or indoor spaces with distinct floor surface levels.

Height Matters:

The simulation may not be accurate if access points are installed on the roof of high-ceiling buildings such as warehouses or
halls.

Page 77



Nuclias Unity User Manual

Portal Overview

The Events section provides a centralized log of activities and notifications across your network. It includes:

» Access Point Events: Track AP connections, disconnections, reboots, configuration changes, and signal-related alerts.

«  Switch Events: Monitor switch status changes, port connections, power over Ethernet (PoE) events, and link fluctuations.

« System Audit Events: Review administrative actions such as user logins, setting changes, firmware updates, and security-
related activities.

»  Search Bar: Quickly locate specific events by typing keywords, device names, MAC addresses, or descriptions.

«  Filter Options: Narrow down events by criteria such as severity, time range, site, event type, or device type for more focused
troubleshooting.

« Export: Download the event log as a file (e.g., CSV or PDF) for external reporting, record-keeping, or further analysis.

These events help you monitor network health, troubleshoot issues, and maintain an audit trail for compliance and security

purposes.
¢{nuclias
(] nam,sum’ (s . Events
1 GED

Parameter Description

Today, 65839 AM

Today, 65837 AM

sy, 65835 AM
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Today, 657:58 AM
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Today, 657:45 AM

Today, 657:45 AM

Today, 657:42 AM
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Severity Indicates the importance level (e.g., Info, Warning, Critical).

Time Shows the exact date and time when the event occurred.

Site Indicates the subnet mask used to define the network
segment of the local IP.

Event Type Identifies the specific site where the event originated.

Device Type Specifies the type of device involved, such as Access Point

or Switch.

Device Name

Displays the name of the affected device.

MAC Address

Provides the unique hardware identifier of the device.

Description

Offers a brief explanation of what triggered the event.

Client Name

Shows the name of the client device connected to the

network.

Client MAC Address

Displays the unique hardware identifier of the client device.
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To access the Event section on the Nuclias Unity Dashboard and utilize the filtering options, navigate to the Event section from
the main navigation panel. Once inside the Event section, locate the filter interface in the top right corner of the main content
area, represented by a funnel icon or a dedicated Filter button. Click this button to expand the filtering panel, where you can
refine the event list according to the following criteria:

«  Severity: Filter events by severity level, such as Critical, Warning, or Info.
- Site: Narrow down events based on specific Site locations.

- Event Type: Select specific Event Type categories to view relevant logs.
- Device Type: Filter events by the type of device involved.

Using these filters allows you to efficiently narrow down the event list to only the most relevant entries for your analysis or
troubleshooting needs.

4 nucljas a
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To view specific information such as Severity, Time, Site, Event Type, Device Type, Device Name, MAC Address, Description, Client
Name, and Client MAC Address, users can customize the event log display to suit their monitoring preferences. This flexibility
allows you to select which data fields to show based on what you want to view about the device—whether for access points or
switches. To configure the display, locate the Columns or Customize View option, typically found in the top right corner of the
event list or within the filter interface. From there, you can check or uncheck the desired fields to tailor the event table to your
specific analysis, troubleshooting, or reporting needs.
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of all active client connections for easy monitoring and troubleshooting.

To navigate to the Clients section from the Nuclias Unity Dashboard, locate the left side menu bar and click on the Clients
option from the available menu items. This will direct you to the Clients page, where you can view and manage all client devices
connected to your network. The page displays both Wired and Wireless connected clients, providing a comprehensive overview

The Clients function provides the following options to view and manage client information:

Wired: Filter the client list to show only devices connected through switches, enabling focused viewing of wired client

connections.

Wireless: Filter the client list to show only devices connected through access points, allowing you to monitor wireless client

activity.

Last 24 Hours: Apply a time filter to display client activity and data from the last 24 hours, providing a quick overview of

recent network usage.

Search Bar: Enter keywords such as client name, IP address, or MAC address to quickly locate a specific client within the list.

Filter: Click the filter icon (funnel) to refine the client list by criteria such as status, authentication type, VLAN, or connected

device.

Export: Click the export icon (download) or Export button to generate and download a report of the current client list in
your preferred format, ideal for auditing or offline analysis.

{nuclias

(& o:m,suanlen | Asip .

All m Wired Wirgless

Status 3 ClientName :
& 00:005E00:0T02
= Yulin_tablet

& 320BF6FODLE
& 4086CEIZFIT2

& 5C4BOCFOBESS
& test davice 1

& BC2228E7AB90
& BC2228E7AYFF
& BC2228ETAAD]
& BC2228E7AATD

Clients

Manufacturer

ICANN, IANA
Deoartment

D-Link Corporation

LiteON

D-Link Internatonal

D-Link International

D-Link International

D-Link Internatonal

D-Link International

IP Acdress

122158.2.254

122158.2.33

*  MAC Address

00:00:5E:00:01:02

16:75:25:13:1D:6C

32:9B:F6:FO:DAE9

£0:86:CBI3F112

6C:4B:90:FO:BE98

BC:22:28E79D:AC

BC:22:28:E7:A8:90

BC:22:28:E7:AQFF

BC:22:28E7:AA01

BC:22:28:E7:AATD

@ Last 24 Hours

Authentication Type

DISABLE

Connected to

DXS-3610-54T FC:B8

Yulin_DAP-X3060

Yulin_DXS-3130

Yulin_DXS-3130

DXS-1210-10MP 6D:60

Yulin_DXS-3130

DXS-1210-10MP 6D:60

DXS-1210-10MP 6D:60

DXS-1210-10MP 6D:€Q

DXS-1210-10MP 6D:60

Interface

Ethernet - Port 7

5G-full - *Y-3060-

560317

Ethernet - Port 13

Ethernet - Port 1

Ethernet - Port 1

Ethernet - Port 1

Ethernet - Port 1

Ethernet - Port 1

Ethernet - Port 1

Ethernet - Port 1
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Status Indicates whether the client is currently Online or Offline.
Client Name The name assigned to the client device.

Manufacturer The device manufacturer, if detected.

IP Address The IP address assigned to the client.

MAC Address The unique MAC address of the client device.
Authentication Type The method used to authenticate the client on the network.
Connected To The access point or switch the client is connected to.
Interface The specific interface port used by the client.

VLAN The VLAN assigned to the client.

SSID The service set identifier for wireless clients.

Channel The wireless channel being used.

Signal The signal strength of the wireless connection.

SNR The signal-to-noise ratio for the wireless connection.
Download The current download throughput.

Upload The current upload throughput.

Traffic (24HR) Total traffic usage over the last 24 hours.

Last Seen The timestamp when the client was last detected.
Uptime The total time the client has been connected.
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To access the Clients section on the Nuclias Unity Dashboard and utilize the filtering options, navigate to the Clients section
from the left side menu bar. Once inside the Clients section, locate the filter interface in the top right corner of the main
content area, represented by a funnel icon or a dedicated Filter button.

Click this button to expand the filtering panel, where you can refine the client list according to the following criteria:

«  Status: Filter clients by their current connection state (e.g., Offline or Online).

«  Manufacturer: Narrow down the list by client device manufacturer.

« Authentication Type: Filter by the authentication method used by clients.

« Connected To: View clients connected to specific access points or switches.

« Interface: Refine by the specific network interface or port used.

«  VLAN: Filter clients assigned to a particular VLAN.

o  SSID: Narrow down wireless clients by the SSID they are connected to.

«  Channel: Filter wireless clients by the channel they are operating on.

« Last Seen: Set a time range to view clients based on when they were last detected.
« Signal: Refine wireless clients by signal strength thresholds.

Applying these filters allows you to efficiently narrow down the client list to only the most relevant entries for your analysis,
monitoring, or troubleshooting needs.

{nuclias
<huc o
. a A
(] cm,s:amel | aisip ' Clients
@D wied Wireless © fpst 24 Hours Q) v S
Status *  ClientName % Manufacturer *  IPAddress *  MACAddress % Authentication Tyg s T
u v
- ICANN, IANA ’
offine & ovooseovotoz iR B 192168.2.254 00:00:5E:00:01:02 Manufachurer v
Authentication Type v
% Yulin_tablet 192168.2.33 16:75:25131D:6C DISABLE
Connected to v
(otine & 329BFEFODAES 32:98:F6:F9:DAEY
Interface v
Onine # 40:86:CB13FI12  D-Link Corporation 4086:CBABFL12
VLAN v
(Conine ® 6Ci4BIOOFO:BEQGS  LiteON 6C:4B:90:FO:BE:98
ssip v
offine & test devicel D-Link International BC122:28E7:0D:AC
Channel v
® BC2228'E7AB90  D-Link International BC122:28E7:AB:90
Last Seen v
onine ® BC:2228'E7A9FF  D-Link International BC22:2BE7-AGFF
(ome ) ® BC2228:E7AA01  D-Link International BC122:28E7:AA01
(onine ® BC22:28:E7AAD  D-Link International BC:22:28E7AAD AS-I210- UM Dol Emerner - vort
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¢ nuclias

unit

| @ o:ua,s‘anlel | msip .

A @ wired Wireless

Status ¢ Client Name B

Offline & (00:00:5E:00:01:02

offine = Yulin_tablet

offine ™ 32.93:F6:FODAEY

Onlin2 h 4085:CB13:F1:12

Oniin2 & 6C:4B:90:FO:BE:S8

Offine ® test_devicel

offine ® BC:22:28:E7:A8:90

Onins ® BC:22:28:E:A9FF

offine # BC:2228:E7:AAC1

Onins ® BC:22:28:E7:AA'D

Clients

Manufacturer

ICANN, IANA
Department

D-Link Corporation

LiteON

D-Link International

D-Link International

D-Link International

D-Link International

D-Link International

IP Address

192168.2.254

192168.2.33

$ MACAddress :

00:00:5E:00:01:02

16:75:25:13:1D:6C

32:9B:F6:FO:DAEY

40:86:CE13:F1:12

6C:4B:9C:FO:BE:98

BC:22:28:E7:9D'AC

BC:22:28:E7:A8:90

BC:22:28:E7:AQFF

BC:22:28:E7:AAD1

BC:22:28:E7:AAD

Authenticati

DISABLE

In the Clients section on the Nuclias Unity Dashboard, click the eye icon located in the top right corner of the main content
area to customize the display of client information. This opens a column selector menu, allowing you to choose which specific
data fields to view about the connected clients, including Status, Client Name, Manufacturer, IP Address, MAC Address,
Authentication Type, Connected To, Interface, VLAN, SSID, Channel, Signal, SNR, Download, Upload, Traffic (24HR), Last Seen,
and Uptime. This customization feature enables network administrators to tailor the client table to display only the most
relevant information for their specific analysis, troubleshooting, or reporting needs.

Jo

status Statistic

Status SNR
Manufacturar Download
P Address. Upload
MAC Acdress Traffic [24HR)
Authenticaton Type Uptime
Connected to
nterface
VLAN
sSID
Channel
Last Seen
Signal

SR

[
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Firmware Management

In the Nuclias Unity cloud management platform, you can update the firmware for both connected switches and access
points. To do so, Navigate from the Nuclias Unity Dashboard and select Firmware Management from the left side menu
bar. This section allows you to manage firmware for both Switches and Access Points, including viewing current firmware
versions, checking for updates, and initiating firmware upgrades across your network devices. Regularly updating firmware
ensures optimal performance, enhanced security, and access to the latest features for your entire network infrastructure.

¢ 1 o)
<nuclias _ a A
unity
_ v Firmware Management
85 Dashboard
o Topology
@ v
&3 Devices
R R R R . ) R . Auto-Update
Product Category = Series Name % Hardware Ver. % Devices % Update Status T SiteFWVer. % LatestFW Ver. =

i~Fi Planner Pro

(Site Local Time)

{) Events
~ Switch DXS-3130 Ax 1 Upto Date V131001 V1638255

3 ciients

Switch DXS-1210 Bx 1 Upto Date v211.001 v2.99.6999
7d¢ Firmware Management
@ Settings Access Point DAP-X3060 Ax 1 Up to Date v1.10r025 V1101025
()" support

Switch DXS-3610 Ax 1 Upto Date Vv1.02.8043 ¥1.02.8043

« < Page 1 ofl > » Resultsperpager 20 v

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. Al rights reserved,
Terms | Privacy | Cookie Preferences

,
B <nuclias a g
oo
oo ( om,sumen | asip Firmware Management
- @ v
&8 — . . . . . N . Auto-Update . LlastUpdate Time
@] Name $  Hardware Ver. $  Devices +  Update Status $  SiteFW Ver. T LatestFW Ver. : : s
(Site Local Time) (Site Local Time)
a)
@ @] 130 Ax 1 Up to Date v1.31.001 V163.8255
@ O 210 Bx 1 Up to Date v211.001 v2.99.6999 - 2026/03/18 10:24 AM
o
oJ 3060 Ax 1 Up to Date v110r025 v110r025
@] 1610 Ax 1 Up to Date v1.02.8043 V1.02.8043

« < Page 1 off > » Resultsperpage: 20 v

D-Link is a registered trademark of D-Link Corporation and its overseas subsidiaries.
All other trademarks belong to their respective owners.©2025 D-Link Corporation. All rights reserved.
Terms | Privacy | Cookie Preferences

Page 85



Nuclias Unity User Manual Portal Overview

Firmware Management

Parameter Description

Product Category Identifies the type of device, such as Access Point or Switch, allowing
you to distinguish between different device classes during firmware
management.

Series Name Displays the specific product series or model family of the device,

helping you group and manage devices with similar hardware
characteristics.

Harware Version Indicates the hardware revision of the device, which is essential for
selecting the correct firmware version compatible with the device's
physical components.

Devices Shows the total number of devices within that specific product
category, series, or site that are eligible for firmware management.

Update Status Provides the current firmware update state for the device, such as Up
to Date, Update Available, Update Failed, or In Progress, enabling quick
identification of devices requiring attention.

Site FW Version Displays the current firmware version running on devices at a specific
site, allowing you to assess the firmware baseline across different
locations.

Latest FW Version Shows the most recent firmware version available for the device from
Nuclias Unity, helping you determine if an update is needed.

Auto-Update Indicates whether auto-update is enabled for the site and specifies the

(Site Local Time) scheduled time (based on the site’s local time zone) when automatic

firmware updates will occur.

Last-Update Time Displays the timestamp of the most recent firmware update performed
(Site Local Time) on the device, shown in the site’s local time zone for accurate tracking
across different locations.
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Update Now

To update the firmware of connected devices such as switches and access points, navigate to Firmware Management from the
left side menu bar on the Nuclias Unity Dashboard. Once in the Firmware Management section, select the devices you wish to
update by checking the corresponding boxes next to each device.

After making your selection, will be presented with three different options to proceed:

« Update Now: Initiates the firmware update immediately on the selected devices, applying the latest available firmware
version without delay.

« Schedule Update: Allows you to set a specific date and time for the firmware update to occur, enabling you to perform
updates during maintenance windows or off-peak hours to minimize network disruption.

« Cancel Update: Aborts any pending or scheduled firmware updates for the selected devices, giving you the flexibility to
postpone or halt update operations as needed.

These options provide network administrators with flexible control over firmware management, ensuring devices remain up
to date while minimizing impact on network operations.

To update the firmware, select the device from the drop-down list.
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When the user selects a device, the Action option appears on the top left corner. Click Action and select Update Now to
initiate the firmware update immediately.
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Update Now

After clicking Update Now, navigate to Target Firmware Version to select the desired firmware version for the update.

Update Firmware Immediately

Update times may be staggered depencing on the number if devices changing firmware.

Site Product Category Series Name Hardware Ver. Site FW Ver. Target FW Ver.

Switch DXS-1210 V211001 [ v2.99.0999 (Latest) v |

1 ofl > » Resultsperpage: 20 v

From there, you can choose the appropriate firmware version to apply to the selected device before proceeding with the
update process.

Update Firmware Immediately

Update times may be staggered depending on the number if devices changing firmware.

Product Category Series Name Hardware Ver. Site FW Ver. Target FW Ver. Devices

Switch DXS-1210 v211.001 v2.99.b999 (Latest) ~ 1

¥2.99.6999
(Latest)

« ¢ Page 1 off > » Resultsperpage§ 20 o000
s
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Update Now

Ensure the desired firmware is selected from the Target Firmware Version drop-down list before proceeding with the

Nuclias Unity User Manual

update.

Update Firmware Immediately

Update times may be staggered depending on the number if devices changing firmware.

Product Category Series Name Hardware Ver. Site FW Ver. Target FW Ver. Devices

Switch DXs-1210 v2.1.001 v2.99.0999

« < Page 1 ofl > » Resultsperpage: 20 v

Back Update Now

After that, click Apply Now to update the firmware for your desired connected device.

Update Firmware Immediately
Update times may be staggered depending on the number if devices changing firmware.

Product Category Series Name Hardware Ver. Site FW Ver. Target FW Ver. Devices

Switch DXs-1210 v2.11.001 v2.99.0999

»  Results per page:

Update Now
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Schedule Update

For a Schedule Update, first select the device that needs to be updated, then specify the desired date and time for the
firmware update to occur.

Click to select the desired switch or access point.
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After selecting the device, the Action option appears on the top left corner. Click Action and select Schedule Update.
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Schedule Update

After clicking Schedule Update, a new window will appear. In this window, select the desired Date and Time for the automatic
firmware update to occur at the specified time.

Set Schedule Firmware Update

Update times may be staggered depencing on the number if devices changing firmware.

B 2026/03/20 v Q@ 11:00 AM v Asia/Taipei (UTC+08:00)
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Then navigate to Target Firmware Version and select the firmware version that needs to be applied for the update.

Set Schedule Firmware Update

Update times may be staggered depending on the number if devices changing firmware.
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Schedule Update

Nuclias Unity User Manual

Select the appropriate firmware version from the drop-down list.

Set Schedule Firmware Update

Update timas may be staggered depending on the number if devices changing firmware.

& 2026/03/20 v @ 11:00 AM v Asia/Taipei (UTC+08:00)

Product Category Series Name Hardware Ver. Site FW Ver. Target FW Ver. Devices

Access Point DAP-X3060 V1101025

v110r025
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> »  Results per page: V1028041004

v1.01r026

Ensure the correct firmware version is selected, then click Apply Now.

Set Schedule Firmware Update

Update times may be staggered depending on the number if devices changing firmware.
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Schedule Update

To review the scheduled date and time of the firmware update, the information will appear in the Auto-Update section.
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Cancel Update

The scheduled update can also be canceled; you can cancel the firmware update before it begins.

Select the device for which you need to cancel the firmware update.
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Then Action option will appear on the top left corner; click it and select Cancel Update.
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Cancel Update

After selecting Cancel Update, a new window will appear. In this window, review the scheduled time and click Apply Now to
confirm the cancellation.

Cancel Update

The scheduled firmware update time listed below will be canceled.

Auto-Update

Product Category Series Name Hardware Ver. Site FW Ver. 4 3
(site Local Time)
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Now navigate back to the devices and check the Auto-Update section to ensure the scheduled updates have been canceled.
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In Firmware Management, the Filter option allows you to refine the device list based on specific criteria such as Product
Category, Series Name and Update Status. Click the filter icon located in the top right corner of the main content area
to expand the filtering panel, then select your desired criteria to quickly locate and manage devices that require firmware
updates. This feature helps streamline the firmware management process by allowing you to focus on specific devices or
groups across your network.

«  Product Category: Filter by device type, such as Access Point or Switch, to focus on either wireless or wired devices.

« Series Name: Filter by the specific product series or model family to manage devices with similar hardware
characteristics.

« Update Status: Filter by the current firmware state, such as Up to Date, Update Available, Update Failed, or In Progress, to
quickly identify devices that need attention.
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Support List

In Firmware Management, users can view which supporting models can be managed through the Nuclias Unity Cloud
Management platform for both Access Points and Switches. To access this information, navigate to Firmware Management
from the left side menu bar, then click the Support List option located in the top right corner of the main content area. This will
display a comprehensive list of all supported Access Point and Switch models that are compatible with firmware management
through the Nuclias Unity platform, helping administrators verify device compatibility before performing updates.
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Support List

From the Support List, select Access Points to display all Access Point models that are compatible with firmware management
through the Nuclias Unity Cloud Management platform.This allows network administrators to quickly verify device compatibility
before performing firmware updates.

Support List X

Access Points |l Switches

Series Name v Hardware Ver. v Firmware Ver. v Release Date v

DAP-E9560 Ax @ v101028 2026/03/13
DAP-X2810 Ax @ v125B20r074 2026/0313
DAP-X3060 Ax @ v110r025 2026/03/13
DAP-X30600U Ax B V110015 2026/03/13
DAP-X3060W Ax ® v110r012 2026/0313
DAP-E9560 Ax ® v110899r999 2026/03/13
DAP-X3060 Ax @ v102804r004 2026/03/13
DAP-X30600U Ax B vioror 2026/0313
DAP-X3060W Ax @ v100r010 2026/03/13
DAP-X3060 Ax @ v101026 2026/03/13
« < Page 1 ofl > » Resultsperpage; 20 v

Parameter Description

Series Name Indicates the specific product series or model family of the device,
allowing administrators to easily identify and group compatible devices.

Hardware Version Displays the hardware revision of the device, which is essential for
selecting the correct firmware version that is compatible with the
device's physical components.

Firmware Version Shows the latest available firmware version for the device, helping
administrators verify the most current update available through the
Nuclias Unity Cloud Management platform.

Release Date Indicates the date when the firmware version was released, allowing
administrators to track the recency of updates and plan upgrade
schedules accordingly.
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Nuclias Unity User Manual Portal Overview

Support List

From the Support List, select Switches to display all Switch models that are compatible with firmware management through
the Nuclias Unity Cloud Management platform. This allows network administrators to quickly verify device compatibility before
performing firmware updates.

Support List X

Access Points | Switches

Serios Name § Hardware Ver. § Fimware vor ¥ RoeaseDate

Dys-3810 A V1028043 2008/03/12

Dys-as10 A 1008029 2028/03/13

Dys-a10 A vialon 200800312

DME-3120 M wizion 20280312

DyS+1250 a vown 20280313

DyS-1210 B wnon 20080313

DME+1250 A vio303 20280313

Des-2130 B wosco 2008/03/13

DGS-1250 A 210808 20080312

0651250 B 110000 2028/03/13

Dos1210 E 833003 20280313

Dys-a10 a visaBIss 20280313

DMS-3130 a vsams 20280313

DIS-1250 a ® wiszess 200810313

Dys-1210 B 12991908 2028/03/13

DMS-1250 A vi8ebise 2008/03/13

D6s-3130 B ® w3605 202810313

D65-1250 B visenase 20280313

Dos-1210 E @ 1991000 202810313

0651100 A @ v4.00030808 202603120

< Page 1 of2 > > Resulsperpager 20 v

Parameter Description

Series Name Indicates the specific product series or model family of the device,
allowing administrators to easily identify and group compatible devices.

Hardware Version Displays the hardware revision of the device, which is essential for
selecting the correct firmware version that is compatible with the
device's physical components.

Firmware Version Shows the latest available firmware version for the device, helping
administrators verify the most current update available through the
Nuclias Unity Cloud Management platform.

Release Date Indicates the date when the firmware version was released, allowing
administrators to track the recency of updates and plan upgrade
schedules accordingly.
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Nuclias Unity User Manual Portal Overview

To access the Settings section in Nuclias Unity, navigate from the Dashboard and click Settings located on the left side menu
bar. The Settings section allows network administrators to configure various system preferences, manage account settings,
and customize platform behavior according to organizational requirements. From here, users can adjust global settings, site
configurations, and other administrative controls to optimize their Nuclias Unity Cloud Management experience.
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Nuclias Unity User Manual Portal Overview

To configure wireless network settings in Nuclias Unity, navigate from the Dashboard to Settings on the left side menu bar.
From there, select Wireless, then click SSID to access the SSID management section. This area allows network administrators to
create, configure, and manage wireless network names (SSIDs) for access points across the network. Here, you can define SSID
profiles, set security protocols, configure VLAN assignments, and apply SSID settings to specific sites or device groups to ensure
secure and organized wireless connectivity.
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Parameter Description

Status Indicates whether the SSID is currently enabled or disabled, allowing
administrators to activate or deactivate the wireless network as needed.

Wi-Fi Name Displays the service set identifier, which is the public name of the
wireless network that appears to users when connecting.

VLAN Shows the VLAN assigned to the SSID, enabling network segmentation
and traffic isolation for the wireless network.

Wi-Fi Band Indicates which wireless frequency band the SSID operates on, such as
2.4 GHz, 5 GHz, or both, allowing optimization for device compatibility
and performance.

Security Displays the security protocol applied to the SSID, such as WPA2, WPA3,
or Open, ensuring appropriate encryption and access control for the
wireless network.

Clients Shows the number of client devices currently connected to the SSID,
providing visibility into wireless network usage and capacity.
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Nuclias Unity User Manual Portal Overview

To create a new wireless network, click Create New Wireless Network in the SSID section. This will open a configuration
wizard where you can define the settings for the new SSID, including the Wi-Fi Name, VLAN assignment, Wi-Fi Band, Security
protocol, and other advanced options. Once configured, the new wireless network will be available for deployment to selected
access points or sites across your network.
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Portal Overview

To create a new wireless network, click Create New Wireless Network in the SSID section. This will open a configuration
wizard where you can define the settings for the new SSID, including the Wi-Fi Name, VLAN assignment, Wi-Fi Band, Security
protocol, and other advanced options. Once configured, the new wireless network will be available for deployment to selected
access points or sites across your network.

Nuclias Unity User Manual

«  Afterclicking Create New Wireless Network, begin by completing the General section with all required information. Enter
the SSID Name to identify the wireless network, select the appropriate Band (2.4 GHz, 5 GHz, or both), choose the Security
protocol (such as WPA2 or WPA3) to ensure network protection, and assign a VLAN ID for traffic segmentation.

«  Once the general settings are configured, proceed to the Advanced Settings section, where you can enable or disable
SSID Broadcast to control whether the network name is visible to clients, and enable or disable Captive Portal to require
user authentication or acceptance of terms before granting network access. After configuring these settings, click Create
and save to create the new wireless network.

Create New Wireless Network

¥ General

After creating a new wireless network, the newly created SSID name will appear in the SSID section, where you can view, edit,

or manage its settings as needed.
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Nuclias Unity User Manual

Portal Overview

Select the newly created SSID, and the settings window will appear on the

information or Remove the active SSID as needed.
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Following the Settings option, users can view connected client information in the Client section. This section displays detailed
data about all clients currently connected to the network, including client name, IP address, MAC address, connection status,
and other relevant details for monitoring and troubleshooting purposes.
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Nuclias Unity User Manual Portal Overview

To configure wired network settings in Nuclias Unity, navigate from the Dashboard to Settings on the left side menu bar.
From there, select Wired to access the wired network configuration section. This area allows network administrators to manage
switch settings, configure VLANSs, define port profiles, and apply wired network policies across connected switches to ensure
optimal performance and security for the wired infrastructure.

Select Basic to access the Global Settings, where you can configure fundamental network parameters that apply across the
entire wired infrastructure.

LBD Configuration (Loop Back Detection): Detects network loops on ports or VLANs and automatically blocks the affected
traffic path to prevent broadcast storms and improve network stability.

DDP Configuration (Device Discovery Protocol): This feature enables automatic discovery and identification of connected
devices on physical ports and port-channel interfaces, helping simplify device management and improve network visibility.
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Nuclias Unity User Manual Portal Overview

In the Wired section under Settings, Port Management allows administrators to configure and manage port settings for
both Switches and Access Points. This feature provides control over individual port parameters such as enabling or disabling
ports, configuring VLAN assignments, setting speed and duplex modes, and applying PoE (Power over Ethernet) settings. Port
Management enables precise control over network connectivity and device power delivery, ensuring optimal performance and
reliability for all wired connections across the network infrastructure.
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Nuclias Unity User Manual Portal Overview

In Port Management under the Wired section, administrators can view and configure the following parameters for Switches:

Parameter Description

Device Name Identifies the specific switch or access point being managed.

Port Displays the physical port number or identifier on the device.

State Indicates whether the port is currently enabled (up) or disabled (down).

Port Name Allows a custom name to be assigned to the port for easy identification.

Port Profile Shows the port profile applied, which contains predefined
configuration settings.

Speed Displays the negotiated or configured speed and duplex mode (e.g., 1
Gbps Full Duplex).

Port Type Indicates the port type, such as Ethernet, SFP, or PoE.

Aggregation Shows whether the port is part of a link aggregation group (LAG) for
increased bandwidth.

PVID Displays the Port VLAN ID used for untagged traffic on the port.

PoE Power Usage (W) Shows the current Power over Ethernet consumption in watts for PoE-
enabled ports.

Model Name Displays the specific model of the switch or access point.

RSTP Indicates whether RSTP is enabled to prevent network loops.

LBD Shows whether loop detection is enabled to prevent network loops.

DDP Indicates whether device discovery is enabled for automatic network
device identification.

LLDP Shows whether LLDP is enabled for neighbor device discovery and
network topology mapping.

STP Guard Displays whether Spanning Tree Protocol guard is enabled to prevent
unauthorized topology changes.

Port Schedule Shows whether a schedule is configured to automatically enable or
disable the port at specific times.

PoE Schedule Indicates whether a schedule is configured for PoE power delivery to
connected devices.

Access Policies Displays any access control policies applied to the port for security
enforcement.

Mirror Shows whether port mirroring is enabled for traffic analysis or
monitoring.

Port Isolate Indicates whether port isolation is enabled to prevent communication
between specific ports.

Tags Displays any metadata tags assigned to the port for organization and
filtering.

Flow Control Shows whether flow control is enabled to manage network congestion.

Number of IGMP Group Indicates the number of IGMP groups active on the port for multicast

traffic management.
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Parameter Description

Device IP Displays the IP address assigned to the switch or access point for
network identification and management.

Tx Traffic Shows the total amount of transmitted data (outgoing traffic) on the
port, typically measured in bytes or megabytes.

Rx Traffic Shows the total amount of received data (incoming traffic) on the port,
typically measured in bytes or megabytes.

Tx Multicast Displays the total amount of multicast data transmitted from the port,
used for one-to-many communication.

Rx Multicast Displays the total amount of multicast data received on the port.

Tx Broadcast Shows the total amount of broadcast data transmitted from the port,
used for network-wide communication.

Rx Broadcast Shows the total amount of broadcast data received on the port.

Tx Packets Displays the total number of data packets transmitted from the port.

Rx Packets Displays the total number of data packets received on the port.

Total Traffic Shows the combined total of transmitted and received traffic on the

port, providing an overall view of port utilization.
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In Port Management, select any port to view all the information in the General section. This section provides a comprehensive
overview of the selected port, organized into the following categories:

Port Information: Displays basic port details such as port name, port status, link speed, duplex mode, and PVID. This information
helps administrators quickly assess the operational state of the port.

PoE Information: Shows Power over Ethernet details for PoE-enabled ports, including power consumption in watts, power
allocation, and PoE status. This allows administrators to monitor power usage and ensure sufficient power delivery to connected
devices.

Advanced Information: Provides additional configuration details such as port profile assignments, allowed VLANs, enabled
features (e.g., LBD and DDP), and security settings like port isolation and flow control.

Device Information: Displays information about the device connected to the port, including device name, MAC address, and
connection status, helping administrators identify and troubleshoot connected endpoints.

This centralized view enables efficient monitoring and management of individual ports, ensuring optimal network performance
and quick resolution of port-related issues.
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In Port Management, after selecting a port, administrators can configure its settings directly within the Settings section. The
following configuration options are available for modification:

Port Settings: Modify basic port parameters such as port status (enable or disable), port name, link speed, duplex mode, and
PVID to adjust connectivity and VLAN assignment.

PoE Settings: Configure Power over Ethernet settings for PoE-enabled ports, including enabling or disabling PoE, setting power
limits, and applying PoE schedules to control power delivery based on time or usage.

Advanced Settings: Adjust advanced port features such as enabling Loop Back Detection (LBD), Device Discovery Protocol
(DDP), Link Layer Discovery Protocol (LLDP), port isolation, flow control, and port mirroring to enhance network performance,
security, and monitoring capabilities.

These configurable options allow network administrators to fine-tune port behavior to meet specific network requirements and
ensure optimal device connectivity.
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In Port Management under the Wired section, the following parameters are available for Access Points:
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Parameter Description

Device Name Identifies the specific access point being managed.

Port Displays the physical port number on the access point, typically
indicating the Ethernet interface.

State Indicates whether the port is currently enabled (up) or disabled (down).

Port profile Shows the port profile applied to the access point port, which contains

predefined configuration settings such as VLAN assignments and
network policies.

PVID Displays the total amount of multicast data received on the port.
Displays the Port VLAN ID assigned to the access point port, which
determines the VLAN for untagged traffic received on the port.

Allows VLANS Lists the VLANSs that are permitted on the access point port, allowing
traffic from multiple VLANSs to pass through while maintaining network
segmentation.

Tags Displays any metadata tags assigned to the access point port for
organization, filtering, and easy identification within the network
management platform.
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Captive Portal

To configure Captive Portal settings in Nuclias Unity, navigate from the Dashboard to Settings on the left side menu bar.
From there, select Captive Portal to access the captive portal configuration section. This area allows network administrators
to create and manage captive portal authentication pages for guest access or network authentication. Captive portals require
users to authenticate, accept terms of service, or provide credentials before gaining network access. Here, you can configure
portal appearance, authentication methods (such as social login, RADIUS, or voucher-based access), access policies, and
session settings to ensure secure and controlled network access for guests and temporary users.
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Parameter Description

Captive Portal Name Displays the unique name assigned to the captive portal profile,
allowing administrators to easily identify and manage multiple portal
configurations across different sites or networks.

Authentication Type Indicates the authentication method used by the captive portal, such
as Social Login (e.g., Facebook, Google), RADIUS Authentication, Local
Authentication, Voucher-Based Access, or Simple Acceptance of terms
and conditions.

Preview Provides a preview option that allows administrators to view the captive
portal login page as it will appear to end users before publishing or
deploying the configuration, ensuring the design and functionality
meet expectations.
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Captive Portal

In the top right corner of the Captive Portal section, click Create Captive Portal to create a new profile. This will open a
configuration wizard where you can define the captive portal settings, including the Captive Portal Name, Authentication
Type, portal appearance, access policies, and session limitations. Once configured, the new captive portal profile will be
available for deployment to selected SSIDs or networks to manage guest access and authentication.

In the Add Captive Portal window, fill in the required information to create a new captive portal. Enter a unique

Captive Portal Name to identify the profile, select the desired Authentication Type (such as Social Login, RADIUS, Local
Authentication, or Voucher), and configure additional settings such as portal appearance, access policies, session timeout, and
terms of use as needed. Once all required fields are completed, click Create the new captive portal profile.
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Notification

To configure Notification settings in Nuclias Unity, navigate from the Dashboard to Settings on the left side menu bar.
From there, select Notification to access the notification configuration section. This area allows network administrators to
manage alert preferences, define notification rules, and configure delivery methods for system events and network alerts.
Here, you can set up email notifications, define severity levels for alerts (such as Critical, Warning, or Info), and specify which
events trigger notifications for monitoring and troubleshooting purposes. Proper notification configuration ensures that
administrators are promptly informed of important network events and potential issues.

Email Notification: Enables or disables email alerts for system events and network notifications. When enabled,
administrators can configure recipient email addresses and define which events trigger email alerts to ensure timely
awareness of network activities.

Device Offline: Configures notifications for when devices such as access points or switches go offline. This alert helps
administrators quickly respond to network disruptions and minimize downtime.

Device Registration: Configures notifications for device registration events, such as when new devices are added to the
network or when device registration status changes. This provides visibility into network expansion and device inventory
changes.

Firmware Upgrade: Configures notifications related to firmware updates, including successful upgrades, failed updates, and
available firmware versions. This helps administrators stay informed about device maintenance and ensure devices remain
current with the latest firmware releases.

These notification settings enable network administrators to stay informed about critical network events and maintain
proactive network management.
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To configure Profile for Port and MAC Address settings in Nuclias Unity, navigate from the Dashboard to Settings on the
left side menu bar. From there, select Profile to access the profile management section, where you can configure both Port
Profiles and MAC Address Profiles. Port Profiles allow administrators to define standardized configuration settings for
switch ports, including VLAN assignments, PoE settings, and security policies, which can be applied across multiple ports for
consistent network configuration. MAC Address Profiles enable the management of MAC-based access controls, allowing
specific devices to be authorized, restricted, or assigned to particular VLANs based on their MAC addresses. These profiles
streamline network management by simplifying configuration deployment and ensuring consistent policy enforcement
across the network infrastructure.
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To create a port profile for Switches and Access Points, navigate to Settings from the left side menu bar, then select Profile
followed by Port Profile. Click the Create New Port Profile button located in the top right corner of the main content area.
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Parameter Description

Profile Name A unique identifier assigned to the port profile for easy recognition and
management across the network.

Device Type Specifies the type of device the profile is intended for, such as Switch
or Access Point, ensuring appropriate settings are applied based on the
device category.

Port Status Defines the default operational state of the port when the profile is
applied, allowing administrators to set ports as Enabled or Disabled as
needed.

PVID Sets the Port VLAN ID, which determines the VLAN assignment for

untagged traffic received on the port, ensuring proper network
segmentation.

Allow VLANSs Lists the VLANs permitted on the port, allowing traffic from multiple
specified VLANSs to pass through while maintaining network isolation
and security.

Assigned Port Displays the specific ports to which the port profile has been applied,
providing visibility into where the profile configuration is currently
deployed across switches and access points.
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After clicking Create New Port Profile, a new window will appear. In this window, first choose either Switch or Access Point
as the device type, then fill in the required information under the following sections:

Port Status: Defines the default operational state of the port when the profile is applied, allowing administrators to set ports
as Enabled or Disabled as needed.

Port Type: Selects the specific port type, such as Ethernet, SFP, or PoE, ensuring the profile settings are compatible with the
physical port characteristics.

PVID: Sets the Port VLAN ID, which determines the VLAN assignment for untagged traffic received on the switch port,
ensuring proper network segmentation.

Copper Link Speed: Configures the link speed for copper (RJ-45) ports, such as Auto-Negotiation, 10 Mbps, 100 Mbps, or 1
Gbps, to optimize performance based on connected devices.

Fiber Link Speed: Configures the link speed for fiber (SFP) ports, such as 1 Gbps or 10 Gbps, ensuring proper connectivity for
fiber uplinks.

DDP (Device Discovery Protocol): Enables or disables Device Discovery Protocol on the port, allowing automatic detection
and identification of connected devices for simplified network management.

LBD (Loop Back Detection): Enables or disables Loop Back Detection on the port to identify and prevent network loops that
can cause broadcast storms and network outages.

Once all required information is completed, click Create to create the new port profile, which can then be deployed to
selected ports across switches or access points as needed.

Create New Port Profile
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When creating a port profile for an Access Point, the following parameters must be configured:

Device Type: Specifies whether the profile is intended for a Switch or Access Point, ensuring the appropriate settings are
applied based on the device category.

Profile Name: Assigns a unique name to the port profile for easy identification and management across the network.

PVID: Sets the Port VLAN ID, which determines the VLAN assignment for untagged traffic received on the port, ensuring
proper network segmentation.

Allowed VLANSs: Defines the list of VLANs permitted on the port, allowing traffic from multiple specified VLANSs to pass
through while maintaining network isolation and security.

These parameters provide the foundational configuration for port profiles, enabling consistent and efficient deployment
across switches and access points. Once these required fields are completed, click Create to save the Access Point port profile.

Create New Port Profile
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In the Profile section under Settings, MAC Address Profile allows administrators to manage network access and policies based
on device MAC addresses. MAC Address Profiles enable granular control over how specific devices connect to the network by
defining rules for authentication, VLAN assignment, and access restrictions. These profiles are commonly used for:

MAC Group Name: Assigns a unique name to the MAC address group for easy identification and management across the
network. This name helps organize multiple MAC address profiles and simplifies policy application.

MACs: Specifies the list of MAC addresses to be included in the group. Each MAC address should be entered in the standard
format (e.g., AA:BB:CC:DD:EE:FF) to ensure accurate identification of devices.

Action: Defines the policy applied to devices matching the MAC addresses in the group. Common actions include:
Allow: Grants network access to the specified devices.
Deny: Blocks network access for the specified devices.

These parameters enable network administrators to create granular access control policies, ensuring that only authorized
devices gain network access and that devices are automatically placed in the appropriate network segments.
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In the Create New MAC Group window, you can add MAC addresses to the group using multiple methods. First, specify a MAC
Group Name to identify the group. Then, you can populate the MAC address list by selecting one of the following options:

Add: Manually enter individual MAC addresses one at a time.

Upload: Upload a file containing a list of MAC addresses for bulk import.

Add from Client List: Select MAC addresses directly from the existing client list, allowing you to quickly add devices that are
already connected to the network.

Once the MAC addresses and group name are configured, click Save or Create to finalize the MAC group, which can then be
applied to MAC Address Profiles for access control and policy enforcement across the network.

Create New MAC Group

MAC Group Narne

MAC Address List [ Add ][ & Upload ][ ® Add from Ciient List ]

U MAC Address Description(Optional)

No Entry in the table
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In Settings, select General to access the general configuration settings for the site. This section allows administrators to define
essential site-level parameters. The following options are available:

Site Name: Assign a unique name to the site for identification and management across the Nuclias Unity platform.

Select Country: Choose the country where the site is located, which helps determine regional compliance settings and
regulatory requirements.

Time Zone: Set the local time zone for the site to ensure accurate timestamps for logs, schedules, and notifications.

NTP Server: Configure the Network Time Protocol server address to synchronize the site’s time with a reliable time source,
ensuring consistent timekeeping across all devices.

Address: Enter the physical address of the site for location reference and documentation purposes.

In the Device Account section, administrators can manage the credentials used for device communication:

Username: Specify the username for authenticating devices that connect to the Nuclias Unity platform.

Password: Set or update the password associated with the device account for secure device management.

Delete Site: Provides the option to permanently remove the current site from the Nuclias Unity platform. This action should
be used with caution, as it will delete all associated site data and configurations.

These general settings ensure proper site identification, time synchronization, and secure device management within the
Nuclias Unity cloud management platform.
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To access the Support section in Nuclias Unity, navigate from the Dashboard to Support on the left side menu bar. This
section provides resources and tools to assist network administrators with technical support, troubleshooting, and platform
information. Common features available in the Support section include:

o What’s New: Stay updated on the latest features, enhancements, and bug fixes released for the Nuclias Unity platform.

«  Announcement: View official notifications regarding system maintenance, scheduled downtime, critical updates, and
important platform changes.

« Resource Centers: Access user manuals, configuration guides, video tutorials, technical notes, and FAQs for
comprehensive platform support.

These resources help administrators stay informed and find the documentation needed to effectively manage their network
infrastructure.
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In the Support section, click What's New to view the latest updates, features, and enhancements released for the Nuclias
Unity platform. This section provides a summary of new functionality, improvements, and bug fixes introduced in recent
updates. Administrators can use this information to stay informed about platform evolution, explore newly available tools,
and understand how updates may impact network management practices. Regularly reviewing the What's New section helps
ensure that administrators are leveraging the full capabilities of the Nuclias Unity cloud management platform.
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Announcement

In the Support section, click Announcement to view important notifications and updates from the Nuclias Unity platform team.
This section displays official announcements regarding system maintenance, upcoming features, critical updates, and other
platform-related information. Administrators can use this section to stay informed about scheduled downtime, new releases,
and important changes that may affect network operations. Regularly checking the Announcement section ensures that
administrators are aware of key platform events and can plan accordingly to maintain optimal network performance.
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Resource Center

To access the Resource Center in Nuclias Unity, navigate from the Dashboard to Support on the left side menu bar, then select
Resource Center. This section provides a centralized repository of technical documentation and learning materials to assist
network administrators in managing their network infrastructure.
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