
We have quoted a lot of different research in episode one of

Which? Investigates, so if you want to do any more reading here are

the links to all the articles we came across while doing our investigation.

This is exactly what happened to Andy Greenberg in 2015 as he drove a Jeep Cherokee down a St Louis
highway…

Fortunately he was expecting the hack - it was part of a demonstration put on by researchers Charlie
Miller and Chris Valasek - but the stress, and lorry horns, were very real…
https://ieeexplore.ieee.org/document/8890036

https://www.theverge.com/2016/8/2/12353186/car-hack-jeep-cherokee-vulnerability-miller-valasek
https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

A security update soon prevented the same happening to any other Jeep Cherokee drivers, but, as
VABE-HAV JAR (Vaibhav Jha) wrote In his 20.19 paper titled  “Towards the Prevention of Car Hacking: A
Threat to Automation Industry” the hackability of cars hasn’t reduced… it’s increased. As VABE-HAV
says QUOTE “considering the modern vehicle, it is quite easy to immediately picture a scenario where
a car is controlled using a smartphone.”
https://www.researchgate.net/publication/338541976_Towards_the_Prevention_of_Car_Hacking_A_Threat_to_Autom
ation_Industry

Writing in US magazine the New Yorker as early as 2013,Gary Marcus, the Professor of Psychology and
Neuroscience at New York University, gave a bold prediction, stating - I quote -... “It's likely that
machines will be smarter than us before the end of the century".
https://www.newyorker.com/tech/annals-of-technology/why-we-should-think-about-the-threat-of-artificial-intelligen
ce

This is from author Steve Tengler in a Forbes article he wrote just last year:
‘Here’s the nasty truth: nearly every manufacturer has been hacked’
https://www.forbes.com/sites/stevetengler/2020/06/30/top-25-auto-cybersecurity-hacks-too-many-glass-houses-t
o-be-throwing-stones/?sh=3afe38457f65

Elsewhere in the article he quoted a report from cybersecurity firm Upstream who found that in 2020
there was a 73% growth in what’s known as ‘server attacks’ targeting the software systems in
connected vehicles. And what’s more, over a third were data and privacy breaches.
https://upstream.auto/press-releases/2021-report/

Turns out modern vehicles have multiple CANs. Which? research found the Ford
Focus has seven. The most critical is always the powertrain, which handles electronic
driving controls, such as braking, steering, clutch and acceleration.
https://magazine.which.co.uk/b26974f44b02d0e31a2ce8522f94c1fe/we_hacked_a_ford_focus_an
d_a_vw_polo_18?source=search

Their first aim was to find a way to compromise the cars’ braking and steering.
Something they were unable to do. Which is reassuring. But perhaps not surprising.
It took Charlie & Chris more than a year to work out how to hack that Jeep.
https://www.scientificamerican.com/article/why-car-hacking-is-nearly-impossible/
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According to the statistics website Statista there were almost 90 thousand motor
vehicle thefts in England and Wales last year, 20 thousand MORE than 7 years ago
and the majority of cases were from keyless car theft
https://www.statista.com/statistics/303551/motor-vehicle-theft-in-england-and-wales/

There’s a video on which.co.uk that shows how alarming quickly this can happen - link in the Show
Notes in the Episode Description
https://www.which.co.uk/news/2020/05/keyless-car-theft-why-arent-car-manufacturers-doing-more/

Comparison website Confused.com have just released the results of their own study looking at the
amount of data our cars collect about us, and which manufacturers collect more than most...

https://www.confused.com/car-insurance/clever-cars-what-they-know

According to the Society of Motor Manufacturers and Traders, May and June saw the best months’
figures since records began, especially with sales of second hand electric cars, up a whopping 351%
year on year.
https://www.smmt.co.uk/2021/08/used-car-sales-q2-2021/

Between December 2019 & February 2020, Which? surveyed more than 14,000 people who
had sold their car in the past two years. Over half had synced their phone to their car via
Bluetooth or USB. But, Of those who had synced, nearly a third had made no attempt
whatsoever to remove any of their data from their car before selling.
https://www.which.co.uk/news/2020/06/high-numbers-of-used-cars-sold-could-contain-previous-owner
s-personal-data/

In a 2019 survey of over a thousand people, the American Automobile Association found 71
percent of respondents were afraid to ride in fully self-driving vehicles.

https://newsroom.aaa.com/2019/03/americans-fear-self-driving-cars-survey/

And the final words on this I’m going to give to author and Emmy-winning CBS news correspondent
David Pogue who wrote something 5 years ago that still feels relevant today: He said “new technology
is always a little scary. But let's not exploit that fear”.
https://www.scientificamerican.com/article/why-car-hacking-is-nearly-impossible/
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