
We have quoted a lot of different research in episode one of

Which? Investigates, so if you want to do any more reading here are
the links to all the articles we came across while doing our investigation.

Here’s a name you’re bound to remember… one that made headlines around the world.

Edward Snowden.

https://edwardsnowden.com/

As a teenager growing up in America, he had three main interests, Japan, computers, and martial
arts. And in a way, these three things are all… interconnected.
https://www.biography.com/activist/edward-snowden

Snowden became aware of a U.S Government surveillance program codenamed PRISM. Started in
2007 by President George Bush under the Protect America Act, the programme compelled major
tech companies to share any data that matched certain court-approved search terms, including in
email addresses and social media accounts.
https://www.zdnet.com/article/prism-heres-how-the-nsa-wiretapped-the-internet/

This mass surveillance programme, this sharing of the public’s data without their knowledge,
didn’t sit comfortably with Edward Snowden and in 2013 he decided to go public, sharing
hundreds of thousands of files with two journalists: Glenn Greenwald and Laura Poitras.
https://www.theguardian.com/world/2013/aug/19/edward-snowden-nsa-secrets-glenn-greenwald-laura-poitra
s

Last year, in a landmark ruling, the US Court of Appeal found that PRISM - the country-wide
surveillance programme led by the US Government - was QUOTE ‘unlawful’, and they made that
decision entirely thanks to the evidence Snowden collected.
https://www.bbc.co.uk/news/technology-54013527

And here’s a thing: Snowden claims that it isn’t just the US operating this kind of
programme. He says that the UK cyber security agency GCHQ also carries out
QUOTE “mass interception and tracking of internet and communications data.”...
https://www.independent.co.uk/news/uk/home-news/edward-snowden-gchq-collected-inform
ation-from-every-visible-user-on-the-internet-10517356.html

Following all this, the US have, publicly at least, been working to restrict the data
collection powers of the NSA. The UK’s response was to introduce the investigatory
powers act.
https://www.gov.uk/government/collections/investigatory-powers-bill

Polls released at the time found that we British care more about security than privacy… so if these
laws help keep us safe, is our reduced privacy a worthwhile sacrifice?
https://yougov.co.uk/topics/politics/articles-reports/2017/06/12/Security-Trumps-Privacy

According to Statista, as of January this year (2021) there were way over 4 and a half billion active
internet users worldwide.
https://www.statista.com/statistics/617136/digital-population-worldwide/

On average, us Brits will spend the equivalent of 22 years, one month and four days of our lives
online.
https://www.independent.co.uk/life-style/uk-time-spent-online-poll-b1835674.html
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Popular web browsers Firefox and Safari have already started to block tracking cookies from being
used, and Google Chrome - the world’s most popular web browser - has announced it’s following
suit too. Not though, until 2023.
https://www.invoca.com/blog/tracking-cookies-are-dead-what-marketers-can-do-about-it

The reason WHY you get these pop ups dates back to May 2018 when the GDPR, the
General Data Protection Regulation, came into force.
https://www.vox.com/recode/2019/12/10/18656519/what-are-cookies-website-tracking-gdpr-privacy

A huge thanks to the guys at Kaspersky for their I.P address guide by the way - that
helped me get my head around it.
https://www.kaspersky.com/resource-center/definitions/what-is-an-ip-address

Kate at Which? mentioned Brave to me too, and if you’d like to go and check it out yourself you can.
I’ve put a link to some more information on it in the show notes.
https://brave.com/

In an article for Forbes last year, journalist Morey Harber claimed that each person should be using
at least four different email addresses regularly to protect from potential cyber attacks.
https://www.forbes.com/sites/forbestechcouncil/2020/02/13/why-every-person-needs-at-least-four-email-account
s/?sh=73eae3117006

Earlier this year the ‘The New York Times Customer Insight Group’ published a study titled “The
psychology of sharing: why do people share online?”
https://templatelab.com/the-psychology-of-sharing/

In March 2018 The New York Times, working with The Observer of London and The Guardian,
obtained documents from Cambridge Analytica.
https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-fallout.html

To use the oft-quoted phrase: "If you are not paying for it, you're not the customer, you're the
product."
https://mashable.com/article/facebook-you-are-not-the-product

Last year Which? research found that 82% of people surveyed are being tracked on Facebook far
more than they expected.
https://www.which.co.uk/news/2020/10/how-to-control-your-data-on-facebook/

In 2018 Google, which trades under the name Alphabet, made over 30 billion dollars in revenue.
https://www.cnbc.com/2018/04/23/alphabet-earnings-q1-2018.html
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