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Abstract: The Ethereum Blockchain is the second most popular platform in the blockchain
technology sector. Allowing for the use of smart contracts, which in turn ensures compu-
tational versatility on its platforms, it gives rise to a plethora of “DApp’s” and Currency
platforms. However, major issues with Ethereum is its latency and delay in transaction
speed, as well as the high occurring costs, or “Gas” fees, to send currency from one address
to another. In this project we will explore the efficiency of the “Optimistic” layer two
“roll-up” in solving this Layer One transaction cost issue. Additionally, A demonstration
of the improved scalability brought about by the developments in Layer 2 solutions in the
Blockchain and Ethereum Eco-system will be provided.
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Chapter 1
Introduction

With the rise of Cryptocurrencies and Blockchain technology within the time frame of
2009 to present day we have seen both amazing efficiencies and applications of the tech-
nology as well as deficiencies and exploitation occur. This has given rise to new areas
of research within the fields of Cryptography, Security infrastructure, peer-to-peer infor-
mation networks and scalability improvements within the technology itself. Blockchain
technology is perceived by many as a possible solution to many real world issues cur-
rently due to its decentralised nature and inherent security and safety models. However
the issue that this technology faces, before many of these goals can be achieved, is the
scalability issue. As the technology stands right now it is not possible for mass adoption
as simply put no Blockchain can handle the world at scale currently. With issues rang-
ing from low transactions speeds, Exuberant computational costs, real world currency
transaction costs having periodic exponential increases as well as the technology itself not
being user friendly or having a low barrier to entry the Blockchain world has made rapid
improvements to meet the demand for scale with varying results.

Within this document the areas of cryptography, blockchain and layer two solutions
will be explored in fine detail with the aim of exploring the benefits and drawbacks of a
layer two solutions, with emphasis on the ”Optimism” network, in a real setting using an

assortment of development technologies.



1.1 The Project Aim

The aim of this project is to identify the key issues facing Blockchain technology, specif-
ically Ethereum, and investigate the various Layer Two solutions proposed to address
these problems. In order to achieve we also need to understand, at a high level, the key
components of the Blockchain ecosystem. For each of these areas, I have outlined the

basic level of investigation required below:

Blockchain: Identify and understand the key components and basic functionality of

Blockchain technology

Ethereum: Gain an in-depth understanding of Ethereum as a product, as well as an
understanding of the current issues facing ETH 1.0. Further investigate the chain

of issues that ultimately led to the development of layer two solutions

Layer Two Solutions: Explore the rapidly expanding and developing area of layer two
solutions with the aim of implementing and presenting real world evidence to attest
to their viability as ideal solutions. Simultaneously, analyse previous unsuccessful

models to identify where and why they failed to provide resolution.

Rollups: Gather data on the current implementations of rollups being implemented on

ETH 1.0 - their current capabilities and their future possibilities

Optimism: Work with the Optimism network in an attempt to verify the theoretical

transactions improvements to both transaction processing and speed.



Chapter 2

State of the Art

In this chapter we will explore the State of the Art relevant to Blockchain technology
namely, Ethereum, Layer two solutions, the concept of Rollups and specifically, one known
as an “optimistic” rollup. The purpose of this being to examine the initial problem of
“gas” fees within the Ethereum Blockchain and analyse other potential solutions that
exist within the sector currently, with the aim of thoroughly examining the inner working
of an Optimistic layer two transaction solution to confirm whether it is indeed the optimal
solution at present. A full breakdown of all the technologies required for full understanding
of both the problem and the potential solution are documented.

Blockchain technology being the foundation on which the project is based , the ad-
vancement made by the Ethereum developers upon the original infrastructure proposed in
the paper “Bitcoin - A Peer to Peer Electronic Cash System” written by Satoshi Nakamoto
is thoroughly researched as to have the best understanding of the high level workings of
the foundation of the problem at hand.

Also required for full understanding is insight into Ethereum and its advancements
upon the base idea of a Blockchain which by extension shows the current transactions
issue relating to exuberant “Gas” fees caused by Ethereum’s limited ability to handle
large volumes of transactions on a second by second basis, which in turn brings forth the
issue to be solved by Layer Two Solutions.

Various Layer Two solutions such as a channels, Plasma ,sidechains and Rollups were
analyzed as many, if not all borrow concepts and technology from each other yet provide
different benefits and drawbacks based on the route taken forward by each development
team.

Optimistic Roll ups and they’re validity as the most optimal solution to the Gas Fee
issue currently affecting the Ethereum Eco-system. A dive into its improvements over past

solutions such as ”Plasma” to highlight the issues that are both solved and are still being



addressed. A comparison between it and ZK-Rollups, the alternative rollup technology
also showing promise in the area and a comparative in real world application use and
development.

A glimpse at the current working development abilities of both ZK-rollups and Op-
timistic rollups. A practical demonstration of the real world usefulness of the rollups as

they stand in their current state.



2.1 Cryptography

The basis of Cryptography is easiest explained through the use of our three characters
Alice, Bob and Oscar. Cryptography is a method by which Alice and Bob can commu-
nicate over an insecure data medium or site without the opponent, Oscar, being able to
read the data being transferred between them. Encryption is a method of converting
plain text and simple data into a unreadable form of text or data through the use of
cryptography. This This string can be reverted into the original readable format with the
correct credentials known only to the sender and the recipient, (decryption) thus ensuring
giving the communication remains private and secure. This method is used for many
things including secure data storage or end-to-end messaging which is only readable by
the users involved and no other. In simple terms cryptography is a method in which to
ensure that only the intended recipients can access the data sent to them.

In many forms of cryptography the idea of keys is used. In an example where two
users, Ashley and Bradley, are sending a message, each user would have both a private
and public key. The public key, as the name suggests, is obtainable by anyone not only
Ashley and Bradley. However the private keys of both parties is only known to themselves.
When a message is to be sent Ashley will generate a new key using both her own private
key and Bradley’s public key. The message sent is encrypted using this key generated by
the private-public key pair. Upon receiving the message Bradley creates a key-pair using
his own private key and Ashley’s public key and using this key-pair he is able to decrypt
and view the original message sent by Ashley.

In figure a set of Mathematical formulae describe the definition of a Cryptosystem.

Definition 1.1: A cryptosystem is a five-tuple (P, €, K, £, D}, where the
following conditions are satisfied:

1. P is a finite set of possible plaintexts;

b

( is a finite set of possible ciphertexts:

XK, the keyspace, is a finite set of possible keys;

el

Foreach i € X, there is an encryption rule e € € and a corresponding
decryption rule diy € D. Each epy : P — Cand d : € — P are
functions such that d ;- (e (z)) = r for every plaintext element » € P.

Figure 2.1: A set of Mathematical formulae describe the definition of a
Cryptosystem



In this way cryptography is used for data security and privacy. An issue with crypto-
graphic methods is a trust factor. The generated private-public key from Ashley might
be tampered with by a third party at some point within the transaction of data. It is not
possible to guarantee that the key pair generated at any point is protected from malicious
changes. Therefore a trust party is required to guarantee that the public-private key pair
generated is valid and authentic. There are two methods used to prove or authenticate
the key-pair generated:

A public Key Infrastructure in which a third party validates the public key pairs of
all users in a network and determines if malicious changes have been made at any stage
in each transaction. As this validation is carried out on a third parties hardware, there
must be an implicit trust between the parties involved and the third party maintaining

security. An example given in figure [2.2

Store
Request Bob’s > certificate
certificate . 1
.
\-—-"
./-“..\~ D - t =Ir L]
irecto L .
W\ " Y "n Certificate
<’ Authority (CA)
User
(Alice) Verify Bob’s Obtain
aauiilioais and certificate Request
certificate

encrypt using
4 Bob’s public key

é& Registration

User Registration
(Bob) Authority (RA)

Figure 2.2: Example diagram a Public key Infrastructure transaction
occurring



A “web of trust” is a decentralised method where each user has a public and private
key. A key binding is made to link that public key to a specific user ensuring that any
recipient can confirm that the sender and its data is indeed from the specified user. the
sender then encrypts their data with the recipients public key ensuring that only the
recipient can decrpyt the data sent. Other recipients validate the trust of this transaction
by signing the transaction with their private key. A users trust is validated by other users
around them in what is called a “ring”. This ring of users validate that a sender can be
trusted with users closest to the sender confirming the level of trust considered completely
valid and users further from the sender having a much less trusted confirmation of the

senders validity. An example given in figure

Eva direct Manuel
Friend : | trust > Stranger ‘ |

trust

indirect Susi
Stranger

direct e
trust SN

e

indirect

direct
trust
\ T T A
Axel = | indirect > Manfred
Friend trust Stranger

Figure 2.3: A decentralised method for certifying and validating the
trustworthiness of a user and their credentials in a given transaction.
The users closest to the sender have a full proof trust of the sender
whereas users further away would trust the sender less as more "hops”
are required to find a user to validate this transaction

For Blockchain technology a Secure Hashing Algorithm(SHA) is used when creating
the hash of each block in the form of a cryptographic proof. In Bitcoin’s case the method is
SHA-256, whereas in Ethereum’s case it uses Keccak-256 which is a hash function within
the SHA-3 grouping.



2.2 Blockchain Technology

Blockchain technology was original conceptualised in the paper “Bitcoin - A Peer to Peer
Electronic Cash System” written by Satoshi Nakamoto. Satoshi has not been confirmed
to be a single person and it is speculated that it is a name agreed upon by a collective
group that worked on the original Bitcoin whitepaper. The Bitcoin whitepaper introduced
a new way in which transactions could be handled without the need for a “middle man”
or a financial institution for liquidity purposes. Timestamps on transactions allowed
blockchain to address the “double-spend” issue, an issue in which a user would spend a
specific amount of their funds in multiple places or transactions at the same time, that
would usually require these third parties to oversee. The proposed technology would add
benefits such as instant transactions, a drop in transaction costs and open access at all
times to the public. Often referred to as a public distributed ledger, Blockchain technology
is a method in which transaction details are stored in ”blocks” which are appended to
the previous block in a non-editable and unchangeable chain of information, known as
immutable, that is checked for validity by cryptographic proofs. “We define an electronic
coin as a chain of digital signatures” [18], These digital signatures are used to verify the
previous owners, parties involved and specific transactions of a coin on the blockchain.

Each block in the chain contains four values:

e The Hash Value of the previous block from which the current block’s hash value
is generated. This guarantee’s that the block is valid, If some block were to be
tampered with , its hash value would change therefore invalidating all blocks ahead
of it as all blocks would need their own hash values recalculated based on the change
to the initial block, this being compared to the validated chain that is distributed
publicly throughout the network causes the block to be invalidated and rejected

from the chain restoring it to its previously healthy state.

e Data pertaining to the actions facilitated on the chain. This data can take many
forms but in the simplest example , for instance Bitcoin, it is the details of a financial
transaction that occurred between two parties, both of who’s hash signature is

recorded, as well as the value of Bitcoin that was exchanged within the transaction.

e A Nonce value, which is a randomly generated value used to add variation to the

hash value of the next block when it is being generated.



e After the nonce value has been found and the block validated , the new hash value
of the block will be generated with the nonce value and the previous hash giving a

new unique identifiable hash value for this specific block.

2.3 Ethereum

Ethereum is the second most known blockchain technology and leader in DApp devel-
opment and deployment in today’s world. Inspired by the growth of Bitcoin it set out
to improve on the structure on which an application could be built using its blockchain
technology. Maintaining the functions of a distributed ledger , trust-less transactions and
peer-to-peer networking Ethereum is set apart from Bitcoin by key differences and im-
provements. Ethereum uses the Keccak-256 hash function as its cryptographic method
as apposed to the SHA-256 used by Bitcoin. This Keccak-256 method is the winner of
a cryptographic method competition that spanned many years and was designed to be
the successor of SHA-2, which contains the SHA-256 method used by Bitcoin. Soon after
the development of Ethereum started the Keccak-256 method would be absorbed into the
SHA-3 hash functions grouping.

Ethereum, like Bitcoin, is a Proof-Of-Work blockchain meaning that “miners” are
rewarded for validating transactions on nodes with the cryptocurrency "Ether’ upon com-
pletion of a block being mined. This means that miners are competing on computationally
intensive puzzles, or more precisely, trying to find a nonce that meets a specific target dif-
ficulty, which is a time and energy consuming task ([22]). Each block completed rewards
one Ether, which at the time of writing has fluctuated between a worth of Two thousand
to Four thousand United States dollars. Today Bitcoin is usually mined on Application-
specific integrated circuit(ASIC) miners while Ethereum is usually mined on Graphics
Processing Units(GPU’s) found in high end Computers or Gaming Computers. This is
due to the fact that Ethereum’s Keccak-256 hash function is an ASIC resistant hash al-
gorithm meaning that the architecture of a GPU, mainly its thousands of ‘Cuda-Cores’

makes them highly efficient at mining the EthHash algorithm.

2.3.1 The Block

As Ethereum grew and built upon previous Blockchain technology and concepts, the
amount of data required for functioning block creation increased as more data per block
was required to uphold the working functions of the Ethereum chain. In the original
proposed yellow paper for the Ethereum Virtual Machine the parameters of the new block
structure for the chain are shown. Along with the initial values described in section [2.2]



multiple other data objects are required to hold all pertinent data to be used in function
calls to the chain. Along with the original data stated, the objects required for a typical

Ethereum block are as follows:

e The ParentHash being the cryptographic hash of the parent block to the current
block

e The ommersHash being the hash of a sibling block to the parent block.

e The beneficiary which is a 160-bit address that all fess gathered from the mining

of the current block will be sent to.

e The stateRoot contains , after all transactions are finalised, the hash of the root

node of the state trie.

e The transactionsRoot contains the hash of the root node of the state trie structure

after being populated with all transactions within the block.

e The receiptsRoot contains the hash of the root node of the state trie structure

after being populated with all receipts within the block.

e The logsBloom A filter composed of logger address and topics from the logs of

each receipt.

e The difficulty value being the scalar value representing the mining computational

power required to mine the current block.

e The number being a scalar value equivalent to the number of block prior to the

current block.

e The gasLimit value depicts the current limit for gas expenditure for each transac-

tion stored within the current block.
e The gasUsed for all transactions within the current block.
e The timestamp at which the current block was created.

e The extraData is an array of 32 bytes or fewer containing any surplus data per-

taining to the current block.

e The mixHash used in unison with the nonce value proves that a viable amount of

computation has been applied to the current block.

10



e The nonce value as previously stated is a random value combined with the mixHash
to allow for a variation in the new hash value of the current block upon creation.

In Ethereum’s case a 64-bit value.

*This list items referenced from [25]
Along with these added block data objects came more ability to build data based appli-
cations on chain, in turn allowing for the addition of Smart Contracts into the Ethereum

network.

2.3.2 Smart contracts

Smart Contracts are a fundamental part of how Ethereum operates being the combination
of UI and protocols which allow for secure transactions on chain over a computer network
and are a fundamental part of how Ethereum operates. Smart contracts are written in
the object orientated language *Solidity’ proposed by Gavin Wood in 2014 and taken over
by the Ethereum project for development as their language of choice. A smart contract in
essence functions much like a real legal contract in the sense that until certain pre-agreed
conditions set by the smart contract creator are met an the outcome of a transaction by
parties involved will not commence or finalise. Smart contracts are the method in which
developers interact with the Ethereum Virtual Machine(EVM).

Due to all parts of the transaction happening on chain , the transaction does not
require a third party or overseer to maintain or guarantee its integrity. This is the trust-
less factor being demonstrated within the Ethereum architecture as all smart contracts
are fully automated meaning no middle man fees, or liquidity providers are necessary. As
all factors of the transactions or transfer or funds are agreed upon prior to the transaction
starting the parties involved do not need to worry about the state of their funds as if all
parameters of the transaction are met, it completes , otherwise all funds will return to

their respective parties.

2.3.3 The Ethereum Virtual Machine(EVM)

The EVM is a quasi-Turing-complete state machine [25], this being the case due to the
limitation on computations possible by the ’gas’ parameter. “In the field of computer sci-
ence, a state machine refers to a machine that is able to read a series of inputs and,
based on those inputs, transition to a new state”[16]. The current state of the Ethereum
virtual machine revolves upon whether transactions are being made as without new input

no state transition will occur. For these transactions to effect the state of the EVM they

11



must be first verified by the Proof-of-work model or later , as explained in section [2.3.7],
by the new Proof-of-stake model.

'Gas’ is a unit of work done by the EVM and is a parameter that must be stated before
a transaction can take place. Much like gas in a car the idea is that the computation ability
of the EVM is limited to the amount of ’Gas’ you have in the tank, or in this case that
you have paid for prior to compilation and migration of your contracts onto the chain.
With this idea came the concern that any transaction that runs out of gas mid way would
be open to malicious tampering, however the EVM has been developed in such a way that
in this exact case, if insufficient gas is provided the state of the block will return to prior
to what it was the transactions start.

The EVM functions like a CPU as all contracts and message calls to the EVM must
be sent as byte code from a compiler. In this case solidity is used as the compiler. The
stack depth of the EVM is 1024, with each value stored on stack being a 256-bit word.
This design was chosen as its storage method is aligned with the cryptographic hashing
function used in Ethereum , keccak-256 [7].

The solidity compiled contracts , after being converted to bytecode , execute as a
set of EVM opcodes. On the stack, operations such as AND, ADD, SUB are all still
common place but EVM specific opcodes such as ADDRESS, BALANCE, KECCAK256,
BLOCKHASH also exist and are used in contract calls to the EVM for transactions and
timestamp calls [7].

Virtual ROM

(immutable)

Program counter Stack Memory (Account) storage

Gas available
Gas

Machine state p World state
(volatile) (persistent)

Figure 2.4: The EVM is a simple stack-based architecture
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2.3.4 Gas Fee’s and transaction costs

As Ethereum has exploded in popularity, currently running over three thousand Decen-
tralised Applications on chain currently, the gas fee and transaction cost has also exploded
since Ethereum’s beginning. The unit of measure for gas in Ethereum is "Wei’. One Wei
is equivalent to 10'® Ether with the average gas price being measured currently in Gwei.
One Gwei is equivalent to 1 billion Wei. The average gas price has fluctuated massively,
moving between 30 Gwei and 211 Gwei in the last year alone, although paid in Ether, in
FIAT currency being anywhere between 0.00006255 USD and 0.0004378 USD in Gas.

2.3.5 The Scalability problem

One of Ethereum’s main issues right now lies within its inability to handle transactions
at a speed matching that of the current demand. With an average transaction speed
on ETH 1.0 of 15 to 45 transactions per second, Ethereum’s throughput does not scale
to the demand for transactions on the chain causing massive price hikes in gas fees and
transaction costs. In this current climate, users trying to get their transactions mined
and verified on chain bid with their gas fees for a place in the queue of miners. Miners
then hash the transaction offering the highest amount of gas as it proves to be the most
rewarding in terms of profit for the miner. As Ethereum’s popularity rises and dips
through the market cycle the already strained transaction speed of the network is pushed
even harder causing extortionate gas fees and transaction costs for the average user no
matter the amount of Ether to be transferred.

Currently the Ethereum development team are working on ETH 2.0, which hopes to
massively alleviate the throughput issue that Ethereum faces currently on Layer One.
With a proposed one hundred thousand transactions per second, ETH 2.0 hopes to scale
the blockchain network to meet the current demand on chain. Moving from the current
proof-of-work model to the new proof-of-stake validation model mitigates the ”miner-
monopoly” that currently exists where miners are the driving force of validation therefore
taking the path of most profit rather then the path of most efficiency.

Proof-of-stake in comparison to proof-of-work is still in its early stages and has not
been as war tested[reference the Eth web-page on pos| as proof-of-work. In Proof-of-Stake
users stake their own Ether in one of two ways , either a user stakes a minimum of 32 Ether
to become a full node owner or a group of users stake their Ether collectively in what is
known as a staking pool, which cumulatively holds enough Ether to own a node on the
network. The miners are no longer required as nodes act as validators for transactions
and blocks on the network. Along with this no Ether is rewarded due to mining but

instead node owners collect a percentage of the transaction cost of every transaction that

13



is validated by their node.

2.3.6 The Data Availability Problem

Throughout Ethereum’s timeline an issue arose around the most successful Dapp deployed
in 2017 “Cryptokitties”. As the Dapp skyrocketed in popularity it highlighted an issue not
yet addressed within the Ethereum Network. As the popularity of this Dapp grew so did
the data requirements needed to sustain it. This in turn required the block data size on the
Ethereum mainchain to grow at an alarming rate as the majority of the networks resources
were monopolised by the Dapp. As the Layer Two solutions described in 7?7 were only in
development, the chain data size has grown to almost one terabyte in present day shown in
figure illustrating the need to off load data from the mainchain. The issue arising with
the chain size increase is a future in which the computational requirements, in terms of
hardware required, for running a node on the network becomes too great. In this outcome
centralisation could occur as entities monopolise the hardware required to participate as a
node on the network thus nullifying the reason for Blockchain’s creation, Decentralisation
and no censorship. The question should arise as to what took the development of these
Layer Two solutions so long, the answer being the data availability problem.

The data availability problem can be explained through the poker player anecdote. A
poker player enters a casino and exchanges his money for chips. He enters at a table and
plays the game with average success. The player wins a large hand and decides to cash
out from the game but before he can he is knocked unconscious by the dealer and looses
all memory of the last hand and his winnings. Before waking up the dealer and players
have returned the chips you had won to their previous positions, pretend that you did not
win the previous hand and continue the game as it was prior. You having to take their
word on the matter move on with the game no longer having the chips you won.

In the example the cash for chips exchange is an on-chain transaction. The games
played at the poker table are off-chain transactions. The player being unconscious and
losing his memory of the hand is data now unavailable to him. As these transactions and
malicious behaviours happen off-chain the transaction history you will return with to the
mainchain will be valid and yet theft has occurred. This is the data availability problem
that Layer Two solutions must address before any Layer Two solution can be regarded
as secure hence the large wait time on any one solutions being deemed the most efficient

without thorough testing [20].
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Figure 2.5: Chart showing the increasing demand and growth of data
required by the Geth Nodes to hold the Ethereum Blockchain data

2.3.7 Ethereum 2.0

The Current development happening within Ethereum as stated previously is the move
from Proof-of-work to the Proof-of-stake protocol. This comes with great benefits, but
has also raised many community concerns about the future of the Ethereum network.
With Ethereum 1.0 being bottlenecked by its 15 to 45 Transactions-per-second(TPS) it
is in need of an infrastructural change to begin to meet demand and lower the exuberant
gas fees surrounding its transaction cost issue. Understanding the changes to come along
with Ethereum 2.0 is important due to the nature change of the Layer Two solutions that
will still be present after the move has been finalised. As it stands at present the changes

coming with Ethereum 2.0 are as followed:

15



e A preexisting concept within other blockchains partitions the set of nodes into mul-
tiple smaller groups of nodes called committees that operate in parallel on disjoint
blocks of transactions and maintain disjoint ledgers. Such a partitioning of opera-
tions and/or data among multiple groups of nodes is often referred to as sharding
[26]. Built upon this idea is Shard Chains for ETH 2.0. Shard chains spread the
network’s load across 64 new chains. They make it easier to run a node by keeping
hardware requirements low [9]. As the requirements for running a node become less
this garners a healthier network as the ability to run a node becomes more acces-
sible to more users. With sharding the dramatic rise in memory required to store
the current chain state should ease substantially and lower the rate of growth to a

fraction of what it is currently.

e As Ethereum is upgrading to 2.0 the Proof-of-work model will be changed to a
Proof-of-stake model thus significantly decreasing the amount of energy required to

run a node on the chain.

e The move to ETH 2.0 cannot be instantaneous therefore a gradual merge between
1.0 and 2.0 must happen. The Beacon chain was launched on December first 2020
with its purpose being to begin the move towards Proof-of-stake, allowing staking

of Eth and use of the new security features that come with it.

e The move from proof-of-work to proof-of-stake comes inherent security changes
within the Ethereum network. The transition to proof-of-stake means that the
Ethereum protocol has greater disincentives against attack. This is because in proof-
of-stake, the validators who secure the network must stake significant amounts of
ETH into the protocol. If they try and attack the network, the protocol can auto-
matically destroy their ETH proof-of-stake [§].
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2.4 Layer Two Solutions

Layer Two solutions all center around the general idea of being a side-supporting appli-
cation to the main chain. This can be an alternate blockchain entirely or an internal
protocol within the original blockchain. This method of ”off-loading” work from the main
chain to a side chain or protocol has shown promise in the past as we have a current
working example on Bitcoin known as the “Lightning Network”. As an already standing
example of a Layer Two solution already implemented and working efficiently, it gives
merit to the idea that this area is where Ethereum will develop further alongside the
release of Ethereum 2.0. While researching for this project many of the current available

options for a Layer Two solution for the Ethereum Network were explored.

2.4.1 Channels

Channels allow for multiple transactions off-chain while only two transactions happen on
the main chain of the network. In the case of Ethereum, the load is taken off of the EVM
for these transactions as the only transactions that are handled on-chain are the sending
and finalisation of the transaction. This greatly reduces the cost of computation on the
main chain and allows for a higher level of throughput. Channels however comes with

drawbacks as certain prefixed requirements are required for it to function correctly.
e Participants need to be known prior to the first transaction on main chain.

e Participants are required to deposit funds for the transactions into a “Multisig”
contract. Multisig contracts or wallets work off the basis of multiple parties having
to agree and digital sign a transaction before any transaction can take place. This
greatly reduces any single-point of failure but does add additional steps to the

process of making any transaction [2].

e Time is required prior to transactions to setup channels for each user decreasing
ease of use for the end user and reducing open participation. Open participation
referring to the ability for anyone at any stage before the transactions process begins

to join the Multisig contract without prior arrangement.

e While the Multisig contract is being digitally signed prior to the transaction being
instantiated on the network , the funds sit inside of the contract which in turn
requires that the funds and contract have to be monitored constantly by the network
before the contract is completed and validated on chain adding to the resources

consumed.
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2.4.2 Plasma

“A plasma chain is a separate blockchain that is anchored to the main Ethereum chain, and
uses fraud proofs (like Optimistic Rollups) to arbitrate disputes. These chains are some-
times referred to as “child” chains as they are essentially smaller copies of the Ethereum
Mainnet. Merkel trees enable creation of a limitless stack of these chains that can work to
offload bandwidth from the parent chains (including Mainnet). These derive their security
through fraud proofs, and each child chain has its own mechanism for block validation”
[5].

Plasma being the parent of Optimism holds many similarities in terms of functionality.
These similarities were necessary to research in depth to understand the base layer upon
which Optimism was built. It’s use of fraud-proofs opens windows of allotted time after a
transaction has been finalised, but prior to it being verified on the main-chain, where any
node on the Layer One network can challenge the validity of the transaction hash. If the
transaction is proven by an internal node on the network to be invalid it becomes costly
for the original submitter to re-compute a valid hash for the transaction and in this way
discourages malpractice on chain. However if no node on the network challenges or can
prove the hash is incorrect within the proof window the transactions are taken as valid
and submitted to the main chain.

Plasma uses a Merkle Tree model as the basis for its scaling. As shown in figure [2.6
each Plasma block contains a transaction with its own hash. In an ideal situation where an
even number of transactions are to be computed the hash of block A and block B will be
added creating an AB hash. In the same way each non computed block will be paired with
its succeeding block ie. CD, EF, GH, etc. to give a combined block hash. This methods
continues upwards, forming ABCD block hashes and so on. When all transactions have
been entered into the tree the finalised single hash at the top of the tree is taken as the
root hash or the “Merkle Root” and this is submitted to the main chain for verification.

The merkle tree method expands onto a merkle proof. In the case of withdrawals,

when a user interacts with the root chain contract
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In general Plasma is encapsulated by the following:

e Plasma maintains a high throughput as well as a low Gas price per transaction
validated.

e Functionally efficient for transactions between users already established on the

Plasma network.

e Although it maintains an efficient peer to peer transaction cost, the network does
not support general computation ie. only token transfers and swaps are supported

on the network.

e Requires the use of Operators on the network to store data and serve it when

requested.

e Withdrawing funds from the network, much like Optimism, requires a withdrawal
window. This time span is usually several days but can be scaled upwards based
upon the current demand on the main network. In this way, although it delays the
withdrawal of funds quite severely, it mitigates the issue of a mass withdrawal of
funds in a short period of time known as a ”Plasma Exit” causing a huge bottleneck
on the main network. This in turn would exponentially rise gas prices for users on

mainnet defeating the purpose of the Layer T'wo Solution.

e Although its efficiency due to the use of child chains created from the Merkle tree
method allows for near infinite scaling, the computation limitation of the Plasma
network does not allow for general purpose smart contracts found on the Layer One

Ethereum mainnet, making it an imperfect solution for all use cases.

*All list items information gathered from [17].

19



Root Hash / Merkle Root (Hash ABCD)

Hash AB

Hash A

1

Transaction A

Hash CD

Hash B Hash C
Transaction B Transaction C

Hash D

|

Transaction D

Figure 2.6: Example diagram of the Merle tree method used in Plasma
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2.4.3 Sidechains

Sidechains are completely separate and independent from the main chain. They contain
their own consensus models and hash proof protocols to validate Layer One transactions.
Although they have different protocols to the main chain they are main chain compatible
in that, in Ethereum’s case, all sidechains must use the EVM as their computational ma-
chine allowing any smart contract that could be deployed to the main Ethereum network
to also be deployed with full functionality to said sidechain. Sidechains are given more
freedom in terms which security and proof methods are to be used by their chains but
they also run into the issue of being less decentralised than the Ethereum mainnet. The-
oretically on a sidechain, validator nodes on the network could potentially group together

to perform a fifty-one percent attack.

“The fifty one percent attack is a technique that occurs when an attacker is in posses-
sion of fifty one percent of the hashing power. This attack starts by creating a chain of
blocks privately, which is fully isolated from the real version of the chain. At a later stage,
the 1solated chain is presented to the network to be established as a genwine chain. This
1s what enables the double-spending attack. Since the blockchain policy complies with the
longest chain rule, if attackers are able to get fifty one percent of the hashing power or
more, they will be in a position to drive the longest chain by persuading the network nodes
to follow their chain. However, it is not strictly necessary to obtain fifty one percent of the
hashing power; if attackers get less than half of the hashing power, the double-spending at-
tack is still possible but with less probability of success. The more hashing power the entire
blockchain network comprises, the more costly the attack becomes. Thus, cryptocurrencies
with high network hashing are assumed to be more secure against the fifty one percent
attack” ([21]).

This issue is not exclusive to a sidechain but becomes more feasible and monetarily ap-
pealing to node owners on sidechains that carry large monetary worth on the network.
An example of this is the Bitcoin Gold fifty-one percent attack of 2018 and 2020 where
eighteen million dollars worth of Bitcoin gold was stolen due to the roll back and double

spend abilities made possible by the attack.
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2.4.4 Rollups

Rollups are a general purpose scaling solution that maintains its security level by keeping
in-line with the Layer One consensus and security protocol model of the mainchain, in
this case Ethereum. Rollups have become the more popular choice in terms of scaling
Ethereum, now and after Ethereum 2.0, for these reasons. The basic idea behind a
rollup is not very different from its other Layer Two scaling brethren, off-loading work
from the mainnet to a sidechain that does all transaction computing and passes the
finalised transaction hash back to Layer One chain for verification. How rollups differ
from the previously mentioned options is in their ability to maintain most, if not all of
the functionality of the Ethereum mainchain as well as keeping the Layer One security
model intact.

generally rollups can be summed up through the following points:
e Maintain the same consensus model as Ethereum.

e Maintain smart contract functionality on the layer 2 network with direct compati-

bility with the EVM.

e Rollups group together transactions of a user while on the layer 2 network, hash
all the transactions on Layer Two without returning to Layer One, and push the
finalized hash value from the bundled transactions to Layer One for verification on
the chain.

2.4.5 Optimistic Rollups VS Zero Knowledge Rollups

As part of the project, research was put into all rollup options available at the time
of starting, these being Optimistic Rollups and Zero Knowledge Rollups(ZK-rollups).
Although functionally similar, huge differences in the inner workings of these two options
and the approaches to solving the scalability issue made for interesting research and
affected the choice of rollup technology implemented later in the project.

The decision between using ZK-rollups and an Optimistic rollup came down to multiple
factors, the first of which being the development stage that ZK-rollups were in at the
start of this project. Previous to the now fully functioning EVM support, ZK-Rollups
could not handle the majority of EVM supported smart contracts meaning that direct
translation from Ethereum mainnet to a ZK-rollup was not a fluid task. In comparison,
the Optimistic Virtual Machine(OVM) showed almost perfect interoperability between
the EVM and OVM allowing for fluid smart contract deployment with minimal to no

solidity code changes required. Optimism has currently launched both a Kovan testnet
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and an Optimism mainnet which was the original proposed location for testing in this
project whereas ZK-rollups were a much less streamlined testing experience at the time

of selection.

2.5 Zero Knowledge Rollups

ZK-rollups are the combination of the rollups concept along with previously used and
demonstrated working models of a security protocol known as ZK-SNARKS. Projects
such as ZCash have already implemented this working model. “Zero knowledge rollups,
also known as ZK-rollups, bundle or “roll up” hundreds of transfers off-chain and gen-
erates a cryptographic proof, known as a SNARK (succinct non-interactive argument of
knowledge). This is known as a validity proof and is posted on Layer One” ([4]). Much
like a zero knowledge proof described in section [3.3] a SNARK allows for a ’prover’ to
prove that they know the secret required for the transaction without giving away that
secret publicly, the difference being that within a SNARK no interaction between the

Prover and Verifier is required.

2.5.1 Proof Method

ZK-Rollups employ the “Zero Knowledge Proof’ (ZKP) method. In this method two
parties, the ‘prover’ and the ‘verifier’, exist. When deployed correctly a ZKP can be used
to verify that the information within a transaction is true and valid without either party
having to disclose their private information. In terms of explanation the “Alibabas secret
cave” example proves easiest for understanding. In figure we see a female and male,
Amy and Bob at the mouth of Alibabas cave. In the cave there are two pathways, A
and B. At the end of both pathways there is a door that requires a secret to open the
door. Amy, the prover, wants to prove to Bob, the verifier, that she knows the secret for
opening the door without publicly releasing that information. Bob wants to verify the
trust value of Amy by verifying whether she does know the secret. Amy enters the cave
while Bob waits outside. Amy chooses a path randomly and arrives at the door. Bob
now enters the cave and informs Amy as to what pathway back to him he wants her to
arrive from. Amy , knowing the secret, then opens the door and returns along the path
chosen by Bob. However the possibility that Bob chose the path Amy had chosen to travel
initially and that she simply returned back the same path exists so the test must be ran
multiple times. The probability of Amy being dishonest and guessing the pathway Bob
would choose in a ZKP, ran twenty times, is approximately one in a million. Therefore

we can assume that Amy is honest and does know the secret required to open the door
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without revealing the secret.

Figure 2.7: An example figure of Alibaba’s cave, Amy being the female
figure and bob being the male figure, both pathways A and B aswell as
well as the door at the pathway intersection.

Built upon this, we revisit SNARKSs as the functioning working model for ZK-rollups.

A Zero-knowledge succinct non-interactive argument of knowledge(ZK-SNARK) is the

combination of the previously described protocols. The mathematical equation for a ZK-
SNARK can be described as

Y = C(z, w) (2.1)

where Y is the public output. C' is the public function. x the public input and w the

secret input.

2.5.2 Scalability

ZK-rollups are computationally quite taxing, in terms of hardware a test ran in 2018 on
a laptop with 7GB of ram available and a 20GB swap space would struggle to average
20 TPS in comparison to ETH 1.0’s 15-45. In more recent times, namely the last year,
however ZK-Rollups have been optimized massively now with a theoretical 2140 TPS
[11]. The SNARK protocol used is based upon the Groth protocol [12]. the Groth
protocol introduced pairing-based non-interactive zero-knowledge proofs, yielding the first
linear size proof based on standard assumptions [I3]. In this way it is possible to have
a verification complexity of O(1) which in theory means consistent costs regardless of
the amount of transactions processed [12]. This is possibly further optimised through
the change from Central processing units(CPU) to a Graphical-processing unit(GPU) as
the GPU, with its thousands of cuda cores, seem better suited to processing this type of
algorithm.

The initial limitation on ZK-rollups were its requirements for a trusted setup. Initially
the system would need to be quite centralised to work efficiently. A move to proof-of-

stake is required to make full use of the ZK-rollups as it is required for preventing a single
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operator on the network with more efficient proving hardware than others from censoring
data on chain as well as punishing operators that do not deliver promises in an attempted
Denial of Service(DOS) attack by burning their staked Ether as collateral.

Currently ZkSync, produced by matter labs, is a live ZK-rollup on the Ethereum
mainnet with multiple full feature sets available. The system does use a new framework
called Zinc, which in language terms closely resembles rust. Although the framework gives
ability to the ZK-rollup currently it is not a mass adopted language and smart contract
support for preexisting solidity contracts is not completely interoperable between the
EVM and a ZK-Rollup at this time.

2.5.3 Security

The overarching debate in the space of rollups right now is between fraud proofs and va-
lidity proofs. Where fraud proofs require a “timeout window” for a challenger to challenge
the hash output from layer 2 | the Validity proof requires the computation and completion
of a cryptographic proof to assure validity. Previously fraud proofs were looked upon as
the only viable path forward as validity proofs were computationally extremely expensive
making them the less appealing rollup security method. However with the latest devel-
opments in the space the computation has been optimised greatly as well as the idea of
using GPUs for further optimisation of the computation. In terms of security a ZK-rollup
has a more secure model basing its security on its cryptographic proofs however this im-
pacts the scalability of the system as a proof is required for each state transition which is
computationally taxing and limits throughput.

Along with all forms of current blockchain computing there is always the future issue
of a quantum computer which can calculate hash and nonce values quicker then the nodes
or miners on a network which would give rise to the aforementioned 51 percent attack.
As well as this a quantum computer with this capability would allow for double spending,
invalidating valid blocks and invalid transactions to possibly occur.

As is the case with all rollups they have an inherent decentralisation as transactions
are finalised on Layer One , giving them the same level of decentralisation as is available
on the mainchain. However as they require smart contracts on Layer One to act as both
a wallet for locked funds and a gateway into the layer 2 smart contract, this structure in
itself creates a‘“centralisation” of funds. The gateway smart contracts running the Layer
Two solution become somewhat of a “honey pot” posing a potential security issue in the

future.
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Chapter 3
Optimism

The primary purpose of this project is a high level exploration of the Optimism space.
Within this section the topics of how the system functions, the Optimistic Virtual Ma-
chine, the Proof methods employed within the network, the Scalability that optimism can
provide as well as an in depth look at its Security protocols are dismantled and explained.
Optimism is the network on which Optimistic rollups have been deployed and is also the
development network for Optimistic DApps. The main appeal currently with Optimism
is its theoretical ease of use for porting already existing DApps from the Ethereum main-
net to its layer 2 network, although in practice throughout the project it was found to
be lacking in the area somewhat. Although its TPS is somewhat slower than that of its
counterpart ZK-Rollups, this ease of use porting of general purpose smart contracts is the

driving factor as to why Optimism garnered such support from the community.

3.1 The System

Optimism, although called a layer two, functions inside of the Ethereum Blockchain. This
is done through the use of Smart contracts that emulate a modified version of the EVM.
This emulated and slightly tweaked version of the Ethereum Virtual Machine is known as
the Optimistic Virtual Machine which will be explored in section [3.2] For a user moving

from the mainnet to the optimistic network, the steps are as follows:

1. A user will decide upon an amount of Ether to be transferred to the layer 2 optimistic

network.

2. This amount will be exchanged using the Optimism Gateway found at :

https://gateway. optimism.io/

3. The amount of funds chosen will be deducted from the users Ether wallet and
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locked into the Optimistic Layer 1 Gateway smart contract. This contract functions
somewhat as a wallet for all funds currently tied up in layer 2. This contract also
works somewhat as a liquidator for the wallet itself as a place to pay out withdrawals

after a user returns from layer 1 to layer 2.

. A second contract works as an emulated EVM |, known as the OVM. In the process
known as minting, an equal number of Optimistic Ethereum to what was deposited
from layer 1 are created. For example if Alice deposits one-hundred Ether into
the Optimistic contract then, after locking the initial 100 Ether onto layer 1, one-
hundred optimistic Ether tokens will be created and allotted to Alice for spending

on layer 2.

. The user makes transactions on the network in the forms of contract deployment,
contract calls or normal peer-to-peer transactions using the Optimistic Ethereum
tokens. These transactions are bundled into a optimistic rollup along with a number

of other transactions occurring at any given time.

. this rollup of transactions is then computed, hashed and that hash output is re-
turned to layer 1 via the smart contracts. This output hash is then input into the
Fraud proof system explained in section [3.3| and shown publicly for a Dispute Time
Delay(DTD). Within this proof window, of usually seven days, any verifier node on
the network may challenge the output of this rollup. If no challenge to the output
of the rollup proves true , the output is accepted as valid and posted on layer 1.
If a challenge proves true, then the node that put forth the incorrect has value is

punished by burning some of the staked Ether required to own a node explained in

237

. When a user has finished on the layer 2 network and wishes to withdraw to layer
1, the current balance of Optimistic Ether in the users possession is burned by
the system and the same amount of Ethereum is returned to the user from the
Smart contract on layer 1 mainnet. This withdrawal is also subject to the fraud
proof window meaning it takes seven days to withdraw funds back to layer 1 in the

optimistic security model.

Multiple Smart contracts form the basis on how Optimism functions. A simplified

diagram for the sake of explanation is shown in figure A high level diagram of
the OPtimistic Ethereum Structure can be found in the Abstract(6.2) in figure . This

example is of a simple use case flow of the layer 1 to layer 2 transition and layer 2 returning

to layer 1. All black text are functions moving from layer 1 to 2, red being layer 2 to layer
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Figure 3.1: Example diagram of a simplified user interaction with the
optimism network and rollups

3.2 The Optimistic Virtual Machine

State transitions are a state change that happens within the EVM every time a transaction
occurs. As Optimism aimed to prevent invalid state changes from occurring off chain,as
this would result in invalid transactions when returning to Layer 1, they created the
Optimistic Virtual machine to function within the EVM so as to inherit its security
protocols and structure ensuring layer 1 safety on layer 2. This however is a difficult task
as differences between values such a the block timestamp on layer 2 create errors in output
which breaks the system. Within this section the modifications and changes required by

the OVM to mitigate and solve these potential errors are explored.

3.2.1 The Optimistic future Cone

Ethereum states are the set of all Ethereum state transitions possible from the current
state of the Blockchain. At each state the EVM calculates the next possible moves for
the system and places them inside a "cone”. A clearer example of this can be seen in
figure and as from the diagram the finalised blocks in green have already been
transitioned through by the EVM whereas the yellow area highlighted within the EVM
shows the set of all possible state transitions from this point forward. The red space
illustrates the state transitions no longer possible and therfore discarded by the system.
This cone concept is important as it is modified within the OVM to improve speed and

compute costs of these transitions.
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Figure 3.2: Example diagram of the Ethereum future cone determining
the possible state transitions for the Blockchain
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Figure 3.3: Example diagram of the Ethereum future cone determining
the new possible state transitions for the Blockchain
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The optimistic network builds upon the Layer 1 consensus protocol by gathering its
own localised information around the current state. “Layer 1 (L1) gives us a trusted,
but expensive, virtual machine (VM). Layer 2 provides an interface for efficiently using
the expensive L1 VM — instead of transactions directly updating the L1 state, we use
off-chain data to guarantee what will happen to L1 state. We call this guarantee an
“optimistic decision.””[19]. This gives rise to the topic of local assumptions made off
chain to guarantee potential state transitions. An example of this in action is the “displute
liveness assumption”. As the OVM gathers information about the transactions occurring,
in the form of off-chain messages [14] it defines the assumptions required to make an
“optimistic” decision on which states are possible given the information. In this way
since the OVM can assume that in any given channel, since the fraud proof windows exist,
any state in which a malicious withdrawal went undisputed or detected is a non viable
possible state transition and therefore can be removed from the set of all possible state
transitions. This narrows the ”cone” of possible transitions allowing for less computation
to be required. This can be seen in fig where through assumptions made on local
information , states 0 and 4 - n can be optimistically removed from the potential state
transitions. When the OVM’s state transitions forward from this point, as more data
becomes available, it further limits the states possible therefore decreasing the level of

computation required by the OVM.
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Figure 3.4: Example diagram of the Optimistic future cone determining
the possible state transitions for the Blockchain

The Optimistic Virtual Machine, as explained previously is a modified EVM running
on the optimistic network. The OVM allows for interoperability between Layer 1 EVM
general purpose smart contracts and the Optimistic network. The OVM is compatible

with all EVM functions and solidity compiled smart contracts. The OVM exists to allow
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for smart contract execution between layer 1 and layer 2. “The OVM guarantees deter-
ministic smart contract ezecution between L1 and L2” [I5] by being able to reprocess any
transaction on layer 2 back on layer 1 to prove its validity. Any input given to the OVM
in the form of opcode will only have one outcome, the computational trace of the OVM
transaction will be identical to that of an identical transaction re-calculated on layer 1.
This is crucial in design as the Fraud proof model and its proof window function through
the ability for any layer one node to recalculate the transactions from the layer 2 rollup,
having access to the transactions and any other pertinent information by use of the merkle
tree system, at any time back on the layer 1 Ethereum mainnet. This ability to guarantee
correct data availability between layer 1 and layer 2 comes from the “Execution manager”

within the OVM.

3.2.2 The Execution Manager

Within the OVM lies the answer to the data availability issue between layer 1 and layer
2. Once again a smart contract gives greater functionality to the system in the form
of the Execution Manager. The Execution manager is a virtualised container for OVM
smart contracts [6] and virtualises any and every data point that may cause differences
in execution of a transaction on Layer 2 from its EVM counterpart on Layer 1. This

includes:

e Smart contract storage.

e The "Context” attached to any layer 2 transaction ie. block number, timestamp,

the address of the account which sent the transactions (tx.origin).

¢ Routing of messages between smart contracts within the OVM.

In essence the Execution Manager virtualises any function of the EVM that may
produce a different result on Layer 2. There are approximately 15 Ethereum instruc-
tions virtualised inside the Execution manager currently [6], one of which being the
block.timestamp Ethereum function. This simply returns the timestamp of a block when
verifying its transactions on the EVM. This however will not function on the OVM as
a difference in timestamp between the two chains will incur different outputs when ver-
ified back on layer 1 during a fraud proof as a block.timestamp function call will return
the timestamp of the current block , not the block in which the transaction took place
on layer 2. The Execution manager mitigates this issue by constructing a container
which correctly feeds the appropriate block timestamp in the form of timestampMan-
ager.getOvm Timestamp() back to layer 1 so that the computations are identical on both

chains.
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3.2.3 The Purity checker

An added function of the OVM is its “Purity checker”. As explained in section [3.2.2
the block.timestamp issue is mitigated through the execution manager container, however
as general purpose smart contracts are deployed to the OVM they must be guaranteed
to use the OVM’s virtualised EVM functions or else they become security risks. The
Purity checker inspects whether a smart contract attempting to deploy to the OVM has
only made the correct virtualised function calls thrgough the Execution manager and not
EVM specific function calls such as block.timestamp. If no EVM specific functions are
used then deployment is successful and the Smart Contract is deployed to the optimistic
network, if EVM specific functions are found within the solidity code of the smart contract

then it is rejected guaranteeing Layer 2 safety.

3.2.4 The Transpiler

As the Execution manager and purity checker mitigate the security issues revolving around
using the EVM specific functions mentioned previously, this does not gurantee an ease-
of-use or fluidity between deploying from Layer 1 to the optimistic Layer 2. This is
where the Transpiler comes into play. The transpiler takes in normal EVM bytecode and
converts it to OVM bytecode using container functions calls. This means that developers
do not need to scrape through their already existing EVM compatible smart contracts
and replace each EVM function call with a OVM alternative to make this migration
successful. The Transpiler can be added to the developers development testing suite and

will automatically convert any EVM function calls to their OVM alternative.

3.3 Proof Method

As previously explored in the case of Plasma(2.4.2)), the method of fraud proofs has been
further expanded within Optimism and its Optimistic Rollups. In contrast to ZK-rollups
validity proof, which proves a transaction is valid within its ZK-SNARK, the fraud proof
is a an attempt at proving that a transaction is valid by contradiction. As transactions
are bundled together on Layer 2 they are computed by the OVM and returned to layer
1 as a single hash value. Within the Optimistic network there is state “liveness”, this
means at any given time a “watcher” node on the network will be monitoring a rollup
bundle for anything malicious or incorrect. The fraud proof method functions with this
by opening a timed Dispute window so that any watcher node on layer 1 can view the
finalised hash value from the rollup. This dispute window is set to 7 days for Optimism to

achieve maximum security. Within the 7 days any layer 1 node can challenge the output
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from the optimistic rollup by recomputing all transactions from the rollup and verifying
that the original hash output from the rollup is either correct or incorrect. A fraud proof
implies a proof by contradiction in the sense that if no watcher node on the network
can prove that a Optimistic Rollup output hash is incorrect then we can “optimistically
decide” that the hash output must be valid. the hash value is then posted back to the
Ethereum blockchain. In the case of an incorrect has value found within the dispute
window the node responsible for finding the incorrect hash is rewarded with Ether and
the node responsible for posting an incorrect hash is punished by burning, which is the

word used to describe the destruction of Ether assets, their staked Ether within the node.

3.4 Scalability and Performance

The performance of a layer 2 solution is measured in 2 sections:
e Throughput: The transactions per second of the layer 2 solution
e Latency: time taken for a transaction to be processed on the network

Optimistic rollups take the path of reducing the cost of already existing functions on
Layer 1, in doing so they provide the same layer 1 functionality and security at a cheaper
computational cost and a lower gas fee. With the creation of EIP-2028 and the Istanbul
hard fork of the Ethereum mainnet came the decreased “calldata” costs, namely moving
from 68 gas per byte of data used to 16 gas per byte [1]. With this four times decrease in
gas required came improved scaling for layer 2 solutions like Optimism. As calldata is the
minimum information required to recreate transactions on Layer 1 from layer 2, we see a
large TPS increase from Ethereum’s 15 TPS to approximately 400 TPS on Optimism.
While this is a large improvement it does not come close to the average TPS of something
like VISA which hits an average of 2000 TPS. With the idea behind all of Blockchain
being to decentralise finance, this outcome wont be possible until blockchain can keep up.
This leads to the discussion of Boneh-Lynn-Shacham(BLS) signature aggregation within
an Optimistic Rollups. BLS signature aggregation can be explained simply as taking the
multiple signatures inside of the rollup and condensing them into one large signature that
verifies that all parties included in the transaction were present and signed the transaction

[3]. Inside Optimistic rollups transaction data there exists five fields:

e From: The signatures of the addresses from which funds are sent during the trans-
actions.(65 bytes)

e To: The address to which the funds are sent during the transactions.(3 bytes)
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e Value: The Amount of Ether to be sent during the transaction.(4-6 bytes)
e Fee: The transaction fee imposed upon the transaction by the system (1 byte)

e Nonce: The Nonce value for hash randomisation.(2 bytes)

( = ) (e ) (v ) (7o) ()

ETH sigmature: 65 tytes 3 ytes 4 = 6 byus 1 yte 2 byt

= Th bytos

Figure 3.5: Transactions data layout within an Optimistic rollup

This Optimistic rollups transaction sums up to approximately 75 bytes of data required
shown in figure [3.5] This increases the transaction size of Ethereum as the From field
within a layer 1 transaction contains the single address from which funds are being sent.
This increase in data size although large is balanced against the large computational
benefits created from the use of calldata by the Optimistic Rollup. However it has been
theorised that with BLS signature aggregation that this 65 byte large Elliptic Curve
Digital Signature Algorithm(ECDSA) signature could be replaced by one BLS signature
theoretically reducing the initial 75 byte transaction size back to its original approximate
13 bytes shown in figure [3.6] This in turn theoretically increases Optimisms throughput
to approximately 2000 TPS [I0]. This brings us into the realm of VISA’s TPS although
these are theoretical numbers and any bottleneck may present itself in the developments
future. Along with the implementation of ETH 2.0 , Sharding explained in section [2.3.
will give even greater data availability to the layer 2 solutions as well as greatly reducing

the cost of data further. The performance increase that comes with this is yet to be seen.
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& 13 bytes will be replaced by one large BLS signature

Figure 3.6: Transactions data layout within an Optimistic rollup after
BLS signature aggregation
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3.5 Security

As Optimism is layered within layer 1 it inherits Ethereum’s consensus protocol, its cryp-
tographic security as well as its security protocols and node structure. This gives great
weight to the communities belief in Optimism as a layer 2 solution. However , there is
currently a capital efficiency versus security debate ongoing. Optimism’s fraud proofs
and dispute windows, although verifiably secure, have a long withdrawal time attached
to this security model, namely 7 days. As discussed, in this time any watcher node on
the network can attempt to challenge any rollup transaction hash that they deem in-
correct or unchecked. Here lies the heart of the issue, the wait time for withdrawal is
too long. Many users will move to a ZK-rollup, which in comparison currently, will take
thirty minutes to compute its ZK-SNARK and the transaction on layer 2 will be finalised
allowing funds to be withdrawn back to layerl. This incentivises Optimism shortening
its Dispute time Delay(DTD) of 7 days in order to compete in the layer 2 space but this
opens Optimism up to Fraud and censorship attacks due to the cut in security and the
large reduction in cost it would take for a malicious user to rent enough compute power
to complete fraudulent transactions without being noticed on the network. This issue is
possibly mitigated by the use of liquidity providers or exit markets on the layer 2 network.
In the case of Alice wanting to withdraw 5 Ether from Layer 2 but not wanting to wait
through the 7 days proof window she uses a liquidity provider on the layer 2 network.
This liquidity provider or market, as they too are on the layer 2 network can use the
localised information on the chain to prove that Alice’s transactions are non fraudulent
and that her withdrawal will prove valid on Layer 1 after being challenged. Therefore
the liquidity provider offers Alice 4.9 Ether instantly to her own Layer 1 wallet withou
needing the wait period of the proof window. Alice accepts and receives 4.9 Ether to her
Layer 1 Ethereum wallet. The liquidity provider gains 0.1 Ether as commission for their
services [24]. The fundamental downside to this solution is that it is not inherent to the
system ie. it relies upon outsourced funds and development of such a marketplace. It also
doesn’t not solve the time frame issue but rather just improves the user experience around
it to a varying degree. Another issue with this solution is that a liquidity provider’s funds
would need to be locked on the Layer 1 smart contract in order to facilitate these services

which brings us the Honey Pot Issue.

3.5.1 The Honey Pot

As users move from Layer 1 to the Optimistic Layer 2 network , their original Ether
funds deposited to the network are locked onto the Layer 1 smart contract. As more

users come online and lock their funds to access the network, the amount of Ether stored
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in one location on the network grows exponentially. This is a prime candidate for the
term Honey pot as this inherent localisation of funds somewhat deviates from the idea
of decentralisation as well as painting a bulls-eye on the back of that smart contract for
malicious attacks. The incentive behind this being that if it is theoretically possible to
buy enough compute force to enforce transactions on the Optimistic network, its highly
likely that someone will try. If in theory ten million dollars worth of Ether was stored
in a contract , financially speaking, it makes sense to spend a fraction of that number
on purchasing computational power. This general idea gives rise to the argument that

Optimism is not decentralised enough to maintain its security model indefinitely.

3.5.2 An Honest Assumption

The foundational rule that the Optimistic network functions by is that in any given set
of validator nodes, 1-of-N nodes will be honest and always provide the full merkle state
of the network for validation of transactions. Although this proves true in practice , it
is theoretically possible to coerce node owners on the network to perform a 51 percent
attack or to pool compute resources to validate invalid transactions and roll back blocks
to allow for double spending. Although these possibilities are implausible they are not
impossible. Some of these issue are addressed with the move to Proof of stake with ETH
2.0. Stake holders will be even less incetivised to risk their staked either within a node
to partake in malicious attacks on the networks security. This proposes two realities in
which Optimisms security model exists. In an Exmaple of Alice , she may trust in the
1-of-N rule and the optimistic rollup becomes a trusted system. In this state the rollup
works at a scale and is functionally viable in the sector. In the other reality Alice takes a
trustless approach and decides to validate the state of her Optimistic rollup herself, this is
an issue as computational costs scale linearly with optimism optimisation of Ethereum. In
a scenario where Optimism scales Ethereum 20x, the computational cost to self validate
the rollup will also scale 20x. This practice becomes one of an altruistic nature , and
possibly a point of failure in Optimism’s decentralisation. This in itself is a potential

security risk in the future.

3.5.3 Conclusions

In conclusion the Optimism network shows great promise in the Layer 2 space allowing
for general purpose smart contract deployment fluidly between the EVM and OVM, this
gives it a larger chance at mass adoption by the community and its DApp development
Eco-system. It uses the solidity smart contract language giving developers ease-of-access

to its development capabilities from the start. These tools give Optimism great presence
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in the Layer 2 space however its security risks although not very feasible in reality are
still theoretically possible, some more then others. In comparison to ZK-rollups, which
have made massive development bounds even since the point at which this project began,
they are the lesser secure Layer 2 rollup. It is the general community opinion that in
the given state most developments will move to ZK-Rollups once they have achieved
equal interoperability as Optimism has with EVM and OVM. The playing field is quite
competitive and the future is not set in stone but in the current climate it does look like
ZK-Rollups will be taking the lead soon.
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Chapter 4
Implementation

As an evaluation of the Optimistic rollup, a dive into the development space was under-
taken. Although the Optimistic network is in theory the most interoperable and easy to
port to rollup network currently available, it did not come as an easy task in any regard.
The initial aim of this section was to deploy and build a DApp to the Optimistic net-
work to avail of the increased transaction speeds and lower gas costs. The DApp being a
crowdfunding service similar to “goFundMe” or “Git Grants”. This however proved out
of scope within the time frame so a simpler approach of deploying a smart contract to the
optimistic network was attempted to compare both TPS and gas fees. This also however
proved impossible due to specific issues encountered and described later in the section.
This section will describe the intended work done as well as the issue encountered which
prevented development in the space. This evaluation can be broken into the following

sections of research conducted:
e Software
e Compilers
e [ssues faced

e Workarounds

4.1 Software

In the area of Blockchain in general software is a fickle creature. Although leaps and
bounds in the development of the Blockchain itself have occurred, the software somewhat
lags behind. “Solidity is a contract-oriented, high-level language for implementing smart

contracts. It was influenced by C++, Python and JavaScript and is designed to target
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the Ethereum Virtual Machine (EVM)” [23]. As Solidity was built with the intention of
targeted use with the EVM it does its job quite well and as its basis is in JavaScript and
C++, it is quite intuitive to pick up. However, where the real issue lies is within the devel-
opment and compiler software. As optimism is a new development in the Ethereum space
its resources and documentation are somewhat lacking. Along with its early community
uptake in the space, very few if not no public examples of Optimistic DApp deployment
are available to a general developer like myself. This made creation in the space incred-
ibly difficult as many of the facilities required to develop were locked behind whitelists
or simply an inability to gather the resources required to test. For example, much like
the Ethereum network, Optimism has a public test-net where theoretically a person can
deploy there Optimistic Application and test it against a live network. This in practice

was not possible for the following reasons:

e The Optimistic Kovan test-net requires Optimistic Kovan Ether(Optimistic KEth)
in order to pay for deployment much like any other Ethereum network. To obtain
Optimistic KEth one must first have access to Kovan Ether(KEth), Ethereum’s
own Kovan test net on Layer 1, and use the Optimistic gateway to convert from
KEth to Optimistic KEth. Simple in theory but in practice impossible. To obtain
KEth today you must request it from a KEth faucet. These are publicly visible
wallets containing KEth that will deposit a set amount of KEth upon request. The
issue at hand being that none of the faucets work at the current time making KEth
impossible to obtain. This removed Optimistic Kovan as a potential testing and

deployment space for this project.

e The Optimistic Mainnet although up and running on Infura as well as Optimism’s
own mainnet has its own set of issues. Although a contract call and deployment
hash can be found on Etherscan.io shown in figure 4.2} a site for public information
about any transaction on the network, for this project’s attempted deployments to
the network, they are rejected by the network for an unknown reason. This was
unresolved as there is not a large amount of community knowledge in regards to
deployment errors due to the early stages of deployment Optimism is in currently.
It is mentioned on Optimism’s documentation that the Optimistic mainnet would
be on a “whitelist” for deployments to the network while in its development stages.
This however was not the case for the Infura Optimistic mainnet and yet both

networks returned the same deployment error shown in figure 4.1}

As these issues continued to to arise with any form of public net for Optimism the
pathway taken for testing changed towards running a localised OVM implementation on

my local linux machine. This process involved the use of Docker, a software for virtualising
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1_deploy_contracts. js

Deploying 'SimpleStorage’

Error: *** Deployment Failed ***

Figure 4.1: Figure of error experienced within the optimistic mainnet
through deployment

containers, to virtualise the OVM inside of the EVM. More success was found on this
pathway as already existing software packages existed in their early development to help

developers start in the space. This implementation required two different packages:

e Optimism box developed by the trufflesuite found here: https://github.com /truffie-

box/optimism-box

e The Documentation and Optimism monorepo repository for the Optimism local

node found here: https://github.com/ethereum-optimism/optimism

To deploy a contract to the localised OVM, the smart contract code must first be
compiled using the OVM compiler, this being the functions discussed previously making
use of the Transpiler [3.2.4L After the contracts are compiled successfully the Docker
image of the OVM must be started through the npm run startLocalOptimism terminal
command. Although unclear as to why, from experience the Docker image will always exit
with an error if the npm run compile:ovm command has not be run prior to its launch.
Once the docker image is built the local Optimism implementation will be deployed onto
the localhost:127.0.0.1:7545 although this can be changed within the truffie-config.ovm.js
file. From here deployments from the terminal are possible and comparisons between a

local Ethereum deployment and a local Optimism deployment can be found in section [5

4.2 Compilers

In the development space currently there are two main development packages, those be-
ing Truffle and Hardhat. Fach comes with a set of benefits and drawbacks which will be
explored here. The truffle compiler has a long standing Ethereum development history
being one of the first and foremost compilers to arise. This gives the compiler a long
standing community backing as a plethora of previous errors, solutions and general dis-
cussions around its working can be found within the community forums. This was the

deciding factor in the decision to go forward with truffle rather then Hardhat. Hardhat
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Overview Internal Txns Comments

7) Transaction Hash: 0x35f940cd8463fd418340d1efa0175e1b28f92b582b952e8bb693e24ac23a1434 ([
7) Status: Q Fai

7) Transaction Index: 622553

7 Timestamp: @ 9 mins ago (Aug-15-2021 02:07:36 PM +UTC)

7) From: 0x7daedc837b9795e9235fba7204328d81b1de0420 (O

7) Tor 02113a35a47afb4bf9 Created]ld (O

=cution [evm: execution reverted] @

) Value: 0 Ether  ($0.00)
7) Transaction Fee: 0.00096 Ether ($3.08)
Click to see More 4

Figure 4.2: Figure of error experienced from public transaction data
obtained through optimistic Etherscan

is a relatively new development package and although it shows great efficiency benefits
over truffle as well as some welcome simplifications to the deployment process, it lacks
that community knowledge base that Truffle has making any debugging or error checking
a much more laboursome task. Hardhat currently is being adopted on a large scale by
the community and it is only a matter of time before it rivals truffle for a knowledge base

and Documentation.

4.3 Issues faced

The issues faced within this project caused many alterations in the original scope of
this project. The inability to deploy to a live network inhibited the ability to test live
functionality with smart contracts as although the local implementation of the Optimistic
network allowed for deployment, through testing throughout the project, it was found that
calls to a contract on the local Optimism network were unsuccessful as a truffle console
command for asynchronous calls to the network only works for the local Ethereum network
and not Optimism. This limited the ability to test previously discussed benefits of the

network, things such as:

e Transactions per second

e Throughput of the system
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e testing of Withdrawal windows and fraud proofs

e Testing the network on ability to handle congested calls to a single contract by
means of a looped call to a contract on both networks and monitoring the difference

in throughput

Although research into these areas was extensive in previous sections, the aim was
to implement a live demonstration of these factors to validate the claims of research
done. Although this was ultimately unsuccessful, a large amount of knowledge about the
development space was gathered and allowed for possible alternatives or workarounds to
be theorised in section [4.4]

A quick note in terms of operating system used, throughout the project issues arouse
through the use of Windows 10. This error came with the attempted Deployment of the
docker image from the Optimism monorepo to either the windows Bash shell or inside of
the Microsoft Visual Studio Code bash terminal. Although all dependencies were met in
both cases the Docker image would only deploy to a native Linux machine which is where
this project ended up. It is possible that some variable within my own local windows
installation caused both instabilities but upon two fresh installs of the operating system
the error still persisted. This led to the move to a Linux system, name UBUNTU 20.0.4.

This proved successful.

4.4 Possible Solutions

Although the time frame of this project as well as obstacles that prevented development
impacted the testing done, many possible solutions were discovered without time to im-
plement them within the time frame. An example of this being the inability to obtain
KEth. This problem is most likely solved with just more time as the faucets will be fixed
by the owners, such as Metamask, and allow the transfer of Kovan Ether to Optimistic
Ether once again for testing. As the network issue is theoretically fixed this by extension
resolves the issue surrounding testing on the local Optimism network. With a live net
to test on a localised Optimism becomes the inferior option as live net Applications are
interact-able trough online IDE’s such as Remix hosted at https://remiz.ethereum.orq/.
This IDE has in built smart contract interaction through the use of function buttons after
deployment to a network. This however is limited right now by the slow uptake of the
Optimistic network and its deployment differences based on its higher required gas fee for

moving from Layer 1 to Layer 2. This is reflected in the total Ethereum prices seen in
Abstract figure 2] and Figure
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In the line of testing locally it is possible to connect a smart contract deployed to a
local net to a webpage through the use of the Web3 library. This library is the most
common for this function on Ethereum mainnet Dapp’s. As an implementation of this
was outside of the time frame it was not tested but in theory and as far as can be found
by ways of Documentation, this method would allow for the localised testing that was

missing from this project.
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Chapter 5
Evaluation

From the tests that were possible to carry out on the network and knowledge gathered
throughout the course of the project a general evaluation of Optimism and the eco-system
that it finds itself within begins to show. Optimism currently plays the larger roll in terms
of functionality within the rollup development space, its interoperability with the EVM
gives it an advantage in terms of mass adoption against its counterpart the ZK-rollup.
However this does not appear to hold in the future. Optimism as it stands will fall behind
in terms of TPS, scalability and security to ZK-rollups as the development pace at which it
is improving has as of August 15th 2021 already almost caught up to the interoperability
of the OVM.

Although it will potentially fall behind ZK-rollups in terms of adoption at a later
stage, Optimism still shows promise in the area of its OVM becoming a validity checker
for other layer 2 solutions such as sidechains and Plasma. This would give Optimism a
purpose past its layer 2 rollups and give its system another primary use case within the
Ethereum Eco-system.

In terms of security while its security model does prove strong it does raise concerns
that ZK-rollup do not in terms of semi-centralisation around the locked Ether stored
in a single Layer 1 Optimistic contract, creating somewhat of a Honey Pot situation
and incentivising the potential large cost purchasing of compute power on the network
to circumvent the security protocols silently and illicit invalid transactions and double
spending. Although only a theoretical worst-case scenario it still requires attention.

Optimism’s potential scaling is yet to be seen , growing to an approximate 20004+ TPS
with an implementation of BLS signature aggregation model, and opens the possibility of
it winning mass adoption just through the course of “first come first served”. If Optimism
has mitigated the gas and transaction issues seen in Ethereum before Zk-rollups are up

to par then its not outside the realm of possibility that the community continues with the
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network it knows rather then the underdog it doesn’t. With ETH 2.0 and its Sharding
and beacon chain model this number could grow drastically giving more weight to this
potential future for Optimism.

Optimism’s largest drawback is its withdrawal times. In comparison to Zk-rollups
current 20 minute average withdrawal time from layer 2 to Layer 1, the one week waiting
period for Optimistic rollups seems quite outrageous. Although this will be circumvented
by liquidity provider , which will in turn make the user experience more or less the same
across both rollups, the cost of liquidity withdrawal will more then likely be quite pricey
compared to any that develop on the ZK-rollup chain.
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Chapter 6

Conclusions & Future Work

6.1 Future Work

As stated previously with the re-evaluation of the scope of this project came the simpli-
fication of the original idea. The future work for this project would be to implement the
original proposed idea of a Community funding site based on the Optimism network. In
practice this would work through the use of a Web3 library in conjunction with the OVM
compatible smart contracts written in solidity. As simplified versions of this application
have been created on Ethereum’s mainnet as well as large scale crowdfunding like “Git
grants” | it seems an appropriate application for the Optimistic network for the following

reasons:

e As people bring money to a community funding site to donate and deposit to a
certain cause , in most cases a user has a pre-specified amount of funds they wish to
donate. With this outlook, the locking of funds to ETH layer 1 does not impact the
general functionality of the application as many do not intend to withdraw funds

back to layer 1.

o With deployment to the Optimism network comes all the throughput benefits as well

as improved transaction speeds aiding the user experience while on the application

e Optimism’s main drawback is its withdrawal times , although as discussed this is
possibly mitigated through the liquidity providers or markets, in this case a with-
drawal window will only occur in the finalisation of a community funding project.
This means that only the project being funded will wait through the 7 day Dispute
time Delay Window which in practice should not matter due to the amount of time

already set by the project for how long a fund should last, mainly lasting weeks.
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I believe this would be a good fit for the Optimistic network for reasons stated above
and in the future would prove successful in the space based off of previous examples of

this type of application succeeding

6.2 Conclusion

Throughout this project I explored the areas of Blockchain, Ethereum, Layer 2 solutions
and the Optimism network. With an in-depth look into both Optimistic rollups and ZK-
rollups many conclusions can be drawn. Layer 2 solutions as a whole can be seen as a
massive benefit to the Ethereum network allowing for both the temporary scaling it needs
to circumvent its current bottlenecks while awaiting the final implementation of ETH 2.0.
Along with ETH 2.0 comes the ability to scale these Layer 2 solutions even further as
their ability to handle data only improves in this new landscape.

In the battle between ZK-rollups and Optimistic rollups it seems apparent that, al-
though currently Optimism is in the lead in terms of actual implementation in services
such as Uniswap, the token swap platform for Ethereum, it will eventually fall behind
ZK-rollups as even now they are close to a full iteroperability between the Zk-rollup and
the EVM. Although not as seamless as Optimism claims to be at present, it does not
look like it will take very long to overshadow their counterpart. Although obviously it is
possible that future developments will alter this course it is also arguable that Optimism
is beneficial for Zk-rollups right now as they provide a stop gap while ZK-rollup contin-
ues to develop to the optimal point at which it can take over as the predominant rollup
protocol.

This Layer 2 space is exciting currently and although testing of the space was incom-
plete, it shows huge potential and a large impact on the way Ethereum will function in the
near future as we await ETH 2.0 and Proof-of-stake. As continuous development occurs
it is also possible that another contender for the title of top-rollup will arrive. This is not
unlikely as already cross implementations of multiple layer 2 solutions used in parallel are
being tested and experimented with. As Ethereum continues to grow in efficiency and
functionality so too will its Layer 2 solutions. The upcoming period of development is an

exciting one and many great things for this space lie on the horizon.
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Figure 1: High level diagram of the OVM
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$ npm run migrate:ovm --network=optimistic_ethereum

= optimism-b .0.8 migrate:ovm
> truffle migra --skip-dry-run --config truffle-config.ovm.js --network S$Snpm_config_network

timistic_ethereum’
Netwe id: 420
> Block gas limit: 11000000 (©xa7dBc®)

'Simples
transaction hash:
Bloc i]
contract ad
block number:
block timestamp:

account 7279cffFb92266

gas pric
value sent:
total cost:

aving artifacts

otal cost: 0.00002354221

mmary

al deployments: 1
> Final cost: 0.000023542215 ETH

Figure 2: Deployment of contract to Local Optimism
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Starting migrations...

Network name: 'development'’
Network id: 1629039375140
Block gas limit: 6721975 (8x6691b7)

1 deploy_contracts. js

Deploying 'SimpleStorage’

transaction hash: 0x423395a339fb527cc79d4bf793f016fdfe6dafe8278Ta4d6a57d2b8a7boenc99
Blocks: @ Seconds: ©

contract address: Oxd4a4BCD6cd568d88Efa4a92ff38ae637E8F8bO4A
block number: 1

block timestamp: 1629039467

account: 0x863a9b117022260CDOAOTacAd4CdfCbc7IF7dBER
balance: 99,999998553925

gas used: 96405 (@x17895)

gas price: 0.015 gwel

value sent: 0 ETH

total cost: 0.000001446075 ETH

=
=
=
=
=
=
=
>

[TV

Saving artifacts

Total cost: 0.000001446075 ETH

Total deployments: 1
Final cost: 0.000001446075 ETH

Figure 3: Deployment of contract to Local Ethereum
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